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DNS ABUSE SMALL TEAM – ASSIGNMENT IN BRIEF

Objective: 
Evaluate DNS 

Abuse mitigation 
efforts and 
determine 

whether further 
policy work is 

need.

Tasks: 
• Review 2022 Small Team 

Recommendations
• Assess impact of ICANN 

contract amendments
• Conduct outreach to ICANN 

Community.
• Analyse INFERMAL study 

findings. 
• Identify gaps in mitigation 

efforts.

Deliverable: 
Report to GNSO 

Council with 
findings, identified 

gaps, and 
recommendations 

for next steps. 



CURRENT DELIVERY PLAN
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Phase 1: 
Planning 

& Data 
Review 

(May 
2025)

June - 
ICANN83 
- Progress 
Update to 

Council

Phase 2: 
Outreach & 

Engagement 
(June–July 

2025)

Phase 3: 
Draft of 

Final 
Report 

(August-S
eptember 

2025)

Phase 4: 
Delivery of 

Final Report 
(September-

October 
2025)

ICANN84 
- Present 
to GNSO 
Council 

(October 
2025)
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DNS ABUSE SMALL TEAM PROGRESS

Agreed on 
Delivery plan:
• Ongoing 

review of 
delivery plan 

Reviewed key sources:
• INFERMAL study
• ICANN Compliance 

data from 1 year 
Contract Amendments

• NetBeacon White 
Paper

• DNS Abuse Small 
Team Report 
(Nov2022)

Gaps/Issues in DNS 
Abuse Mitigation:
• Listed the gaps 

named in the 
reviewed source 
documents.

• Sent Qs to ICANN 
Org 

Clustering of 
Gaps/Issues:
• Clustered the 

gaps named in the 
reviewed source 
documents into 
overarching 
themes.

Next Steps:
• Small Team is 

discussing list 
of gaps with 
ICANN 
Community 

Feedback needed:
• Whether the 

categorization/clustering 
aligns with your 
understanding of each gap

• Any gaps you feel are 
missing or misclassified

• Opportunities to clarify where 
further analysis is needed
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DNS ABUSE SMALL TEAM LIST OF GAPS AND CLUSTERING- PREVIEW

Gap 
ID Theme

Not In 
Scope 

For 
Policy-M

aking

Aready 
addressed 

(maybe 
partially)?

Gap Description Document/Source Why is it a gap? (according to source 
document)

G1
Associated 
domain check

No requirement to investigate 
associated domains

NetBeacon PDP 
Whitepaper

Registrars are not required to check for other 
domains linked to malicious activity, allowing 
abuse to persist across multiple domains.

G10
Associated 
domain check

Limited Use of Abuse Data for 
Preventive Action INFERMAL

Abuse feeds data is not consistently used to 
inform domain-level restrictions or validation 
rules.

G17
Complainant 
reports

25% of unactionable abuse 
complaints

ICANN Org Report on 
DNS Abuse mitigation 
requirements (Nov 2024)

Lack of proper complaint data or understanding 
results in ICANN closing complaints without 
action. Many complaints are closed due to 
missing or inadequate evidence, like lack of 
URLs in screenshots or failure to respond to 
follow-up requests.

G27
Complainant 
reports

- 
NetBeacon 
Reporter
- RA/RAA 
amendmen
ts

Victims unsure where or how 
to report abuse

DNS Abuse Small Team 
Report (2022)

Lack of clarity in reporting channels delays 
response and reduces effectiveness of 
mitigation.

G19
Compromised vs 
Malicious

Limited impact on 
compromised domains

NetBeacon Blog Analysis 
(2024) - Impact of ICANN 
Contract Amendments

Focus on maliciously registered domains 
overlooks hijacked legitimate domains.

G24
Compromised vs 
Malicious

Lack of clarity between 
malicious and compromised 
domains

DNS Abuse Small Team 
Report (2022)

Ambiguity makes it hard to define scope for 
ICANN policy, as different actors are 
responsible for mitigation.

G4 Dispute resolution
No standard recourse 
mechanism for registrants

NetBeacon PDP 
Whitepaper

Registrants lack a formal process to contest 
domain suspensions, risking harm from 
erroneous actions?

G13
Enforcement 
challenges

Disparate registrar abuse 
mitigation responses

ICANN Org Report on 
DNS Abuse mitigation 
requirements (Nov 2024)

Registrar responses vary widely, impacting 
abuse suppression consistency.

G15
Enforcement 
challenges

No Sanctions or Deterrents 
for Recurring 
Non-Compliance

ICANN Org Report on 
DNS Abuse mitigation 
requirements (Nov 2024)

While formal breach notices exist, there is no 
clear policy for escalating sanctions for habitual 
offenders unless contractually breached multiple 
times.

G20
Enforcement 
challenges

Delayed ICANN enforcement 
actions

NetBeacon Blog Analysis 
(2024) - Impact of ICANN 
Contract Amendments

Slow issuance of breach notices reduces 
deterrent effect of contractual obligations.

G29
Enforcement 
challenges

RA/RAA 
amendmen
ts

Ambiguity in RAA and RA 
language (e.g., 'reasonable', 
'prompt')

DNS Abuse Small Team 
Report (2022)

Vague contractual terms allow inconsistent 
interpretation by registrars and ICANN 
Compliance.

G2 Friction
Unrestricted API access for 
new customers

NetBeacon PDP 
Whitepaper

Enables rapid, automated abuse through mass 
registrations by unverified users.

G9 Friction
Lack of Syntactic and 
Operational Validation INFERMAL

Some of the tested registrars did not fully 
validate registrant contact info (e.g., phone 
numbers are often unchecked) allowing 
attackers to register domains using fake or 
throwaway data with little friction.

G12 Friction
Lack of proactive/timely 
verification at registration INFERMAL

Allows abuse using fake credentials and 
disposable contact info.

G25 Friction INFERMAL
Lack of data on bulk 
registration abuse

DNS Abuse Small Team 
Report (2022)

Unclear which bulk registrations are malicious; 
legitimate and abusive uses are hard to 
distinguish.

G6
Incentives that can 
promote abuse

X (could 
be a best 
practice?
)

Economic incentives 
(discounts) are more prone to 
DNS abuse INFERMAL

Discounted pricing is strongly correlated with an 
increase in malicious registrations.

G7
Incentives that can 
promote abuse

X (could 
be a best 
practice?
)

Free services are more likely 
to be abused by threat actors INFERMAL

Services like free hosting and privacy shield 
attackers from costs and detection.

G21
Incentives that can 
promote abuse

Inconsistent registrar 
credential performance

NetBeacon Blog Analysis 
(2024) - Impact of ICANN 
Contract Amendments

Some lesser-known registrars are 
disproportionately targeted for abuse.

G5
Industry 
coordination

Inefficient coordination on 
DGA-based abuse

NetBeacon PDP 
Whitepaper

Law enforcement must individually contact 
registries, causing delays in malware/botnet 
mitigation.

G8
Lack of 
research/data

Lack of empirical research on 
abuse factors INFERMAL

Not much research comprehensively quantified 
the impact of registrar/TLD features on 
malicious domain registrations.

G14
Lack of 
research/data

ICANN has no overview of 
mitigation actions taken 
outside the contract 
enforcements.

ICANN Org Report on 
DNS Abuse mitigation 
requirements (Nov 2024)

No overview on overall DNS Abuse (mitigation) 
landscape.

G18

Mitigation 
Information From 
Contracted Parties

Measurement challenges due 
to 'uncategorized' domains

NetBeacon Blog Analysis 
(2024) - Impact of ICANN 
Contract Amendments

Unclear outcomes hinder evaluation of DNS 
abuse mitigation effectiveness.

G22

Mitigation 
Information From 
Contracted Parties

Limited transparency in 
reporting on DNS Abuse 
mitigation actions taken

NetBeacon Blog Analysis 
(2024) - Impact of ICANN 
Contract Amendments

Lack of detailed mitigation reporting reduces 
accountability and oversight.

G3

Pass down 
requirements to 
registrants

Unregulated subdomain 
abuse

NetBeacon PDP 
Whitepaper

Registrants offering subdomain services are not 
required to mitigate abuse, creating an oversight 
loophole?

G11
Proactive vs 
reactive

Minimal Deterrent Effect of 
Reactive Measures (Uptime) INFERMAL

The study states that domain uptime (i.e., how 
long a malicious domain remains active) has 
little influence on attacker behavior. Even short 
uptimes (under an hour) can yield valuable 
credentials, meaning fast takedowns alone are 
insufficient to deter abuse.

G23
Proactive vs 
reactive

Challenges in real-time 
detection of short-lived abuse

NetBeacon Blog Analysis 
(2024) - Impact of ICANN 
Contract Amendments

Lag in DNS data allows short-lived malicious 
domains to evade detection.

G26
Proactive vs 
reactive

Underuse of predictive 
algorithms for early detection

DNS Abuse Small Team 
Report (2022)

Predictive tools could help identify patterns of 
abuse, but are not widely implemented.
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DNS ABUSE SMALL TEAM LIST OF GAPS AND CLUSTERING

Gaps related to: 
● Associated domain check – 2
● Complaint reports – 2
● Compromised vs Maliciously registered domains – 2
● Contractual Gap/Improvement – 1
● Dispute Resolution – 1
● Enforcement challenges – 4
● Friction – 4
● Practices that are prone to abuse – 3
● Industry coordination – 2
● Lack of data/research – 2
● Mitigation information from CP – 2
● Pass down requirements to registrants – 2
● Proactive vs Reactive Measures - 3
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DNS ABUSE SMALL TEAM NEXT STEPS - ASSIGNMENT

Tasks: 

Review 2022 Small Team Recommendations

Assess impact of ICANN contract amendments 

Conduct outreach to ICANN Community 

Analyse INFERMAL study findings and other relevant 
sources 

Identify gaps in mitigation efforts
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DNS ABUSE SMALL TEAM NEXT STEPS - TIMELINE

Timeline: Assignment Form says within 6 months but due 
to the importance of the topic, the Small Team aims to 
deliver its assignment earlier than the expected.

The question is which gaps can/should be addressed 
through policy development. 


