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FinalReport on
Proposals foimprovementsto the

Registrar Accreditation Agreement

STATUS OF THIS DOCUMENT

ThisFinalReportis submittedto the GNSO Council d8 October2010from the Joint GNSALARAA

Drafting Bamdescribingproposalselatedto the Registrar AccreditatioAgreement.

SUMMARY

This report is submitted to the GNSO Coufuilits consideration in evaluating certain proposals related to
Registrar Accreditation Agreemt (RAA) ThisFinalReport describes the recommendations from the Joint
GNS@ALAC RAA Drafting Team for producing a Registrant RigthtiResponsibilitie€harter andor

identifyingtopics forpossibleadditionalfuture amendments to the RA
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1. Executive Summary

1.1 Background

In 2009,the GNSQouncil recommended to the ICANN Board that it approve a new
form of Registrar Accreditation Agreement (RAAYotiated betweerStaffand Registarsin
consultation with others ithe Community: However, irits resolution adopted 270 in
March 2009, theGNSO Counabnditioned its recommendation on the beginning of work
on further RAA amendments.As a result, the GNSO Courferined a jointdrafting team
with members of the At.arge Community (known as the RAA Drafting Team) to conduct
further work related to proposals for improvements to tRAA. This drafting team
included ICANN staff and registrar representativéise RAArafting Bam was tasked with
(a)drafting a charteicomprisedof registrant rightsand (b)developinga specific process
andtimeline tomove forward withadditional potentiafuture amendments to the RAATo
accomplish these tasks, the RAA Drafting Team dividedwo subteams, which worked

independently to produce these recommendations.

ThisFinalReport to the GNSO Council descrilesrecommendationgendorsed by a
consensu®f the respective subteansn (i) the proposedform of a Registrant Righ&nd
Responsibilitie€harter, and (iiflescribing the potential topics for addinal amendments
to the RAA, as well asproposal for next steps for the GNSO @mbto consider in

determining whether to recommend new form RAA to be adopted by the ICAB»rd

! For more information on the process utilized by Staff to develop the 2009 RAA, please refer to:
http://www.icann.org/en/topics/raa/
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1.2 Preliminary Conclusions on thRegistrant Rights and Responsibilities Charter

There isunanimousconsensus among the membersSbTearAthat ICANN
should adopt &Registrant Rights and Responsibilities Chastdastantially similar tohe

form described orAnnex D This proposedRegistrant Rights and Responsibilities Chaster

intended to serve as a starting point for use by ICANN under Section 3.15 of the RAA, which

states that:

3.15 In the event that ICANN gives reasonable notice to Ragibat ICANN has

published a webpage that identifies available registrant rights and responsibilities, and

the content of such webpage is developed in consultation with registrars, Registrar shall

provide a link to the webpage on any website it may opefar domain name
registration or renewal clearly displayed to its Registered Name Holders at least as
clearly as its links to policies or notifications required to be displayed under ICANN

Consensus Policies.

Since Section 3.15 specifies that the contisrtb bedeveloped in consultation with
registrars ubTeam-Arecommends that ICANN commence its consultation process with
Registrars to finalizand publish a webpage that includes the contentted Registrant
Rights and Responsibilities Chartas sub content may be modified following the

consultation with registrars

In addition,SubTearA acknowledges that additional work may be conducted by

members from the ALarge Community relaty 3 (2 'y & &wHicNdvolild 2 v |- €

reflect rights or prigiples reflecting rights that should be afforded to registrants in
connection with theregistration of domain namesTo the extent that this work identifies
principles that are not currently reflected in the RAAbTeaA encourages the
submission of thee principles to be submitted as additional topics for consideration in

future RAA amendment discussions.
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1.3Preliminary Conclusions on the Additional Amendments to the RAA

SubTeanB recommends that the topics identified $nbsection 4.3 below be
consdered for potential amendments to the RAA, and that the next steps in this process be

as summarized in subsection 5 below.
2. Background, Process, and Next Steps
2.1 Background

TheRegistrar Accreditation Agreeme(RAA) is the contract that governs the

relationship between ICANN and its accredited registrars (a directory of accredited

registrars can be found dttp://www.interni c.net/regist.htm). Its provisions also have

significant impacts on registrants and other third parties involved in the domain name

system.

Becausdhe domain namemarket hasundergone changes in recent years d@hd
number of ICANN accredited regissaand domain name registrations have grown
significantly the community recognizgthat amendmentamay need tde made to this

important agreementrom time to time

In March 2007, Dr. Paul Twomey, President and CEO of |CAINN for a
comprehensiveaview of the RAA and thaecreditation proces$. The results of that review
ultimately produced a new form of RAA (2009 RAA) which was approved by the GNSO
Council and the Atarge Advisory Committee, and adopted by the ICANN Board on 21 May
2009.

2 Seehttp://www.icann.org/en/announcements/announces&niar07.htm As ICANN CEO Paul Twomey

stated in this annonedtecregistants with Red\deerly.com &as méda ipciear there

must be comprehensive review of the registrar accredit
background on RegisterFly, skgp://www.icann.org/en/announcements/factstiegtsterflyreqgistrars

26mar07.pdf
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The poposed form 2009 RAA was controversial, with sem@munity members
supporting it and others insisting that it hat gone far enough to address serious

concerns

Ultimately, theGNSO Counahme together on a resolution that, whiégeknowledging
that the proposed form 2009 RAA represented an improvement of the-thesting form of
RAAalso recognized thadditionalamendmentsvould be needed in the future Because
the proposed changes in the 2009 RAA included several important compliance and
enforcement tools for ICANN, the GNSO Couecibmmended thatthe ICANN Board
approve and implement them as quickly as possible. As part afaime resolution,
however,the GNSQormed a joint drafting team with members of the Alarge Community
whose tag would beto conduct further work related to improvements to the RAA. The
RAA Drafting Team wasked to:(a)draft a charter identifying registrant rightand
responsibilitiesand (b) developa specific procesandtimeline to identify additional
potential amendments to the RA#n which further action may be desirablerhe text of

the GNSO Council Resolutiappears irAnnex A This additional workd be conducted by

the RAADrafting Team received the support of the Registrar Constituency, whrelectp

participate on a good faith basis on anticipated next steps for amending the RAA.

On28 May 2010, the RAA Drafting Team publishethit&al Reporton Improvements to
the RAAand opened a public comment periddA summary of the public comments
received on the Initial Report appearsAnnex! { dzo ¢ S| Y ! Qa4 NBalLkRyasS G2
received pertaining to the Registrant Rights and ResponsibilitiageZlare included in
AnnexJ { dzo ¢ SI Y . Q& NI & LI2rgtaived périainingKoJosSiseydividdal G &

amendments to the RA&re included imlnnexK

® For information on the Public Comment Foremthe Initial Reportplease see:
http://www.icann.org/en/publicomment/publiccomment201007en.htm#radamprovements2010
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ThisFinalReport to the GNSO Council describes the work produitteoRAA Drafting
Tean regardinga) the recommendedorm of aRegistrant Rights and Responsibilities
Charter and (b)dentification ofthe potential RAA amendmertbpicsand the
recommended next steps fatetermininghow to amend the RAA

Several endorsements related the Initial Report have begorovidedto the RAA
Drafting Team Duringtheir meeting of 25 May 2010, the Afarge Advisory Committee
(ALAC) by consensus endorsattaft version of tle Initial Report on Proposals for
Improvements to the Registrar Accreation Agreement.In addition, the Government
Advisory Committee (GAC) issued their endorsement of the law enforcement proposals for

amendments to the RAA in theirusselSCommuniqué Specifically, the Brussels

Communiquéstates that:

0An absolute majority of GAC members made the following statement:

1. The GAC encourages the Board, the RAA Working Group and registrars to work
with law enforcement agencies to address their conseand implement
necessary changes without delay.

2.C2fft2Ay3 FTNRY GKS D!/ Q& bl
LINEINB&aa 2y O2YyaARSNIGAzZ2zYy 2
consideration of the due diligence recommendations.

ANROA [/ 2YYdzyAl
T GKS&AS LINRLIRA

3. Based orthe deliberations in Brussels and the previous meetings, the GAC
endorses the proposals from law enforcement agencies to address criminal
misuse of the DNS, noting that implementation of these proposals must respect
applicable law and respect all requiremts concerning the processing of
personal data, such as privacy, accuracy and relevance

Some countries felt that further efforts need to be deployed to clarify these propésals.

2.2 Approach Takerby the RAA Drafting Team

The RAA Drafting Team operateadera darter approved by the GNSO Council on 3
September 2009seeAnnexB). Steve Metalitz and Beau Brendler served as Co

Coordinatas of the RAA Drafting TeanThe Drafing Team organizeuhto two distinct
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teams to accomplish the tasksquiredunder the Charter. SulgBmA was tasked with
developing the recommended form of tliRegistrant Rights and Responsibilities Charter
and SubTeanrB was tasked with identifyintlpe potential topics for additional amendments
to the RAA and recommended next steforthe GNSO Council as it determinesaifer to

recommend amendments tthe RAA.

2.3 Members of the RAA Drafting Team
The RAA Drafting Team consisted of individuals representing a broad range of interests

within the GNSO and Atarge Communities.

TheRAADrafting Teanwas comprised of the following individuals

From the GNSO Community:

Name Affiliation SubTeam
Nacho Amadoz RySG A
Dev Anand NCSG B
David Cake NCSG B
Karen Banks NCSG A
Elisa Cooper RrSG B
Phil Corwin CBUC,CSG (A, B
Paul Diaz RrSG A
Avri Doria NCSG A, B
William Drake NCSG A
Chuck Gomes RySG A B
Statton Hammock RrsSG B
Tatyana Khramtsova RrSG B
Adrian Kinderis RrSG A
Konstantinos Komaitis NCSG A
Phil Lodico BUC, CSG A
Rebecca Mackinnon NCSG A
Steve Metalitz IPC, CSG B
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From the AtLarge Community:

Acronym Key:

Michele Neylon RrSG A, B
Mike Rodenbaugh CBUC,CSG | B
Kristina Rosette IPC, CSG B
Wendy Seltzer NCSG A
Marc Trachtenberg IPC, CSG B
Tim Ruiz RrSG B
Stephane van Gelder RrSG A
Name Affiliation SubTeam
Sébastien Bachel At Large A
Victorio Bertolo At Large A
Beau Brendler At Large A
Dharma Dailey At Large A
Hawa Diakite At Large A
Lutz Donnerhacke At Large A
Antonio Medina Gomez At Large A
Alan Greenberg ALAC A
Cheryl Langdo®rr ALAC, Chail A,B
Evan Leibaitch At Large A
Daniel Monastersky At Large A
Shiva Muthusamy At Large B
Andrés Piazza At Large A
Holly Raiche At Large B
Sergio Saline At Large A
Carlton Samuels At Large A
Baudouin Schombe At Large A
Rudi van Snick At Large A
Danny Younoger At Large B

CBUE Commercial Business Users Constituency
CSG Commercial Stakeholder Group
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ALAG At-Large Advisory Committee

IPC Intellectual Property Constituency
NCSG NonCommercial Stakeholder Group
RrSG Registrar Stakeholdeésroup

RySG Registry Stakeholder Group

The attendance sheet can be founddinnex C

The email archives can be founddip://forum.icann.org/lists/gnseraa-dt/, for the

RAA Drafting Team asmnole, http:/forum.icann.org/lists/gnserrc-a/ for the SubTeanrA,

andhttp://forum.icann.org/lists/gnsceraa-b/ for the SubTeanrB.

2.4 ProposedNext Steps

The RAA Drafting Team recommends that the GNSO Council and the ALAC review and

evaluateand take action oithe recommendations contained in thiSnalReport

With regard to the recommendations regarding tRegistrant Rights and
Responsibilities Chartethe RAA Drafting Team recommends that ICANNeed to the
next phase for implementing thRegistrant Rights and Responsibilities Charttich
includescommencement of the consultation process with Registrars to finalize the content
related to theRegistrant Rights and Responsibilities Chartaitiation of thisprocesss
necessary to produce thwebpage that Registrars would link bmsed upon the initial work

of the RAA Drafting Team dsscribedn this Report.

With regard to the work regarding the additional amendments to the FSAWTeanB
recommends thathe topics identified irBubsection4.3 be accorded priority consideration
for possible amendments to the RAA, and that the process spelled &ubsection 5 be

undertaken to carry this out.
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3. Developmentof the Registrant Rights and
ResponsibilitieCharter

3.1 Deliberations ofSubTearrA

Initially, membersubTeam-A, which were assigned the task of developing a
Registrant Rights and Responsibilities Chalteld differing opinions regarding the scope of
the task assigned to the RAA Drafting TeaBome members envisioned the Charter to be a
document declaring basic rights that should be afforded to registrants by registrars
connection with domain name registrations. Others viewed the Charter as an inventory of

current obligations and responsiities under the RAA related to registrants.

After review of the relevant sections of the RAA, the RAA Drafting Team determined
that only existing rights and obligations as currently specified in the 2009 RAA related to

registrants should be included indliRegistrant Rights and Responsibilities Charter

NeverthelessSubTearrA acknowledges tb additional work béng conducted by the

At-Large Community relating to @aspirational chartee ¢ KA OK g2 dz2 R NB Tt SO0

principles reflecting rights that should be afforded to registrants in connection with the
registration of domain names. TheAspirational Chartek & Ay G SYRSR G2 0SS | af
R20dzySyidé¢ GKIFIG OFy 6S dzLJRIFGSR FNRY GAYS G2 GA

industry that affecting registrants.
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The current vesion of theAspirationalCharterappears below:

r N

Aspirational Registrant Right

Registrants should

1. have accurate, current anc
complete contact and
locative information
regarding their registrar

2. be the sole entity capable
of asserting and chaimy
ownership information for
their domain

3. have ample opportunity to
renew their existing
domain(s) at the same
rates as new domains

4. protect their trade name
against unauthorized use

5. refuse the transfer of their
personal information to
unauthorized boges

6. expect ICANN to enforce i
agreements with
registrars

. /
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It is important to note that SubTeaw did not attempt to achieve eonsensus that these
proposed principleshould bencluded intoan aspirational charteisincethis work is
2dzi AARS (KS R NIHeviekey @theleGdnihatite wodk doadiicted by the

At-Large community to produce akspirational Charteidentifies principlesegarding rights

that are not currentlyafforded to registrants, th&AA Drafting Teamecommends thathe
GNSO Counalthorizeadditional work to determine if thesprinciplesshould be subject

to analysis and future recommendationgor example, public commeobuld be sotited

to determine if this list oprinciplesis comprehensiver shouldotherwisebe modified. A
working group couldbe chartered to determine whether tmclude some of these principles

as additional topics in future RAA amendment discussionwhether a PDBhould be

initiated to create a consensus polity establish rightseflected inthe Aspirational Charter
that may not be available to registrants todagubTearmA alsorecommendshat the GNSO
Council support and encouragarticipation in crossommunity activities underway with

the AtLarge Community and with other groups that have formed since the Nairobi ICANN

meeting to address consumer and eader issues within ICANN.
3.2 Recommended Form of thRegistrant Rigts and Responsibilities Charter

There is consensus among the members of the RAA Drafting Team that ICANN should

adopt aRegistrant Rights and Responsibilities Chartéhe form described onnex D

The text of theRegistrant Rights and Respondiigifi Chartelis based in part on the
Plain Language Guide to the RAA developed by Staff at the request of thé AhaC.
proposedRegistrant Rights and Responsibilities Chdrit? A RS& a2YS aLX | Ay €|

summarization of terms related to RegistrangRs and Responsibilities as set out in the

* The Plain Language RAA is available for review at:
. http://www.icann.org/en/reqistrars/ndawyersguideto-ra-agreemenil5feb10en.htm
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RAA, for posting on Registrar websites. While some of the terms included in the RAA do not
specifically refer to registrants, those terms are included because of the potential import to
understanding registrar&gistrant relations. The proposé&kgistrant Rights and
Responsibilities Chartalso summarizes registrant rights and responsibilities that arise

within ICANN Consensus Policies and specifications, as those policies and specifications are

incorporated irto the RAA.

The proposedRegistrant Rights and Responsibilities Chaneentories the
provisions in the 2009 RAA relating to registrants and is intended to serve as the origin of

the document referred to in the Section 3.15 of the RAA, which states that:

3.15 In the event that ICANN gives reasonable notice to Registrar that ICANN has
published a webpage that identifies available registrant rights and responsibilities,
and the content of such webpage is developed in consultation with registrars,
Registrashall provide a link to the webpage on any website it may operate for
domain name registration or renewal clearly displayed to its Registered Name
Holders at least as clearly as its links to policies or notifications required to be

displayed under ICANN @s®nsus Policies.

Since Section 3.15 specifies that the content is to be developed in consultation with
registrars, the RAA Drafting Team recommends that ICANN commence its consultation
process with registrars to finalize the content related to Registant Rights and

Responsibilities Chartand pulish the website for use by registrars

4. Potential Topics foAdditional Amendments to the RAA

4.1 Deliberations ofSubTearsB
This chapter provides an overview of the deliberatiohSubTeanB conducted

both byconference call as wdlly as email threads.
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SubTeanrBQa ¢ 2 NJ ¥ 2 O dmia$ dtevidwandarilgss Mitially,
SubTeanB solicited topics for possible RAA amendments from@ENNcommunity.
This was accomplished through review obmissionssolicitedby members of the
SubTeanB andthrough a workshop conducteduring the ICANN meeting in Seoul,
Korea> During the solicitation process, several groups submigte@ndment
proposaldor consideration, includinguggestions fronthe law enforcement
community, the Intellectual Pragsty ConstituencyDanny Youngegnd ICANN staff,
which presented itsdetailedproposalidentifying additional suggestions for amendment
topics toimprove the RAA. David Giza, ICANN Senior Director ofaCtuat
Compliance, participated in the SubTe&mandprovided explanations of how the Staff
LINR L2 &l & O2dzZ R 60SYSTFAG L/ ! bbQa ¥FdzidzZNE O2 YLK

processes related to the RAA.

The resulting compilatiomatrix, hereinafter § F SNNBER G2 | & GKS aw! !
yielded a list of 100+ separate amendment toadmittedfor consideréion. A copy
of the complete compilatin producedoy Sub®BamB isincluded inAnnexE. In
addition, the substantive submissions delivered by the Igetual Property
Constituency, the law enforcement communiBanny Youngegnd ICANN Staéire

included inAnnexFE.

Recognizinghe difficulty of working with a list abver 100+ amendments,
SubTeanB conducted further analysie condense the list agflected in the RAA
Matrix. SbTeamB Drafting Teanflteredthe list bycategorizing the amendment
topics into three levels of priority (high, medium, and low§ubTeanB alsofurther
condensed the RAA Matrby identifying those topics that are cemtly under active

consideration by another GNS@rking group In addition, members of the Sub Tedn

®For more information on the RAA Drafting Teamés meetin
http://sel.icann.org/node/7372
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were invited tomark topics which they believed shoulé more appropriately
addressedhrough a PDP effort to develop a new Consensus Roétyer than through
an RAA amendment.SubBamBfurther filtered the RAMMatrix by consolidating
redundant and overlapping topicsFinally ub-team B winnowed its initial list dfigh
Priority topics toproduce the list oproposed topics for amendmentontained in this

FinalReport.
4.2 Evaluation ofthe Law Enforcement Related RAA Proposals

RAA proposalsom members of the law enforcement communigceived considerable
interest from the Government Advisory Committee (GAS)vell as fronthe press® In its
communiqué to the ICANN Board during the Nairobi meetingi KS a b | A N2 6 A
Communiqué ,ihe GAC noted that the law enforcement proposaése favourablyviewed
by the high tech crime experts the G8 and Interpol. The Nairobi Communidugher
stated that it hopedthat the RAA Working Groupould examinethe proposals from law

enforcementand takethem into consideratiorduring their work on the amendments

In addition, Janis Karklii&ACChaij) forwarded to the GNSQouncila GAC letter to the
ICANNBoard regarding the law enforcement recommendatioihisGAC letter forwarded
numerousletters of support for the law enforcement recommendations from the G8,
Interpol, and/ 2 dzy OA € 2 F 9 dzNP LIS MesbaBdeosh@é Octogus / @ 6 SNONR Y S
Confere®Sdé¢ [/ 2LIASa 2F (KS&S irO@nexGdzy AOF GA2ya F NB A\

QubTeamB carefully considered thlaw enforcement proposalahichwere

highlighted in the Seoul workshop sessiofhese proposaisere the subject of one of Sub

® See for example,
http://www.pcworld.com/article/191735/law_enforcement push_for_stridamain_name_rules.htmThe
proposals, contained in Annex F, were endorsed by national law enforcement representatives from six countries.

"The GACOds Nairobi ¢ hdty/ fmac cang. erdéconnnsinicpes/s21€ cbmrauniquel’.
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Team. Qa NXB 3 dz | adlat@hdediha represent@ikeof the law enforcementeam
that developedhem. While, for reasons explained below, the law enforcement
recommendations were not incorporated unchanged i®bTeamBQ & dzf GA Yl (S
recommendations, th@roposalswvere quite irfluential in the process develop topics

and SubTeamB appreciates the time and effort they represent on behalf of the law

enforcement agencies involved.
4.3Proposed List of Potential Topics for Additional Amendments to the RAA

TheChart below depictthe results of the SubTeam Q& | Y kopias torpdient@ly
additional amendments to the RAAat merit further consideratiopandwhichwere
FdaA3dy SR I ¢Sialud PlKase nith tAathe(iSabTedwas not asked, nor did it
attempt, to acheve a consensus that these proposed amendment toghcaild bencluded
in a new form RAA. Iresid, the list is intended teerve as atarting pointfor additional
topics to be considered, debated, and either accepted or rejecteduindhe next phasef
GKS Db{h /2dzyOAf Qa RSt A0SNI GA2yadewfodmok & RS SNY
RAA for consideration by the ICANN Board

A few observations may be helpful in understanding whednsl what is not,
Ay Of dzR SHghPNW 2INRS1 8¢ f Aady

First,the twelve topics on the list are not themselves presented in order of priority
(i.e., the first one listed is not presented as the top priority, the second one listed as the
second priority, etc.)SubTeamB concluded that all twelve topics should be calesed, as

a matter ofHigh Priority, for the next round of RAA amendments.

Second, a number @duggestions, includingiany in the law enforcement proposals
addressed the criteria for becoming an accredited registrar, and called for greater due
diligene in vetting applicantsvishing to become an accredited registr&ubTeanrBeam

fully agrees that improvements in the due diligence process are esseHtalever,
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QubTeamB saw its remit as limited to the RAA, that is, to the statement of responsibilitie
of registrars once they had become accredited. Accordingly, it omitted these suggestions
from itsHigh Priority list. Instead, it recommends th&€EANNstaff give these suggestions
serious consideration as it works on improvements to the accreditggronesssothat only
responsibleapplicantsachieve accreditationStaffinformed SubTearB that the law
enforcementproposaldocused on due diligence issuasre being taken into account in
updating the registrar accreditation applicatioAn updated aplicationwas released
September 10, 2010. (S&#p://www.icann.org/en/announcements/announcement
10sepl@en.htm).

Third, asSubTeam-Bdebated a number of suggestions, it considered whether the
suggestedchanges could be achieved through more vigorous compliance efforts by ICANN
under the 2009 RAA. In this regaibTeamB paid particular attention to the viewsf
ICANN compliance stafis well as the experiences of currently accredited registrars
regardingcompliance efforts.ICANN compliance staff noted that several suggested
amendment topics may be better addressed through utilization of the enhanced tools
included in the 2009 RAA rather than through further RAA amendméhtiteere it
appeared from this discussion that a particular amendment might better be handled as a
compliance matterQubTeamB sought to note that in the matrix, and excluded that
suggestia from itsHigh Priority list. HoweverQubTeam-Balso recommendd that these
excluded suggestions be reviewed in a second phase of consideration of RAA
improvements, in order to verify whether or not the compliance tools of the 2009 RAA text
have proveradequate toachievethe goals which these proposed amendments sought to

accomplish.

Finally, as directed by its chart&ybTeamBa 2 dzaA K (i { ®picétFatna@g | y &
NBIj dzA NE FdzNIKSNJ | yI £ &aAia SibleamBRlentifiadlalfedd 2y 02y A

examples of suggested topics that should be flagged in this way, and it excluded all of them
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from its High Priority list. SubTeam-Brecognizel, however, that the decision to exclude a
particular topic fromnegotiationas part of an RAA amendment process the ground that
it should instead be diverted to the policy development process for creating consensus

policies, is ultimately a decision beyond its remit.

The final version of the following List of High Priority Topics reflects limited changes to
items 1, 3, 7, and 11 made BybTeanBin response to public comments. Other responses

by SubTeanBto these comments appear iinnexK.
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List of High Priority Topics

Description

Crossreference

(RAAmatrix)

Date: 18 October 2010

Comments

Prohibition onregistrar cybersquatting

1.1 through 1.5
comment summary
section VI(N)

May include accelerated

termination

Malicious conduct, registrar duty to
investigate

3.1¢3.3;3.6

G5dzié 27FoNEB]
investigate and report to
ICANN on actions taken i
response to report
received from credible
third party demonstrating
illegal malicious conduct
AYy@2t oAy 3 5

Designatiorand publicatiorof technically
competentpoint of contact on malicious
conductissues available on 24/7 basis

3.4;35;54

Requirement for
registrars; possible
requirement for resellers
and proxyprivacy
services

Registrar disclosure of privacy/proxy
services made available in connection wit
registration; and responsibility aégistrar
for compliance by such services

5.2

Could also apply to such
service made available b
resellers. Includes, but
not limited to, alter ego
services

Obligations of privacy/proxy services mad
available in connection with registration re
dataescrow; Relay function; Reveal
function

5.1;5.3;5.5; 5.6; 5.7;
5.10

See following item for
privacy/proxy services
not made available in
connection with
registration

Registrar responsibility for cancellation
under appropriate circumstances of
regigrations made by other privacy/proxy
services for noncompliance with Relay an
Reveal

5.8;5.10

This applies to proxy
services not offered by
the registrar in
connection with
registration, i.e.,
independent services.
This is where Relay or
Reveal functin
requirements for these
services could be spelled
out
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Date: 18 October 2010

7 Define circumstances under which registr{ 6.1; 6.6 comment Currently, registrar may
is required to cancel registration for false | summary section VI(G) | cancel, but is not requireg
Whois dataand set reasonable time limits to do so
for registrar action
8. Require PCI compliance in registration 6.9 Or similar preexisting
process standard that would
assist in verification of
registrants
9 5STAYS GNBasSttSNE 7071
responsibility foreseller compliance
10 Require greater disclosure of registrar 9.1;9.2 Could also apply to
affiliates/multiple accreditations GYlF 22NE NB&
defined)
11 Require greater disclosure of registrar 9.3; 9.4 comment Information to be verified
contact information, information on form . and stamped with date
. o X summary section VI(I) e
of business organization, officers, etc. of last verification
12 Clarification of registrar responsibilities in| 15.3 Focus is onimelines for

connection with UDRP proceedings

registrar response both a|
beginning and at end of
process
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In addition, SubTeasB identified the following topics which were assigned a
GaSRAdzY t NA2NRG&§¢ T2 NJ Eskebtialp, bhis st coversizhfoder £ (12 O2
topics thatthesubi S Y= Ay LINBLI NAYy 3 A (HohPKRAE@NREBEE &y B dzA
which were later culled in the process of condensing and focusing the topics h&t.
GaSRAdzY t Nangigklofiihe folloWirga o

1. { LISt 2dzi &3S Ndistaks @re ieduitey th unddkZkOahter & NB

receiving report of false Whois data (Matrix item 6.1)

2. Require links to Whois Data Problem Reporting System on Whois results

pages and on registrar home page (Matrix items 6.2, 6.3)

3. Service Level Agreement d¥hois availability (Matrix item 6.7)
4, Registrar to disclose resellers and vice versa (Matrix items 7.2, 7.3)
5. Expand scope of authority to terminate accreditation (Matrix items&4)

6. Require registrars to report data breaches (Matrix itetn3)

7. Streamline arbitration process in cases ofagsreditation (Matrix item 12-1
12.4)

8. Streamline process of adding new gTLDs to accreditation (Matrix items 13.1
13.2)

9. Registrar responsibilities for acts of affiliates (Matrix item 14.1)

10.  Staff to draft registrar code of conduct if registrars fail to do so by time

certain (Matrix item 17.1)
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5. Recommended Next Steps f@ivaluation of the
Proposed RAA Amendment Topics

5.1 SubTeam Q& 5 Sf A otteMkxtiStepsy & 2y

SubTeanB evaluatedhe options available to the GNSO Council in its further
review and evaluation of the proposed RAA Amendment togéssribed in thig-inal
Report To assist th&ubTeanB in this phase of itwork, ICANN Staff assisted the
SubTeanB in undestandingimplementationoptionsand processeander the RAA to
amendand develop a new form dRAA.These options are described in the Memorandum
attached asAnnexH. Some members of SubTeaBndo not agree with certain Staff

opinions found in the Memorasum.

After oonsiderable discussion, SubTed&mwas not able to arrive at a unanimous
consensus position on next steps. As evaluated by the Chair, the discussion showed that
there was strong support, among a range of SubTeam members, for the first proposed
process listed below. There was significant opposition to this first proposed process,
consisting primarily of registrar representatives participating in the SubT&aese
SubTearrB members supported, instead, the second proposed process listed b&logv.
main difference between the two proposed processes is how representatives gbarbies
to the RAA contract should participate in the negotiations on amendments to the RAA. The
first proposed process provides that representatives of affected thirtiggmcould
participate as observers during direct negotiations and be consulted on the final terms
decided by the contracting parties to the agreement (Registrars and ICANN). The
negotiating parties and observers also would provide periodic reports emptagress of
the negotiations. The second proposed process keeps the direct negotiations between the
parties to the contract but also provides for reporting back to the community during the

process. Both processes provide for public comment for all pragmbsontract terms.
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SeveraSubTeanB members declined to support either proposed process, stating
that representatives of registrants, commercial and rammmercial users and other

affected ICANN Stakeholders should be full participants in the negwtiati

In the following subsection, the two proposed processes are set out, along with

brief supporting statements.

5.2 Recommended Next Steps.

A. Strong Support

SubTeanB recommends that the GNSO Council follow the process outlined
below. This reammended process described below received the strong support of the

members of SubTeam B.

Proposed Process A

1. Prioritized list of topics goes to GNSO council (i.e., final form of this report). Staff
and council review may filter out topics that fallder consensus policy.
2. Negotiations begin with negotiation group consisting of Staff, the Registrars (as a

whole, not individually), and certain observers representing the interests of affected
non-parties to the agreement.

3. During negotiationsif Staff and Registrars agree, parties may vote to hold discussion
on specified topics in executive session (excluding observers), then reporting back to
the full negotiation group re progress.

4, Negotiating group reports [to GNSO and ALAC, or to thdig] periodically(such as
monthly) on status and progress. Negotiating group is expected to make bracketed
text, and/or agreed items, available for public comment and feedback.

5. Negotiating group reviews comments and continues negotiations and repeatst
as necessary.

6. Staff and Registrars, after consultation with observers, determine when full final
draft of new RAA is ready to be posted for public comment.

7. GNSO Council reviews and considers public comments and votes on approval of the
RAA. GEO Supermajority Vote to be obtained in favor of the new form.

8. If Council approves, the new RAA goes to Board for approval.
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9. If Council does not approve, goes back to negotiation team with
appropriate feedback for reconsideration. Repeat from séep

STATEMENT IN SUPPORT:

The last round of amendments to the RAAsmegotiated between ICANN staff and
registrar representatives in a closeor process from which all other entities with a stake
in the outcome were excluded. This process producedraatisfactory result and must be
improved to provide a greater level of transparency and accountability. A mechanism must
be found to enable genuine dialogue, in the amendmerafting process itself, among the
formal parties to the agreement (ICANNf§@nd registrars) and the communities within
GNSO and ALAC that will be significantly affected by the terms of the agreement. The
mechanism must provide a timely and effective means for ensuring that the concerns of
these communities are listened to ameisponded to, so that they can be reflected in the
final agreement. The proposal supported by most of the SubTeam members stakes out a
middle ground between full participation as negotiators, and the exclusion from the table
that marked the previous pross. As observers, the representatives of the interests of
affectednonLdr NIIASA ¢2dzZ R 0SS daAy GKS NRB2YE F2NJ yS3a2i
actively in the needed dialogue. Observers would not have the final decision on the content
of the agreemat, although they would be consulted on that final decision. We believe this
mechanism would significantly improve the process of developing the next set of needed

amendments to the RAA.
B. Significant Opposition

The following proposed process reeed support from a minority of SubTeam

members:
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PROPOSED PROCESS B

1. Prioritized list of topics goes to GNSO Council (i.e., the final form of this report).
Staff andCouncil review and filter out topics that fall under consensus policy.

2.  Negotiationsbegin with negotiation group consisting of Staff and the Registrars (as
a whole, not individually).

3. Negotiating group reports periodically on status and progress. Negotiating group
makes bracketed text, and/or agreed items available for public commedt
feedback.

4. Negotiating group reviews comments and continues negotiations and repeats
Steps 3 and 4 as necessary.

5. Staff and Registrars determine when full final draft of new RAA is ready to be
posted for public comment.

6. GNSO Council reviews and consieublic comments and votes on approval of

the RAA. GNSO Supermajority Vote to be obtained in favor of the new form.

If Council approves, the new RAA goes to Board for approval.

8. If Council does not approve, goes back to negotiation team with appropriate
feedback for reconsideration. Repeat from Step 6.

~

STATEMENT OF SUPPORT:

Db{hQ& F2N)I (A 2B/ wh®sk mewibérs répaziett &IHCANN
O2YYdzyAlGe aidl1SK2f RSNJ ANRPdzLJA 64SS {SOGA2Y HDoO
representatives), has praded an opportunity for all such groups to provide valuable input
regarding the RAA and the amendment process. However, extending that participation to
actual direct negotiations between ICANN Staff and Registrars would be both inappropriate
and unprecedated. The supporters of Proposed Process A claim that, &F SOG SR LI NI A S
they are entitled to actively participate in negotiations and must be consulted on final
decision&. This is a highly unusual demand or expectation. Individuals, users, atgzarsz
YR o6dzaAySaasSa INB aFFFSOGSRé RIAf&@ o0& KdzyRNEB
contracted party. They do not enjoy, nor do they expect, an invitation to negotiate terms,

rights and obligations to which they are not bound. The RAA is aacbitetween two

8ThesupportersofProposedProcessAdo not explain what they omean by fiac
being Aconsulted on final decisionso thPBracgseBishe positi
that their participation, regardless of the level, is inappropriate under these circumstances.
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parties. The negotiation of legal terms is not a policy debate. There is a separate policy
development process that should be utilized for any policy issues that the community would

like to discuss. Accordingly, third party participatismappropriate in this case.

Supporters of Proposed Process B do not wish our position to be unfairly viewed as
RG220 GAY 3 & a&KRING DBIE N2 Wdthe caryry (it ananthbong
previous and ongoing participation of all stakehaldeoups in the work of SubTeaB)
coupled with the requirement for ICANN and Registrars to make contract terms available
for periodic public review and comment, provides adequate transparency and insures that
input from outside third parties is soliciteahd considered in the contract negotiation

process

Finally, while some member &ubTearrB might hold the opinion that the result of
the last round of sweeping changes were unsatisfactory, it should be pointed out that the
registrar community has beerpplauded by others for agreeing to the most recent RAA
contract replete with new ICANN enforcement tools, including audits, fines, suspensions, as

well as many additional registrar obligations and liability risks.
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Annex A

GNSO Council Resolution on tB809 RAA

200903042
Registrar Accreditation Agreement (RAA) motion
Motion made by Tim Ruiz

Seconded by Kristina Rosette

Whereas the Registrar Accreditation Agreement (RAA) has not been amended since May
2001, and ICANN has undertaken a lengthy consudt@rocess related to amending the

RAA, including several public comment periods and consultations;

Whereas, the proposed changes to the RAA include important compliance and enforcement
tools for ICANN; The Council wishes to approve the set of propaseddments as quickly
as possible so that the ICANN Board may review them, and if approved then implement

them as quickly as possible; and
Whereas,

The Council would like to proceed on the drafting of a charter identifying registrant rights

that registrarswould be obliged to link to, as contemplated in the set of amendments;

The Council would like a specific process and timeline to move forward with additional

potential amendments to the RAA; and

The Registrar Constituency is supportive of these effortsimdlling to participate on a

good faith basis on anticipated next steps.
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Resolved:

The GNSO Council supports the RAA amendments as documented in

http://gnso.icann.org/drafts/currentlist-proposedraaamendments16dec08.pdf

and recommends to the Board that they be adopted at its meeting of March 6, 2009;

Within 30 days of Board approval of the set of amendments, representatives from the
GNSO community and the ACAhall be identified to participate in drafting a registrant

rights charter, as contemplated by the amendments and the current GNSO Council
discussions, with support from ICANN staff. A draft charter shall be completed no later than
July 31 2009; and

Within 30 days of Board approval of the set of amendments, the GNSO Council will form a
Drafting Team to discuss further amendments to the RAA and to identify those on which
further action may be desirable. The Drafting Team should endeavor to provide ite @dvi

the Council and ICANN staff no later than July 31, 2009.
Motion passed unanimously by roll call vote.

27 Votes in favour

Chuck Gomes, Jordi Iparraguirre, Edmon Chung (Registry constituency) Tim Ruiz, Stéphane
van Gelder, Adrian Kinderis (Registr&sptes each; Greg Ruth, Tony Harris, Tony Holmes
(ISP); Mike Rodenbaugh, Philip Sheppard, Zahid Jamil (CBUC); Olga Cavalli, Avri Doria, Terry
Davis-remote participation (NCA); Mary Wong, Carlos Souza, Bill Drake (NCUC) Kristina
Rosette, Cyril Chuaemote (IPC) one vote each.

Absentee ballot: Ute Decker (IPC) one vote in favour.

http://gnso.icann.org/mailindists/archives/council/msg06402.html
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Annex B

Charter for theJont GNSO/ALARAA Drafting Team
BACKGROUND

This charter is based on the GNSfincil decision to create a GNSQAC group to draft a
registrant rights charter, and a Drafting Team to discuss further amendments to the Registrar
Accreditation Agreement.

X

CHARTER

The Drafting Team shall consider the following questions:
(A) Registrant rights charter
A subgroup of volunteers from GNSO and ALAC will draft a descriptive list of rights of
registrants, drawn from the current version of the RAA (see linkvieland using the staff

generated document dbttp://forum.icann.org/lists/gnseraa-dt/msg00018.htmias a
starting point.

(B) RAA amendments

(1) Identify topics on which further action in the form of amendments to the RAA may be
desirable.

(2) Fromikt (1), flag any topics that may require further analysis as to impact on consensus
policy.

(3) Propose next steps for considering such topics.

The output of Charter section A, when completed, may be subject to revision upon the
completion of CharteSection B3 and/or the next steps envisioned by that section.

DRAFTING TEAM PROCESSES:

The following guidelines will apply to this DT:
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w The DT shall function on the basis of rough consensus, meaning all points of view
will be discussed until the clracan ascertain that the point of view is understood and

has been covered. Consensus views should include the names and affiliations of those in
agreement with that view. Anyone with a minority view will be invited to include a
discussion in the DT repominority report should include the names and affiliations of
those contributing to the minority report.

w In producing the DT report, the chair will be responsible for desiggaach
position as having one of the following designations:

0 Unanimaus consensus position

0 Rough consensus positiem position where a small minority disagrees
but most agree

0 Strong support but significant opposition

0 Minority viewpoint(s)

0 If several participants in a DT disagree with the designation goven t

position by the chair or any other rough consensus call, their position
and the reasons for the disagreement should be reflected in the DT
report.

w The chair, in consultation with the GN8Quncil liaison(s) is empowered to
restrict the participatbn of someone who seriously disrupts the DT. Any such restriction
will be reviewed by the GNS@uncil. Generally the participant should first be warned
privately, and then warned publicly before such a restriction is put into place. In
extreme circumstanes this requirement may be bypassed.

w The DT will have an archived mailing list. The mailing list will be open for reading

by the community. All DT meetings will be recorded and all recordings will be available
to the public. A GNSO RAA DT mailindghéistbeen created xxxxx public archives are at:

yyyyy

wA wiki will be provided for DT usage

wTheCouncil liaison(s) to the DT will be asked to report on the DT status monthly to the
Gouncil.

MILESTONES be updated as needed upon charter approval

w LYYSRAIFGSteY o6S3aAy GlLal 'z F2NBINR G2 /[ 2dzy/
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w ¢Y /2dzyOAf | LIWINRGIFE 2F OKIF NI SNJ

w ¢ b onY 5NFFi NBLRZ Ndaygfficcdramesty Gl &1 . LI2&AGS
w ¢b ynY CAYylFf NBLRNIL 2F 5¢ 2y dFal . F2NBIN
DT Chairjtbd]

GNSO Council Liaison to dd]

Staff Coordinator:
Staff to be assigned as needed.

Subject Matter References:

RAA http://www.icann.org/en/reqistrars/ra -agreement21may09en.htm)
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Annex C

ATTENDANCE SHEET

This Annex includes attendance sheetsthe RAA Drafting Team, SubTeAnand
SubTeanB.

To review the Statements of Interest for theembers of theRAA Drafting Team, please

refer to:

http://gnso.icann.org/issues/raaorraa-27mayl0en.htm
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Registrar Accreditation Agreement Drafting Team

2
Members i} <
] [ -
e ® © o E&
¢ " 8 £%
1  Alan Greenberg ALAC 1 1 1 1 4
1 Carlton Samuels ALAC 1 1 1 3
1 Cheryl Langdon-Orr ALAC 0 1 0 1 2
1 Siva Muthusamy ALAC o
1 Beau Brendler ALAC 1 1
1 Sebastien Bachollet ALAC 1. 1
1  Andres Piazza At-Large 1 1
1 Lutz Donnacke At-Large al 1
1  Antonio Medina Gomez At-Large 1. 1
1  Vittorio Bertola At-Large . 1
1 Dharma Dailey At-Large 1. 1
1 Adam Peake ALAC e €
1 Danny Younger At-Large 1 1
1  Evan Leibovitch At-Large 1 1 2
1 Holly Raiche At-Large o
1 Avri Doria NCSG 1 1 1 1 4
16 Sub-Total... 4 4 3 i3
1 Philip Corwin CBUC 1 o] 1 (o] 2
1  Mike Rodenbaugh CBUC 0 0 1 o] 1
2 Sub-Total.. 1 o 2
1 Kristina Rosette IPC 1 1 1 o] 3
1 Marc Trachtenberg IPC 1 1 0 0 2
1 Steve Metalitz IPC 1 1 1 alf 4
3 Sub-Total.. 3 3 2 1
o] ISPC
1 Konstantinos Komaitis NCUC 1 o] (o] 1
Sub-Total... 1 o o o
1 Stephane van Gelder Registrar o 5 6B 0 2
1  Michele Neylon Registrar 1 1
1 Tatyana Khramtsova Registrar 1. 1
1  Statton Hammock Registrar o
1 Elisa Cooper Registrar o
1 Paul Diaz Registrar (]
1 Tim Ruiz Registrar a4 1 1 3
7 Sub-Total.. 1 2 1 3
o
1 Nacho Amadoz Registries 1 0 1
1 Sub-Total... 1 o o o
30 Total Participants 11 o 8 17
TOTAL RAA Calls 1 1 1 3
1 Glen de Saint Gery Staff 1 1 1 3
1 Heidi Ulirich Staff 1 1 1 3
1 Liz Gasster Staff 1 o} 1 2
1 Margie Milam Staff 1 1 1 2
1 David Giza Staff
1 Marika Konings Staff 1 o] 1 2
6 Sub-Total... 5 3 5 i3
Legend:
BLANK = absent, no apologies, no attendance
1 = attendance
0 = absent apologies
Resignations and No Attendance (Data Excluded)
1 William Drake NCUC (s} o
1 Baudoin Schombe NCUC o
1 Karen Banks NCUC o
1 Rebecca MacKinnon NCUC 0 ]
1 Chuck Gomes Registries o
1  Adrian Kinderis Registrar 0 0 0 o
1  Wendy Seltzer ALAC o
1  Daniel Monasterky At-Large o
1 Phil Lodico CBUC (4]
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Registrar Accreditation Agreement Sub Team A

Date: 18 October 2010

)] o (=] (=] o o % '8
Members Q < - - - - 0u
- o~ - - o n -
s % 9 9 9 9 89
=} < =] N - o0 o £
(2] - ] o - - = <
1 Cheryl Langdon-Orr ALAC 1 1 1 1 1 1 6
1 Holly Raiche ALAC 1 1
1 Beau Brendler At-Large 1 1 0 1 1 1 5
1 Evan Leibovitch ALAC 1 1 1 1 1§ &
1 Siva Muthusamy At-Large 1 1 3
1 Dev Anand ALAC 0
1 David Cake NCSG 0
1 Avri Doria NCSG 0 1 1
8 Sub-Total... 4 3 3 4 4 3
1 Philip Corwin CBUC 1 1 1 3
1 Sub-Total... 1 1 1] 1] 1] 1
0 IPC
0 0 0 0 0 0
0 ISPC 0
1 Konstantinos Komaitis NCUC 0 1 1
1 Michele Neylon Registrar 1 1 1 1 1 1 6
1 Paul Diaz Registrar 1 1 1 1 1 1 6
1  Elisa Cooper Registrar 1 1 1 1 4
1 Tim Ruiz Registrar 0 1 i
4 Sub-Total... 2 4 3 3 3 2
0 Registries 0
14 Total Participants 7 8 7 7 7 6
TOTAL RAA Calls 1 1 1 1 1 1 6
1 David Giza Staff 1
1 Glen de Saint Gery Staff 1 0 1 2
1 Heidi Ullrich Staff 1 1 1 1 1 1 6
1 Liz Gasster Staff 1 1 0 i 1 0 4
1 Margie Milam Staff 1 1 0 1 1 1 5
1 Doug Brent Staff
1 Samantha Eisner Staff 1 1
1 Marika Konings Staff 1 1 0 1 3
7 Sub-Total... 5 4 2 4 5 2 20
Legend:

BLANK = absent, no apologies, no attendance

1 = attendance
0 = absent apologies
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Registrar Accreditation Agreement Sub Team B

Date: 18 October 2010

25
Members S
=] - o ° fal ) o (o] o) < < n n -
o g = = = @ @ a4 a 0 a a o Q 8 9 9 B £
a © T <& 8 2 ®w v 2 &4 2 w &4 w v 2 o N °
] [ I I ] [T N ST~ N M~ M- | b N I | E O T~ B - [
1 Cheryl Langdon-Orr ALAC 0 0 1 1 1 1 . 1 1 1 1 1 1 1 1 0 1 14
1 Siva Muthusamy ALAC 1 a b 1 1 1 1 1 1 1 0 1 1 11
1 Danny Younger At-Large 1 1 1 1 4
1 Holly Raiche At-Large 0 0 1 1 1 1 1 1 4 1 1 1 1 12
1 David Cake NCSG 2]
1 Dev Anand NCSG o
Beau Brendler ALAC (not on mailing list) 1 1
1 Avri Doria NCSG 1 0 o 0 0 1 2
7 Sub-Total... 2 1 3 3 3 3 3 3 2 3 2 3 2 3 2 2 4
1 Philip Corwin CBUC 1 1 1 1 1 1 1 1 1 1 1 11
1 Mike Rodenbaugh CBUC 1 & 2
2  Sub-Total... o 2 1 1 1 o o o 1 1 o 1 1 1 1 1 1
1 Kristina Rosette PC 1 1 1 1 1 0 1 1 1 1 0 1 1 1 1 0 13
1 Marc Trachtenberg PC 1 1 1 1 1 0 ik 1 1 1 1 10
1 Steve Metalitz 1IPC 1 1 1 1 1 1 1 1 3 1 1 1 1 1 1 1 1 b
3 Sub-Total... 3 2 3 3 3 2 1 3 2 3 3 1 2 2 3 2 2
0 I1SpPC o
1 Heidi Alridge 1
0 NCUC o
Sub-Total...
1 Stephane van Gelder Registrar 0
1 Michele Neylon Registrar 1 1 1 1 1 1 1 1 1 1 1 1 1 0 0 1 0 13
1 Tatyana Khramtsova Registrar 1 1 1 1 1 1 1 1 1 1 1 1 1 1 i 0 1 16
1 Statton Hammock Registrar 1 1 1 1 1 0 1 1 1 1 1 0 0 1 11
1 Elisa Cooper Registrar 1 1 0 1 0 1 0 0 4
1 Paul Diaz Registrar p | 1 0 2
1 Tim Ruiz Registrar 0 0 1 1 0 1 0 1 1 1 6
7 Sub-Total... 3 3 3 5 4 3 3 4 3 3 3 4 3 3 1 2 3
0 Registries 0
19 Total Participants 8 8 10 12 11 8 7 10 8 10 8 9 8 o 7 7 10
TOTAL RAA Calls 1 4, 1 1 1 1 1 1k 1 1 1 1 1 1 1 1 1 17
1 Glen de Saint Gery 1 1 1 1 1 1 1 0 1 1 1 1 1 1 10
1 Heidi Ullrich 1 1 1 0 1 1 1 1 1 0 1 1 1 1 1 1 11
1 Lliz Gasster 1 1 1 1 1 1 l; 1 1 1 1 1 1 0 0 1 14
1 Margie Milam 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 13
1 David Giza 1 1 1 1 1 1 1 1 1 1 0 1 Xl 1 0
1 Marika Konings 1 1 al 1 1 1 1 1 1 1 1 0 1 1 13
1 Dave Piscitello (not on mai S 1 3k 1 1 1 5
1 Ken Shui Staff 1 1
8 Sub-Total... 3 6 5 6 5 7 4 7 6 5 4 4 5 6 4 5 5
Legend:
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Annex D

FORM OREGISTRANT RIGHTS AND RESPONSIBILITIES CHARTER

Summary of Terms from RAA and ICANN Policies relating to Registrant Rights and

Responsibilities

Introduction
¢CKAad R20dzYSyd LINE @A R@umarization 8f tetnislfelatadyfo t | y 3dzl 3S ¢

Registrant Rights and Responsibilities as set out ifR#égstrar Accreditation Agreement

(RAA), for posting on Registrar websites. Whilaesof the terms included here do not
specifically refer to registrants, those terms are included because of the potential import to
understanding registrar/registrant relations. This document also summarizes registrant
rights and responsibilities that @8 withinl CANNConsensus Policies and specifications, as

those policies and specifications are incorporated into the RAA.

The summarization of terms within this document do not override or replace the terms set

forth in the RAA or within those specifications or policy.

Preamble

In order to register a domain name, a Registered Name Holder (also known as a Registrant)
has to use the services of an ICAAlB¢redited Registrar. In order to become an ICANN
accredited Regigr, the Registrar must enter into a contract with ICANN, referred to as the
Registrar Accreditation Agreement or the RAA. The RAA sets out various rights and

responsibilities for Registrants, and Registrants have additional rights and responsibilities
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that are set forth in separate ICANN policies and specifications that the Registrars agree to

follow.

The RAA and the related policies are drafted in very specific, often legal terminology. In
order to help Registrants better understand the rights aagponsibilities that come along

with the registration of a domain name, these rights and responsibilities are being
summarized and presented within a single document. The summaries provided here do not
override or replace the actual terms as written iretRAA or the related policies and

specifications.

RAA Terms of Interest

As the RAA is between ICANN and a Registrar, no one ieldeding a Registered Name
Holder¢ may sue ICANN or the Registrar to claim a breach of the RAA.

Registrars may not makeadins that they can provide registrants with superior access to

any relevant TLD in comparison to other Registrars.

Some of the Registrar obligations are dependent upon Registered Name Holders fulfilling
certain responsibilities, particularly as it relatespayment of registration fees, submission

of required data points to the Registrars, and submission of accurate data and timely
updates to that required data. Registrars also have specific items on which they must
provide notice to Registered Name Hotdeincluding notifications of the end of a
NEIAAGNI GA2Y GSNXYZI dzaS 2F wS3IA&aGSNBR bl YS
escrowing of data for domain names registered through privacy or proxy registration

services, as well as the posting of féasthe recovery of registered names.
Registrar Submission of Data to Registry Operators

For each relevant TLD, Registrars must suberifain datapoints relating toeach

Final Drafting Team Report on Improvements to the RAA
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Registered Name within a TLD:

= =

= =

l

Registered Name Holders are normally required to provide the Registrar with information

The name of the Registered Name being registeged.{.));

The IP addresses of the primary nameserver and secondary namesgifeeithe
Registered Name3(2.1.9;
The corresponding names of those nameservera.(.3;

Unless automatically generated by the registry system, the identity of the Registrar

(3.2.1.9;

Unless automatically generated by the regisystem, the expiration date of the
registration 8.2.1.5; and
Any other data the Registry Operator requires be submitted t8.2.1.69.

relating to nameservers3(2.1.2¢ 3), and there may be additional data required under

Section 3.2.1.6 that the Registered Name Holder must provide. If the Registered Name

Holder provides an update on these data points, the Registrar has five (5) daywide

the update to the Registry Operator.

Whois Data

Registrars are required to have an interactive web page and port 43 Whois service that is

available to the public to query free of charge. The RAA specifies certain data points that

must be providedn response to a query:

= =4

= =4 -4 -

The Registered Nam8.8.1.1);

The names of the primary nameserver and secondary nameserver(s) for the
Registered Name3(3.1.9;

The identity of Registrar (which may be provided through Registrar's website)
(3.3.1.3);

The original creation date of the registratia®§.1.9;

The expiration date of the registratio.G8.1.5;

The name and postal address of the Registered Name HAd:1

The name, postal addressneail address, veoe telephone number, and (where
available) fax number of the technical contact for the Registered N&mel(7); and
The name, postal addresseail address, voe telephone number, and (where
available) fax number of the administrative contact for the Registered Name

Final Drafting Team Report on Improvements to the RAA
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(3.3.1.9.
1
These data points are commonly referreda® Whois data. As discussed below, Registered

Name Holders are required to provide a Registrar with timely updates to Whois data for a

Registered Name. Upon receiving the update, a Registia®is & LINE WiLIRf & S G K S

Whois data. Registrars may contract the maintenance of the public query function.

The RAA allows Registrars to provide bulk access to Whois data to third parties. When
providing bulk access or access to the Whois data through the public query function, the

Registrar isequired to restrict acces®r high volume queries or other restrictions on uses

of Whois data as specified in the RAA, including marketing activities and mass solicitations.
If a Registrar contracts the public function query to an outside party, the Registrar must
require any contractor providing the port 43 service to impose the same restrictions on

access to and use of the Whois data.
Communications with Registered Name Holde

Registrars areequired to maintain records of all communicationgh Registered Name

Holders, as well as records of information provided to Registry Operators.
Escrow of Registered Name Holder Data

A Registrar is required tmaintain a databasef all Whois data for all Registered Names
NE3IA&dSNBER (KNP degitatio, KsSvelva$Sall dafa dhblReyiEdrar subrits to

the Registry Operator. In addition, the Registrar must include in the database the name and

(where available) postal addresspeil address, voice telephone number, and fax number

of the billing ontact for each Registered Name.

In some instances, a registrant may choose to limit the amount of personal information that
a Registrar makes available in a Whois query. To do so, the name may be registered

through a privacy service (allowing a registramconceal personal identifying information
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and often replacing it with the information of the privacy service). Customers may also
choose to register names through a proxy service, where the proxy service is the Registered
Name Holder, and the proxy iséce licenses the use of the domain name to the customer.

In that situation, the proxy service, as the Registered Name Holder, has its information

listed for most or all required data points.

When a Registered Name is registered through a privacy ol pemistration service, that

affects the information that is placed in the database, and a Registuat do one of two

things The Registrar must either (1) inckuth the database the name and postal address,

e-mail address, and voice telephone number provided by the customer in connection with

each registration, even when a privacy or proxy registration is used; or (2) at the time that a

customer elects to use aipacy or proxy registration service, display a notice that the
Odzadi2YSNRa RIFGF A& y2id 0SAy3 SaONRGSRO 2 KSy
only the contact information associated with the privacy or proxy registration service will be
escrowed.L ¥ | Odza(i2YSNRa RIFIdGF Aa y2G SAONRBGSRI | yF
privacy service is maintained in the database, in the event of Registrar or Registry failure

future notices may only be sent to the contact information within the database.
Regstrar Business Dealings with Registrants

¢CKS w!! AYLIRASE& Ylyeée NBIldZANBYSydGda 2y F wS3IAad

dealings with Reqistered Name Holders

Aregistrarmay not activatea Registered Name until it receives reasonable assurance from

the Registered Name Holder that the registration fee will be paid.

The RAAdis forth actions the Registrar may take at tt@nclusion of the registration

periodif a Registered Name Holder has not provided consent to renew the registration,
including the Registrar cancelling the registration at the end of the current registration

term. If the Registered Name Holder did not consent to renewal, the Registrar must make
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sure that a Registered Name is deleted from the Registry database witlday$%f the end

of the registration term.

This right for the Registrar to cancel the registration and the obligation to the delete the
domain name is not absoluteSection 3.7.5.bf the RAA sets forth a list of potential
GSEGSyYydzZ GAYy3 OANDdzyaildl yoSaszé GKIGEZ AF SEA&GEZ

even without the consent of the Registered Name Holder. These circumstances include the
Registered Nme being subject to a UDRP action, court order, bankruptcy proceeding, or
billing dispute, among other items. The Registrar must keep a record of reasons why the

Registrar renewed a registration without the consent of a Registered Name Holder.

Registras have to provide each new registrantwith2 1 A OS 2 F G KS wS3IAaidNI ND
auto-renewal policie® LT G0KS wS3IA&aGNI ND&a Rsof&érzy LRt AO:

registration agreement, the Registrar has to make efforts to inform the registrants of those

policy changes. Details of the deletion and argnewal policiehave to be displayedn

any website the Registrar operates for domain name registration and renewal, and the

Registrar should alsstate on those sites any dethat will be charged for the recovery of a

domain nameduring the Redemption Grace Period (the 30 day period of time during which

GKS y+FrYS Aa Ay at SYyRAy3a°5S8tSiGS¢ adl Gdza sAGK
If a Registered Name is the subject diRRP disputat the time of deletion or expiration

of the registration, the UDRP complainant has the right to renew (or restore, in the case of a
deletion) the domain name. If the complainant renews or restoresthrae, the Registrar

must place the name in a HOLD or LOCK stitarsg must modify the Whois information to

° A graphic representation of the life cycle of a typical gTLD Registered Name is located at
http://www.icann.org/en/registrars/gtld-lifecycle.htm. This diagram may be useful to refer to for more
information on the post-expiration status of domain names.

1 There are formal technical names for domain name statuses, arising out of the community-based
Internet draft Request for Comments. The statuses required here are set by the Registrar. When a
registration is in one of these statuses, the domain cannot be deleted and the registration cannot be
modified. The Registrar must alter the status in order for any modification to occur.
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show that the name is subject to disput&ection 3.7.5 of RAA also provides for a right for

the original domain name registrant to recover or renew the name in the event the UDRP
complaint is terminated without decision, or the UDRP complaint is decided in favor of the

original domain name registrant.
TheRegistrar/Registered Name Holder Agreement

Registrars areequired to enter into electronic or paper reqistration agreemewtth all

Registered Name Holders. Aatdimg to the RAA, the Registrar/Registered Name Holder
Agreement must include at minimumc the following items (as stated at Sectio\.g.7.1¢
12 of the RAA):

T ThS wSIAAGSNBR blkYS 1 2 RSN Ydzad LINRPODARS
RSOlakdiydz G GLINRYLIif & O2NNBOUG FyR dzLRIGS
NEIAZGNF GA2y GSNX¥® ¢KS RSGFAf A& NBI dzA N
name, postal address;mail address, vice telephone number, and fax
number if available of the Registered Name Holder; name of authorized
person for contact purposes in the case of an Registered Name Holder that is
an organization, association, or corporation; and the data elements listed in
20 aSOGA2Yya 0PODPMPHE 0POoPMPT YR 0dDodPMPy

B

1 If a Registered Name Holder intentionally provides inaccurate or unreliable
information, intentionally fails to promptly update the information, or fails to
respond over fifteen (15) days to Registrar inquirieswtlihe accuracy of
the contact details, the Registered Name Holder will be in material breach of
the agreement and the registration may be cancelled.

1 Whoever is listed as the Registered Name Holder must provide full contact
information, and is the Registed Name Holder of record. Sometimes a
Registered Name Holder may register a domain name and then allow
another person to use the domain name (such as a website designer
registering a domain name for a client). If this happens, and the person
actually sing the name did not enter into the Registrar/Registered Name
| 2t RSNJ ! ANBSYSyd ONBFSNNBR (2 a | aidKA
Name Holder could be accountable for wrongful use of the domain name by
the third party. This will happen if the Retgred Name Holder is provided
GAOGK aNBlFazylrofS SOARSYOS 2F [ OGA2Y I G

o
wn
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GKS R2YIFIAY yIYSo Ly GKFG aAaddz dazy GKS
fAFOAfAGE F2NJ KFENY Ol dzZaSR o0& gshiBy 3T dz dz
wSIAAGSNBR bl YS | 2 RSNJ RAaoftz2asSa G(KS dza
information.

1 The Registrar must provide notice of how it intends to use data provided by
the Registered Name Holder and who will received the Registered Name
| 2 £ RS NI & Registiarmdst alst @rovide notice of how Registered
Name Holders may access and update data. Additionally, the Registrar must
identify which data points the Registered Name Holder must provide to the
Registrar, and what information can be provided ovoduntary basis. The
Registered Name Holder must consent to all of these data processing terms.

1 If a Registered Name Holder provides the Registrar with Personal Data on
behalf of any person who did not enter into the Registrar/Registered Name
Holder Agré YSy i oO0GKS GUKANR LI NIiéé RA&AOdzaaSR
Holder must confirm that it (1) provided those thigarty individuals with
the same data processing notices that the Registrar provides, and (2)
received the same consents from the thirdpayd 3 NRAYy 3 (GKS wS3IAa
data processing terms.

¢! wS3IAAGNI NI YIFHe 2yfeé LINROSaa GKS wS3aiad
the data processing notices described above.

1 A Registrar has to agree that it will take reasonable precautions to protect
theR&EAAUGSNBR bl YS |1 2f RSNRa RFEGEFE FNRY af 22
2NJ RAAO0Of2adzNBxX FEfGSNIFGA2y T 2N RSailNUzOG A

f wWSIAAGSNBR bl YS | 2t RSNAR Ydzad NBLINBaSyl
Name Holder's knowledge and belief, neither the registration ef th
Registered Name nor the manner in which it is directly or indirectly used
AYFNARAYy3ISa GKS €£S3Ff NAIKGEA 2F Fye GKANR
Name Holder must represent to the Registrar that the domain name is not
being registered for use ia way that would violate the legal rights of others.
ly SEFYLIS 2F (GKA& GaAYTFTNAYy3ISYSyiGé¢ O2dz R
that violates a trademark or copyright held by someone that is not the
Registered Name Holdét.

YTherearemanyother potential ways to Ainfringe the |l egal rig
Name Holders are encouraged to seek independent advice if they are concerned that the registration
or use of a domain name may violate someone elsebs rigl
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T

If there is a dispute in corection with the use of the registered name, the

Registered Name Holder must agree to jurisdiction of the courts in at least

one of two places: where the Registrar is located (often stated on the

website or in the Registrar/Registered Name Holder Agreejnanthe
GwSIAAAGSNBR blYS |1 2f RSNHA R2YAOAf So¢ a
specific meaning, but typically will be the location the Registered Name

Holder provides to the Registrar in the required Personal Data. Agreeing to

jurisdiction means thatlie Registered Name Holder agrees that the courts in

those locations have the power to decide these types of c&ses.

The Registered Name Holder must agree that its registration is subject to
GadzallSyarzys OFyOSttl A2y nSetdd G4 NI yaTFSNE
3.7.7.11. Those reasons include: if an ICANN adopted specification or policy
NEBljdzZANBA A0 2NJ AT F NBIAAGNI NI 2N NBIAaAD
mistakes by Registrar or the Registry Operator in registering the name or for
theresolution2 ¥ RA & LJdzi S& O2y OSNYyAy3a GKS wS3Irad
the UDRRs an ICANN adopted policy that specifies that an administrative

panel hearing a domain name dispute could order that a domamen

registration be suspended, transferred or cancelled, and the Registered

Name Holder has to agree that this is a possibility.

¢tKS wWSIAAGSNBR blYS |1 2f{ RSNJ aKlFff aAYyRSY
Operator and its directors, officers, employeesdagents from and against

any and all claims, damages, liabilities, costs, and expenses (including

reasonable legal fees and expenses) arising out of or related to the
wSIAAGSNBR bl YS | 2t RSNHA R2YFAY yIYS NB
means that ithe Registry Operator (or its employees, etc.) for the registered

YIYS Aad &dzSR 06SOldzaS 2F KS wS3IAadSNBR
registration, the Registered Name Holder will pay the Registry Operator for

all fees and expenses in defending against tneas well as pay for any
2dzZRAYSyGa 2N tAFOATAGASEA | 61 NRSR® ¢ KA A
to court cases.

Verification of contact information

As described in more detail below, there are specifications and policies that may be created

andthat apply to the Registrars. Some of the specifications or policies may address a

2 There could be other jurisdictions that are able to decide a dispute about the use of a registered
name, but those additional jurisdictions are not specified in the RAA.
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Registrar's obligatioto verify the contact information supplied by the Registered Name

Holder when the domain is first registered, as well as setting@uiirements for periodic

re-verification of contact information

wS3IAAGNI NBE I NB ledsénable StEitalzriNdSdRtad igforniatioh & the

eventany person notifies the Registrar that contact information for a Registered Name is
inaccurate. The Registrar also has obligations to act to correct inaccuracies in contact
information that the Registrar becomesvare of, even if the inaccuracy was not reported

by anyone.

The Registrar must algpaintain proper contact informatiofor itself, including a valid
emailandmall y 3 F RRNB&aod CKA& O2y Gl OG AYyTF2NXNIGAZ2Y

website.

Reseller arrangements

The RAAmposes obligations on Registrars working with thpatty Resellerg persons or

entities that the Registrar contracts with to provide Registrar Services. The RAA now
requires Registrars to include specific items in the Registrar/Reseller Agreements, including:
prohibiting the Reseller from making repregations that it is accredited by ICANN;

requiring that all Reseller registration agreements include all provisions that the Registrar is
required to include in its Registrar/Registered Name Holder Agreement; requiring the
posting of all links to all ICANMeDbsites that the Registrar is obligated to post; and
identification of the sponsoring registrar. The Reseller is also required to make sure that
GKFG AF | O0dzad2YSNJ A& dzaAy3d I wSaStfSNNa LINAG
name registratio, the Reseller does one of the following three things: (1) deposit the

identity and contact information of the customer with the Registrar; (2) deposit the identity
and contact information in escrow; or (3) posts a notice to the customer that their contac

information is not being escrowed.
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The RAA also requires the Registrar to take compliance and enforcement action against a

Reseller violating any of the required provisions.

Other Policies/Specifications

TheRestored Names Accuracy Poligytp://www.icann.org/registrars/rnap.htm) requires

that when a registrar restores a name (from the redemption grace period) that had been
deleted on the basis of submission of false contact data ornesporse to registrar
inquiries, the name must be placed on Registrar Hold status until the registrant has

provided updated and accurate Whois information.

In addition to the RAA requirement that a Registered Name Holder represent that to the
best of its knowlede, the registration or use of the domain name does not infringe on the
f SAFE NAIKGEA 2F 20KSNAZ GKS ! YyATBRBY 52YIAYy bl
requires that same representation to be e, as well as a representation that the domain
name is not being registered for an unlawful purpose, and will not be used in violation of

any applicable laws.

The UDRP also requires Registered Name Holders to submit to mandatory administrative
proceedinggo resolve disputes under the UDRP. These mandatory administrative
proceedings, as described in the UDRP, are disputes that are filed before one of the ICANN

approvedUDRP disputeesolution providerglisted at

http://www.icann.org/dndr/udrp/approvedproviders.htm) and following thaniform Rules

for UDRP _administrative proceedin@et out at

http://www.icann.org/en/dndr/udrp/uniform -rules.htm). The requirement for submission

to mandatory administrative proceedings does not mean that Registered Name Holders
cannot also have judicial proceedings filed against them for the same or similar conduct.
Similar to theyrisdictional requirements set out in the RAA, the requirement to submit to a

mandatory administrative proceeding means that the Registered Name Holder cannot
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under the UDRP.

ThePolicy on Transfers of RegistratidretweenReqgistrargrovides that Registered Name

Holders have the right to transfer domain name registrations among registrars. The
transferpolicy imposes time limits on when the Registrar must respond to a transfer
request. The right to transfer is not absolugéhere are ICANN and Registry policies that
may set limits on the transfer right, including: limitations on when a domain namebeay
transferred (measured from dates of creation or earlier transfer); and the Registered Name
Holder providing of required authorization and documentation for Registrar review. The

Registrar of Record may only deny a transfer in the following instances:

BEvidence of fraud

UDRP action

Court order by a court of competent jurisdiction

Reasonable dispute over the identity of the Registered Name Holder or

Administrative Contact

1 No payment for previous registration period (including credit card charge
backs) if he domain name is past its expiration date or for previous or
current registration periods if the domain name has not yet expired. In all
such cases, however, the domain name must be put into "Registrar Hold"
status by the Registrar of Record prior to thenial of transfer.

1 Express written objection to the transfer from the Transfer Contact. {e.g.
email, fax, paper document or other processes by which the Transfer Contact
has expressly and voluntarily objected through-optmeans)

 Adomainnamewas alfeR& Ay af 201 adl Gddzaé¢ LINROARSR
provides a readily accessible and reasonable means for the Registered Name
Holder to remove the lock status.

1 The transfer was requested within 60 days of the creation date as shown in
the registry Whois reaal for the domain name.

1 A domain name is within 60 days (or a lesser period to be determined) after

being transferred (apart from being transferred back to the original Registrar

in cases where both Registrars so agree and/or where a decision in the
dispute resolution process so directs).

= =4 -4
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Annex E

TheRAA Matrix
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RAA Amendment
Proposals

I~

Cybersquatting

Date: 18 October 2010

1.1 Prohibition on
Registrar
Cybersq uatting

Staff

Incorporate terms
in the RAA that
explicitly prohibit
cybersquatting

(1) Amend the
RAA to specifically
prohibit registrars
and their affiliates
from engaging in
cybersquatting,
including an
evidentiary
standard to
determine breach
of the prohibition
against
cybersquatting
(e.g., evidence of
bad faith intent to
profit from
infringing
domains,
knowingly take
actions
inconsistent with
the UDRP, or a
final court order,
preliminary
injunction, or
arbitration
decision based on
a specific

vio lation(s) of
applicable
national law or
governmental
regulations
relating to
cybersquatting).

Need to develop a
definition of
cybersquatting;
suggestion to adopt
the definitions
developed by the RAP
working group.

Priority: High
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5.3.2

Staff

Date: 18 October 2010

(2) Currently, the
violation of RAA
Section 3.7.2
entitled

fapplicabl

and government

regul ation

registrars is a
breach of the
RAA. Under
section5. 3.4a
registrar has
fifteen working
days after ICANN
gives notice of a
breach to cure. A
violation of RAA
Section 3.7.2 is
the type of
offense that
should result in
immediate
termination of the
RAA. Therefore,
insert in RAA
Section 5.3.2 the
right to

imm ediately
terminate the RAA
when a registrar
violates RAA
Section 3.7.2 or
the prohibition
against
cybersquatting.

13

3.7.1

Staff

(3) Adopt a
Registr ar Code of
Conduct (RAA
3.7.1) that
incorporates
provisions to
achieve similar
results.
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Date: 18 October 2010

1.4 Staff (4) Amend RAA to
require Registrar
to provide ICANN
with list of
pending litigation
or claims alleging
cybersquatting.
1.5 Danny Termination of
Younger accreditation [for
registrar
cybersquatting]
2 Warehousing
and Speculation
21 Prohibition of Danny Penalties for Front - Comments that this
Front - Running Younger Running may not be a
significant issue since
A Registrar domain tasting has
prohibited from been addressed;
engaging in front -
running; penalties Priority: Low
2.2 Prohibition of Danny Warehousing of or Need to define what is
Registrar Younger speculation in considered
warehousing or domain names by warehousing or
speculation registrars speculation; Not

A P r ditnioraill
such activities

intended to cover
domain names
registered by a
registrar for its
principle business
operations; Question
whether it is more
appropriate to
address as a
Consen sus Policy
rather than through
an RAA amendment;

Priority: High
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Date: 18 October 2010

2.3 Registrar's IPC WG Registrars sho uld be Although the RAA
responsibility for directly responsible 2009 included
domain names to ICANN for additi onal language
registered to it fulfilment of duties in this regard,

of registrants concerns that new
whenever registrar language is not
registers in its own sufficiently broad to
name or that of an apply to affiliates,
affiliate, parent, parents, subsidiaries,
subsidiary, or entity etc.
under common
control, regardless Priority: Medium
of whether registrar
holds, uses or
licenses n amesto a
third party

3 Malicious

Conduct
3.1 Malici ous Staff Incorporate a (1) Insert Priority: High
Conduct - provision in the RAA language in the

establishing a RAA requiring

Registrar Duty to
Investigate

duty of registrars to
investigate and
report to ICANN on
actions the registrar
has taken in
response to reports
received from a
credible third -party
demonstrating
illegal malicious
conduct involving
domain names.

registrars to
investigate within
a time certain,
any report
demonstrating
harm from illegal
malicious use of a
domain received
by registrar from
ICANN or other
credible sources
such as law
enforcement
agencies, security
professionals,
trademark
owners, attorneys
or consumer
protection
agencies.
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Staff

Date: 18

(2) An automatic
email response
by registrars
would not be
considered
sufficient
investigation and
response. The
registrar should
state how it has
responded or will
respond to the
inquiry, or in the
alternative, why
it believe sa
response is not
required.

October 2010

Priority: High

3.3

3.7.1

Staff

(3) Adopt a
Registr ar Code
of Conduct
(RAA 3.7.1)
that
incorporates
provisions to
achieve

similar results.

Priority: High
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Law
Enforcement
Agencies

Registrar must
provide abuse
contact information,
including the SSAC
SAC 038
recommendations
below:

A Registrar
prominently publish
abuse contact
information on their
website and
WHOIS .

1. The registrar
identified in the
sponsoring registrar
field of a Whois
entry should have
an abuse contact
listed prominently
on its web page. To
assist the
community in
locating this page,
registrars should
use uniform naming
convention to
facilitate
(automated and
rapid) discovery of
this page, i.e.,
http://www.<regist
ar>.<TLD>/abuse.h
tml.

2. Registrars should
provide ICANN with
their abuse contact
information and
ICANN should
publish this
information at
http://www.internic
.net/regist.html.

Date: 18 October 2010

Priority:

High
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3.16

Law
Enforcement
Agencies

The information a
registrar publishes
for the abuse point
of contact should be
consistent with
contact details
currently proposed
as an amendment
to Section 3.16 of
the RAA. Each
contact method
(telephone, email,
postal address)
should reach an
individual at the
Registrar who will
be able to promptly
and competently
attend to an abuse
claim; for example,
no contact should
intentionally reject
postal or email
submissions.

Date: 18 October 2010

Priority: High

3.4

Danny
Younger

Registrars must be
required to
prominently post
their abuse desk
contact information

Priority: High

35

Malicious
Conduct -
Resellers to
provide point of
contact

3.12.7

Staff

(3) Include a new
RAA Section
3.12.7 requiring
resellers to
provide and
maintain complete
and accurate
contact
information for a
point of contact
for malicious
conduct, including
allegations of
fraud and domain
name abuse (e.g.,
reco mmended by
SSAC 38).

Priority: High
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Date: 18 October 2010

3.6 Registrars to use Law Registrars should Priority: High
an auditable Enforcement provid e
tracking system Agencies complainants with a
for complaints well -defined,
auditable way to
track abuse
complaints (e.g. a
ticketing or similar
tracking system).
4 Compliance
4.1 Contract Staff Registrars to Priority: High
Compliance - provide and
Registrar to maintain complete
Provide Point of and
Contact accurate contact
information for a
point of contact
for contractual
compliance
matters.
4.1 Law ICANN should ICANN
Enforcement conduct WHOIS Compliance Dept.
Agencies compliance audits, perspective is
at least once a that Section 3.14
year, and publish of the new RAA
results on : already provides
the right to
i. Port 43 conduct these
ii. WHOIS accuracy audits.
Priority: Medium
4.2 Registrar IPC WG General ICANN right ICANN
Audit/Due to audit to Compliance Dept.
Diligence determine perspective is

compliance with

RAA, at | CA
discretion and for
reasonable cause.

that Section 3.14
of the new RAA
already provides
the right to
conduct these
audits.

Priority: Medium
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Date: 18 October 2010

4.2 Law a. ICANN to conduct ICANN Compliance
Enforcement enhanced due Dept. perspective is
Agencies diligence on all that this is more of

Registrars and an operational issue
Registries (including related to the
but not limited to accreditati on
owners, officers, process that is
board of directors) currently being
ICANN a ccredits, or updated

has accredited, to

include, but not Priority: Low
limited to:

A criminal

A credit ch

A finantoryal

and solvency;

A corporate

company structure

and ownership.

For example: Dunn

and Bradstreet,

Lexis - Nexis, Clear,

World - Check, et c.

b. Such due

diligence shall be

documented by

ICANN, in detail, in

a written report that

can be provided

upon request to

appropriate

auditors.

4.3 Audit Right Upon IPC WG Specific right to ICANN Compliance
Change of audit after a change Dept. perspective is
Control of control to that Sect ion 3.14 of

determine new the new RAA

registrar is in already provides

compliance. the right to conduct
these audits.
Priority: Medium
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Date: 18 October 2010

4.4 ICANN to provide Law ICANN should ICANN Compliance
tracking system Enforcement provide Dept p erspective is
for registrar Agencies complainants with that this is an
compla ints well -defined and operational issue

auditable way to instead of a

track complaints contract issue;
against Registrars

and Registries. Priority: M edium
ICANN should

publish annual

detailed reports of

reported

complaints.

5 Privacy/Proxy
Services

5.1 Privacy/Proxy 34.1 Staff Insert provisions in Develop and Escrow /data
Services - Escrow the RAA that implement the collection and
Requirements require a registrar program in RAA preservation;
and additional and its resellers to Section 3.12.4 of
disclosure escrow privacy or the RAA giving Priority: High
obligations proxy registration ICANN the ability
and Resellers data, and at a to establish or

minimum, disclose fimake avai
the points of program granting
contact for privacy recognition to
Or proxy service resellers that
providers and a escrow privacy or
description of the proxy registration
privacy or proxy dat ao. Cr
services offered to similar
their customers. contractual
provision in RAA
Section 3.4.1 for
registrars.

51 IPC WG Explicit requirement Priority : High

for all proxy and
private registration
services to escrow
contact data on
beneficial

registrant /licensee.
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5.1
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3.4.1

Date: 18 October 2010

Danny
Younger

Conspicuous Notice

Aidi spl ay
conspicuous notice
to such customers
at the time an
election is made to
utilize such privacy
or proxy service
that their data is
not being
escrowe-d.

eliminate this clause

a

o

Priority:  High

5.2

Registrars to list
privacy/proxy
services offered
and description
of services

3.4.1

Staff

Require registrars
on an annual
basis to provide a
list of privacy or
proxy registration
services, including
points of contact
for privacy or
proxy service
providers and a
description of the
services provided
or made available
by a registrar to
its customers.
This information
could be p rovided
either directly to
ICANN or
published by a
registrar on its
web site. This
requirement
would assist
ICANN in
determining
compliance with
RAA Section 3.4.1
related to escrow
of Whois
information.

Priority: High
(disclosure
obligation)
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Proxy/Privacy
Services to
forward
correspondence

Staff

Date: 18 October 2010

(2) Insert in RAA
Section 3.7.7.3
provisions that
require privacy or
proxy services to
forward allegations
of malicious
conduct,
cybersquatting, and
other illegal
activities to privacy
Or proxy service
customers.

(1) Require
privacy/proxy
registration
services to
forward
correspondence to
its customer
related to specific
disputes or
alleged disputes
involving the
domain name.

RELAY function 7
Priority: High

54

Proxy/Privacy
Services to
provide Point of
Contact for
malicious
conduct

Staff

(2) Require
privacy/proxy
registration
services to
provide to ICANN,
upon its request,
Apoint of
for any pr ivacy or
proxy registration
services offered

or made available
to registrar's
customers that

are responsible
for investigating
and responding to
malicious conduct
complaints.

Priority: High (see
5.2)

55

Clarify
"Reasonable
Evidence of
Actionable Harm"
Language

3.7.7.3

Staff

(3) Develop

contract language
and/or advisories
that clarify the
language of RAA
Section 3.7.7.3,
including the
definition of
fireasonabl
evidence of
actionabl e
with input from
registrars and

non -contracted
parties.

REVEAL fu nction
Priority: High
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Date: 18 October 2010

5.6 Proxy/Privacy Staff (4) The GNSO REVEAL function 7
Services to could discuss Priority: High
reveal data what forms of

illegal malicious
conduct and what
standard of
evidence should
resultin a
requirement to
reveal the contact
information of
customers of
privacy or proxy
services,
consistent with
procedures
designed to
respect any
applicable
protections for
privacy and
freedom of
expression.

5.6 IPC WG Specify Priority: High

circumstances
under which proxy
registration services
are required to
disclose actual
contact data of
beneficial
registrants and
licensees, and apply
the same standards
to private
registration
services.
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Date: 18 October 2010

Law
Enforcement
Agencies

Registrants using
privacy/proxy
registration services
will have authentic
WHOIS information
immediately
published by the
Registrar when
registrant is found
to be violating
terms of service,
including but not
limited to the use of
false data,
fraudulent use,
spamming and/or
criminal activity.

Priority:  High

5.7

Registrars to
collect customer
data for
Proxy/Privac y
Services

IPC WG

Require registrars
to collect and
preserve contact
data for beneficial
registrant/licensee
even when
registration is
channelled through
proxy or privacy
service made
available in
connection with the
registration
process.

Priority: High
(see 5.1)

5.8

ICANN to
accredit
proxy/privacy
services

IPC WG

ICANN to accredit
all proxy or privacy
registration
services, and
registrars prohibited
from accepting
registrations from
unaccredited
services .

Priority: Low
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Date: 18 October 2010

5.8 Law If proxy/privacy LE: Need to
Enforcement registrations are explore how the
Agencies allowed, registrars registrar would be
are to accept able to identify
proxy/privacy whether a third
registrations only party proxy service
from ICANN has been used by
accredited Proxy registrants. Need
Registration to also consider
Servi ces. ICANN to how the registrar
implement would be able to
accreditation access the
system for Proxy underlying
Services using the information for
same stringent registrants for
checks and pr oxy/privacy
assurances as services that are
provided in these offered by third
points, to ensure parties.
that all proxy
services used are Priority: Low
traceable and can
supply correct
details of registrant
to relevant
author ities.
5.8 Registrars IPC WG Make registrars Priority:  High
responsible for responsible for
proxy/privacy compliance with all
service RAA obligations by
compliance with providers of proxy
RAA obligations or private
registration services
that are made
available in
connection with the
registraros
registration
process.
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RAA should not
condone or
encourage
Proxy/Privacy
Services

Law
Enforcement
Agencies

Date: 18 October 2010

The RAA should not
explicitly condone

or encourage the
use of Proxy
Registrations or
Privacy Services, as
it appears in
paragraphs 3.4.1
and 3.12.4. This
goes directly

against the Joint
Project Agreement
(JPA) ICANN signed
with the United
States Department
of Commerce on
September 25,

2006 which
specifically states

il CANN shal
continue to enforce
existing (Whois)
policyo, i
open and public
WHOIS, and the
September 30,

2009, A ffirmation of
Commitments,
paragraph 9.3.1
which states

il CANN i mpl
measures to
maintain timely,
unrestricted and
public access to
accurate and
complete WHOIS
information,
including registrant,
technical, billing,
and administrative
contact

informatio n. 0 L a
proxy and privacy
registrations
contravene the

2007 GAC Principles
on WHOIS.

Priority: Low
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Date: 18 October 2010

5.10 Required time to 3.7.7.3 Staff Incorporate in RAA Amend the REVEAL function i
disclose identity Section 3.7.7.3 a language in RAA Priority: High
of Licen see provision that Section 3.7.7.3 as

clarifies the period foll ows:
of time in which a Registered Name
Registered Name Holder licensing
Holder must use of a
disclose the current Registered Name
identity and contact accepts liability
information of a for harm caused
licensee when a by wrongful use
Registered Name of the Registe red
Holder does not Name, unless it
intend to accept promptly (i.e.
liability for harm within five
caused by the business days)
wrongful use of a discloses the
Registered Name. current contact
information
provided by the
licensee and the
identity of the
licensee to a
party providing
the Registered
Name Holder
reasonable
evidence of
actionabl e

5.11 Restrict Law If proxy/privacy Priority: Low
Proxy/Privacy Enforcement registrations are
Services to only Agencies allowed, the
non -commercial proxy/privacy
purposes registrant is a

private individual
using the domain
name for non -
com mercial
purposes only
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Date: 18 October 2010

6 WHOIS
6.1 Registrars to IPC WG Require registrars Priority: High -
terminate to te rminate clarify to what
registrations for registrations of extend (if any)
inaccurate registrants who there is proactive
WHOIS violate RAA requirement)
provisions relating
to disclosure of
accurate contact
information in
appropriate
circumstances.
6.1 WHOIS Accuracy 3.7.7.2 Staff Incorporate (1) Clarify the Priority: High
-Define additional terms in existing regist rar
Reasonable RAA requiring obligation to take
Steps to Verify registrars to take reasonable steps
WHOIS reasonable steps to to verify or

Afverifyo
Name Holder
WHOIS data when
inaccuracies are
detected.

Re

correct Whois
data in response
to reported
inaccuracies. Ata
minimum,
"reasonable
steps" to
investigate a
reported
inaccuracy should
include promptly
transmitting to

the registrant the
"inquiries"
concerning the
accuracy of the
data that are
suggested by RAA
Subsection
3.7.7.2. The
inquiries should
be conducted by
any commercially
practicable means
available to the
registrar: by
telephone, e -mail,
or postal mail. A
registrar should
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Date: 18 October 2010

also report to
ICANN what
action, if any, was
taken in response
to the reported
inaccuracy. If the
registrant has
materially
breached the
registration
agreement (by
either failing to
respond to
registrar's
inquiries or by
wilfully providing
inaccurate
information), then
the registrar
should either
suspend or delete
the domain
registration.

6.1 3.7.1 Staff (2) Adopt a Priority: High
Registr ar Code of
Conduct (RAA
3.7.1) that
incorporates
provisions to
achieve similar
results.
6.2 Registrars to link IPC WG Regi straros Priority:  High
to WHOIS Data service must
Problem include with query
Reporting Page results a link or
referral to the
Whois Data Problem
Reporting System
or its successor on
Internic page
6.3 Registrars should IPC WG Requirement that Priority: H igh

Link to WHOIS
fro m Homepage

registrars publish
an effective
hyperlink to their
publicly accessible
WHOIS database on
their homepage and
that the link be in
some universally
recognized or
agreed upon
format.
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Additional
Information to
be collected
related to
registrations

Law
Enforcement
Agencies

Registrars and all
associated third -
party beneficiaries
to Registrars are
required to collect
and secur ely
maintain the
following data

(i) Source IP
address

(ii) HTTP Request
Headers

(a) From

(b) Accept

(c)

Accept Zncoding
(d)

Accept 4_.anguage
(e) User ZAgent
(f) Referrer

(g) Authorization
(h) Charge Zo
(i) If AModified ZSince

Date: 18 October 2010

Priority: Low
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Date: 18 October 2010

Law
Enforcement
Agencies

Registrars and all
associated third -
party beneficiaries
to Registrars are
required to collect
and secur ely
maintain the
following data

(iii) Collect and
store the following
data from
registrants:

(a) First Name:

(b) Last Name:

(c) E Znail Address:
(d) Alternate E  Zmail
address

(e) Company
Name:

(f) Position:

(g) Address 1:

(h) Address 2:

(i) City:

(j) Country:

(k) State:

() Enter State:

(m) Zip:

(n) Phone Number:
(o) Additional
Phone:

(p) Fax:

(q) Alternative
Contact First Name:
(r) Alternative

Cont act Last Name:
(s) Alternative
Contact E Znail:

(t) Alternative
Contact Phone:

Priority: Low
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Law
Enforcement
Agencies

Date: 18 October 2010

Registrars and all
associate d third -
party beneficiaries
to Registrars are
required to collect
and securely
maintain the
following data:

(iv) Collect data on

all additional add 2n
services purchased
during the

registration

process.

(v) All financial
transactions,
including, but not
limited to credit
card, payment
information.

Priority: Low

6.5

Disclosure of
WHOIS to law
enforcement

Law
Enforcement
Agencies

Information from
the WHOIS
database can be
provided to law
enforcement
authorities when
the information will
assistinth e
prevention,
detection,
investigation
prosecution or
punishment of
criminal offences or
breaches of laws
imposing penalties,
or when authorized
or required by law.

Not clear how this
would be reflected
in RAA

6.6

Registration to
be cancelled if
inaccu rate
WHOIS data is
not corrected

Danny
Younger

WDPRS

Require registrars
to cancel a
registration if
inaccurate or
unreliable WHOIS
information is not
corrected .

Priority: High (see
comment on 6.1)
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WHOIS SLA

Greg Aaron

Date: 18 October 2010

SLA on WHOIS
Availability

Priority:  High

6.7

Law
Enforcement
Agencies

ICANN should
require Registrars
to have a Service
Level Agreement for
their Port 43
servers.

Priority : High

6.7

Mike
Rodenbaugh

It certainly seems
reasonable to me
that the RAA
contain an SLA
provision re WHOIS,
just like the registry
contracts do.

Priority:  High

6.8

Examination of
Registration Data

3.4.3

Staff

Incorporate an
additional

requir ement in RAA
Section 3.4.3
requiring registrars
to produce and

send copies of
records directly to
ICANN when
requested.

Amend the
language of RAA
Section 3.4.3 as
foll ows:
the Term of this
Agreement and
for three years
thereafter,
Registrar shall
make these
records available
for inspection and
copying by
ICANN, orif
requested by
ICANN shall
transmit to ICANN

either
electronically or
by mail a copy
any such records
relating to a
particular
compliance
investigation. 0

Compliance matter
Priority: Lo w, as
assessed by S taff
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Validation of
WHOIS

Date: 18 October 2010

Law
Enforcement
Agencies

Each registrar is
required to validate
the following data
upon receipt from a
registrant :

(1) Technical Data

(a) IP addresses
used to register
domain names.

(b) E Znail Address

(i) Verify that
registration e Zmalil
address(es) are
valid.

(2) Billing Data

(a) Validate billing
data based on the
payment card
industry (PCI
standards), ata
minimum, the latest
version of the PCI
Data Security
Standard (DSS).

LE: Might consider
possibility of looking
at the information
already being
collected for credit
card validation for
this purpose, such
as the info needed
to be PCI compliant

Priority:  High as to
PCI compliance?
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6.9 Law Each registrar is
Enforcement required to validate
Agencies the following data
upon receipt from a
registr ant:

(3) Contact Data

(a) Validate data is
being provided by a
human by using
some anti Zautomatic
form submission
technology (such as
dynamic imaging)

to ensure
registrations are
done by humans.

(b) Validate current
address WHOIS

data and correlate

with inZouse
fraudulent data for
domain contact
information and
registranto
address.

(4) Phone Numbers

(i) Confirm that
point of contact
phone numbers are
valid using an
automated system.
(i) Cross validate
the phone number
area code with the
provided address
and credit card
billing address.

6.9 Danny Registrars are to be
Younger required to avail
themselves of
commercially
available identity
verification systems
that will provide for
time -of-registration
validations.
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Reseller
Related
Obligations

Date: 18 October 2010

7.0

Definition of
Reseller

SubTeam -B

Clearer definition of
reseller needed for
evaluation of all
topics in this
section .

High

7.1

Reseller to
comply with RAA

IPC WG

Require registrars
to guarantee
reseller compliance
with RAA and
indemnify ICANN
for breaches by
resellers that are
not remediated
within a reasonable
time.

Priority: High

7.1

Law
Enforcement
Agencies

Resellers mu st be
held completely
accountable to ALL
provisions of the
RAA. Registrars
must contractually
obligate all its
Resellers to comply
and enforce all RAA
provisions. The
Registrar will be
held directly liable
for any breach of
the RAA a Reseller
commits in  which
the Registrar does
not remediate
immediately. All
Registrar resellers
and third -party
beneficiaries should
be listed and
reported to ICANN
who shall maintain
accurate and
updated records.

Priority: High

7.2

Registrars to
disclose of all
author ized
resellers

IPC WG

Require registrars
to dis close all
authorized resellers
to ICANN and to the
public .

Priority: High
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Date: 18 October 2010

7.3

Reseller Contact
informatio n

IPC WG

Require resellers to
disclose to all
registrants the
identity and contact
information of the
registrar sponsoring
a particular
registration

Priority:  High

7.3

Danny
Younger

ICANN to be
provided with
contact data for all
reseller

(subcont ractor)
entities .

Priority: High

7.4

Resellers
obligations re
Proxy/Privacy
Services to
comply with any
Registrar
obligations

IPC WG

Require resellers to
meet same
obligations as
registrars regarding
proxy or private
registration services
that they ma ke
available in
connection with
registration

Priority: High
(see 5.8)

7.5

Registrar to
terminate
reseller in event
of breach

3.12.6

Danny
Younger

Mere natification
that Registrar has
the right to
terminate the
reseller agreement
is an insufficient
response to a
circumstance of
breach. Stronger
requirements must
be established.

Priority: High

7.6

Reseller due
Diligence

Law
Enforcement
Agencies

ICANN should
require all domain
name resellers and
all third party
beneficiaries to be
held to the sa me
terms and
conditions and due
diligence
requirements as
Registrars and
Registries.

Priority: Low
(due to number of
resellers)
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RAA
Termination

Date: 18 October 2010

8.1

For knowingly or
negligent
permitting
criminal activities

53.2.1

Law
Enforcement
Agencies

To RAA paragraph
5.3.2.1, language
should be added to
the effec
knowingly and/or
through gross
negligence permit
criminal activity in
the registration  of
domain names or
provision of domain
name WHOIS

i nformat.i

t

on

Priority: High

8.2

For
abandonment
and fundamental
and material
breach

5.3.7

Staff

Incorporate two
provisions in RAA
Section 5.3 that
establish
right to immediately
terminate the RAA
when a Registrar
either: (1)
abandons or ceases
to conduct business
as a registrar; or

(2) repeatedly and
wilfully has been in
fundamental and
material breach of
its obligations at
least three times
within any twelve
month period.

(1) Amend the
language of RAA
Section 5.3.7 to
allow ICANN to
immediately
terminate a
registrar's
accreditation
when it abandons
its business as a
registrar.

Priority: High

8.2

5.3.8

Staff

(2) Insert a new
RAA Section 5.3.8
as follows:
AfRegistrar
repeatedly and
wilfully has been
in fundamental
and material
breach of its
obligations at
least three times
within any twelve
month period."

Priority: High
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2.1

Danny
Younger

Three Times is an
excessive threshold
A fdor (ii)
shall have been
repeatedly and
wilfully in
fundamental and
material breach of
its obligations at
least three (3)
times within any
twelve (12) month
period. o

Date: 18 October 2010

Priority:  High

8.3

53.2.1

Danny
Younger

Clause 5.3.2.1 is at
the mercy of
lengthy appeals
processes which
place the registrant
community at risk
while legal dramas
unfold ¥
intermediate
measures are
required.

Priority: High

8.4

Registrar
Disqualification
Procedures

5.3

Danny
Younger

The Draft Registrar
Disqualification
Procedure contains
language that
potentially could be
incorporated into
the RAA at section
5.3.

Disqualification

procedures still
under review by
Stalff
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Date: 18 October 2010

9 Registrar
Information
9.1 Additional Staff Additional (1) Insert a new Need to include a

Information on Information section in the RAA clear definition of

Registrars and regarding requiring "reseller."

Affiliates registrars, their registrars to Sug gestions
affiliates and submit, on an include: instances
resellers will annual basis, where a discount is
facilitate the additional given, a contract is

identification of any
actors that might be
actively complicit in
allowing malicious
conduct to occur.

information to
ICANN, for use in
vetting and
verifyi ng the
identity of the
registrar and its
affiliates. Such
categories of
information could
include: additional
details on the
registrar's officers
and directors
(e.g., names,
postal addresses
and contact
information);
names, postal
addresses and
contact
information of
affiliated entities
that engage in
domain related
services; the
identity and
ownership of
registrar's parent
corporations, if
applicable;
names, postal
addresses and
contact
information for
significant
resellers (e.g.
resellers
registering mo re
than 50,000 or
5% of its domain

signed with the
registrar, or is
referred to as a
channel partner or
similar designation.

Priority: High
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Date: 18 October 2010

names under
management);
and names, postal
addresses and
contact
information for
any privacy/proxy
services offered
or made available
by registrar or its
affiliates.

9.1

IPC WG

Registrars to specify
to ICANN any
parent, subsidiary,
affi liate, or entity
under common
control which is also
an accredited
registrar, and to
keep this
information current

Query how much
information is
provided through
ICANN's RADAR
system regarding
registrars & their
affiliates, and how
much information is
Vo luntary versus
mandatory.
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Date: 18 October 2010

Law
Enforcement
Agencies

ICANN should
require all
registrars,
registries, proxy
services, resellers
and all third party
beneficiaries of any
contracts, policies
of ICANN to publicly
display ownership,
parent companies,
subsidiaries and
business
associations.

9.1

5.9

Danny
Younger

All data requested
on the original
accreditation
application must be
re - submitted.

9.2

Registrars to
Identify Multiple
Accreditations

Law
Enforcement
Agencies

Registrars with
multiple
accreditations must
disclose and
publicly display on
their website parent
ownership or
corporate
relationship, i.e.,
identify controlling
interests.

Priority: High

9.2

Danny
Younger

Families of
registrars

Shell corporations
created primarily to
game the
aftermarket are to
be prohibited
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Date: 18 October 2010

accurate and
verifiable contact
details of their main
operational and
physical office
location, including
country, phone
number (with
international

prefi x), street
address, city, and
region, to be
publicly disclosed in
ICANN web
directory. Address
must also be posted
clearly on the
Registrar's main
website. Post Office
boxes, incorporation
addresses, mail -
drop, and mail -
forwarding locations
will not be
acceptable. In
addition, Registrar
must submit URL
and location of Port
43 WHOIS server.

9.3 Registrar IPC WG Registrars to Consider building in
Operational provide to ICANN flexibility into the
Information to (and keep current) agreement to allow
be posted their operational ICANN to change

and office locations, the types of

full address, phone information that it

and fax numbers, needs from

for posting on the registrars, or

Internic website, registries, perhaps

and to post the through an exhibit

same information or appendix that

on th eir own gets updated from

website . time to time by the
ICANN C ompliance
department.

9.3 Law All Accredited Priority: High

Enforcement Registrars must
Agencies submit to ICANN
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Date: 18 October 2010

9.4 Registrar Legal IPC WG Registrars to specify Need to clarify what
Information to to ICANN their is meant by country
be provided form of business of operation;

organization,

jurisdiction under Priority:  High
which organized,

and agent for

service of legal

process, and to

keep this

information current

9.4 Law Registrar should be Priority: High;
Enforcement legal entity within
Agencies the country of LE: Not intended to

operation, and be location of
should provide registrant but the
ICANN with official origin of the
certification of registration
business business
registration or

license.

9.4 Law Registrar must These items should
Enforcement notify ICANN be limited only to
Agencies immediately of the matters that relate

following and to domain
concurrently update registration
Registrar website: services;

a. any and all Priority: High
changes to a

Regi strar6s

location;

b. changes to

presiding officer(s);

c. bankruptcy filing;

d. change of

ownership;

e. criminal

convictions ;

f. legal/civil actions

9.5 Registrar Officer IPC WG Registrars to specify Need to specify
Information to to ICANN the names where such
be provided and contact information would

information of their be posted;

CEO and other Suggestionto  post
principal officers it at internic.org;

and to keep this

information current Priority: High
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Date: 18 October 2010

9.5 Law Registrars must
Enforcement publicly display of
Agencies the name of CEO,
President, and/or
other r esponsible
officer(s).
9.5 Danny Registrar to be
Younger required to publicly
list the names of its
officers and
directors .
9.6 Due Diligence IPC WG Registrar required Priority:  High

and
Transparency

to provide ICANN
with its current
registration
agreemen t, if any,
and to keep it
current .
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Date: 18 October 2010

10 Business
Dealings with
Registered
Names Holders
10.1 Require 3.75 Danny This issue is
Uniformity in Younger currently being
Grace Periods addressed by the
PEDNR working
group;
Priority: Low
10.2 Prohibit transfer 3.7.7?? Danny Direct Transfer This issue is
of registrant to Younger Clauses currently being

registrar

Prohibition on
registrar use of

Afidirectrtr a

clauseso
equivalents in
registrar Terms of
Service
agreements; these
clauses have the
effect of forcing a
registrant to
transfer a
registration to
either the registrar
or to aregistrar -
associated third -
party for auction
purposes instead of
allo wing the
registration to
expire and to be
returned to the pool
of available names.

or

addressed by the
PEDNR working
group;

Priority: Low
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Date: 18 October 2010

promptly disclose

by the registrar

as fAaction
in the most
expedient

timeframe

possible and

without
unreasonable

del ayo. A
taken by a

registrar should

be consistent with
the legit imate

10.3 Privacy and Staff Amend the RAA to (1) Insert Priority: High
Security of require a registrar language in the
Registrant to promptly notify: RAA defining a
Records security breach as

(1) ICANN of any ithe unaut

security breaches access to or

affecting the disclosure of

registrar or any part registrant account

of its systems; and dat ao.

(2) affected

registrants wh en

there is reasonable

evidence of

unauthorized access

to their accounts.

10.3 Staff (2) Insert Priority: Hi gh

language in the
RAA requiring a
registrar to
promptly disclose,
to ICANN and
affected
registrants, any
security breach of
registrard
network affecting
its domain
management
systems after the
discovery or
notification of a
security breach.

10.3 Staff (3) Insert Priority: High

language in the
RAA defining
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Date: 18 October 2010

needs of law
enforcement, as
applicable, or any
other measures a
registrar
determines are
necessary to
define the scope
of the breach and
restore the
reasonable
integrity of the
data system.
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Date: 18 October 2010

104 Registrar 3.7.7 IPC WG Provide that May need to clarify
obligation to registrar must, circumstances
Terminate upon receiving where cancellation
registration if notice of a breach may not be
registrant is in of any of the terms appropriate, or
breach required to be where an

inclu ded in their oppor tunity to cure
registration should be made
agreements (i.e. all available;

RAA 3.7.7 terms),

and after providing Priority: High
appropriate notice

to the Registered

Name Holder,

cancel the

registration.

105 Redemption Danny Registrars should be This issue is
Grace Period Younger required to offer currently being
Services this service. addressed by the

PEDNR working
group;
Priority: Low

11 Consensus
Policies and
Advisories

11.1 New and Revised 4.3.1(b) Staff Amend RAA Section Amend the High Priority
Specifications 4.3.1 (b) to clarify language in RAA
and Policies that the Section 4.3.1 (b)

demonstration of
consensus requires
a GNSO Council
Supermajority vote
instead of atwo -
thirds vote of the
Council.

as follows:

A(b) a
recommendation,
adopted by a
supermajority
vote determined

in accordance
with the ICANN
Bylaws of the
Council of the
ICANN Supporting
Organization to
which the matt er
is delegated, that
the specification
or policy should
be established,
ando
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Consideration of
issues identified
in SSAC
Advisories

Holly Raiche

Possible topics for
consideration from
the following SSAC
advisories:

SAC41 -
recommending
against new TLDs
(both g and cc) not
use DNS redirection
and synthesized
DNS responses
(wildcarding). This
issue is also
addressed in SAC
032 and SAC 006)
SAC040 -
recommends
steps/security
measures registrars
can take

SAC 038 i

calling for a
registrar abuse
point of contact that
has someone with
the technical
competence to
respond on a 24/7
basis

SAC 033 and 025
about the accuracy
of WHOIS dat a -
this is already in the
RAA so maybe the
provisions just need
strengthening
SAC028 -
recommends how
registrars can
reduce phishing
attacks

SAC 024 and 022
against Domain
Name Front
Running.

Date: 18 October 2010

High Priority;

Need to determine
which SSAC
advisories ar e
appropriate for
inclusion in the RAA
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AfThere sha
one arbitrator
agreed by the
parties from a list
of AAA
arbitrators, or if
the parties cannot
agree within
fifteen calendar
days of the AAA
request that the
parties designate
an arbitrator, the
AAA shall choose
and appoint an
arbitrator, paying
due regard to the
arbitrator
knowledge
relating to the
domain name
system.

11.3 Registrars Not to Danny No registrar may Priority : Low;
Circumvent Younger take any action by
Consensus way of elec tronic or Need more
Policies paper registration information on this
agreements with suggestion;
Registered Name
Holders that serves
to thwart the intent
of ICANN's
Consensus Policies.
12 Arbitration &
Appeal
12.1 Number of 5.6 Staff Amend the RAA to Insert the Priority : High
Arbitrat ors reduce the number following
of arbitrators from language in RAA
three to one. Section 5.6:
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Date: 18 October 2010

12.2 Stay During Staff Amend the RAA to Add limiting Priority : High

Arbitration clarify that even if a language to the
registrar initiates RAA making clear
arbitration that a stay
challenging pending
termination of its arbitration shall
RAA, no stay of not be available if
termination shall be ICANN
available if ICANN determines, in its
determines the sole discretion
regi strar 6s|thatthe
is harming Regi s¢srar o
registered name conduct is
holders. harming

registrants.

12.2 Staff Amend the RAA to Add limiting Priority : High
allow ICANN to language stating
terminate or that unless the
suspend a arbitrator grants a
registrar's stay within ten
accreditation if a business days of
stay has not been the filing of the
ordered within ten arbitration, ICANN
business days after may terminate
the filing of the registrar or
arbitration. suspend

registrard
accreditation.

12.3 Appeal 5.3.2.1 Holly Raiche Look at the lengthy Priority : High
appeals process in
Clause 5.3.2.1 i
does the cost/time
discourage
registrant
community action.
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13 Administration
of Contracts
13.1 Incorporation of Staff Revise the RAA to (1) The Priority : High
Trademark streamline the trademark related
Appendix procedure for license terms
adding accreditation could be
in additional TLDs. incorporated as a
separate section
within the body of
the RAA,
elimina ting the
need for a
separate
appendix.
13.2 Elimination of Staff (2) The ability to Priority : High

Appendixes for
addition of new
gTLDs

add new gTLDs
can be managed
more efficiently.
Rather than
require the
execution of
individual
appendices for
each new gTLD,
ICANN can create
an electronic
process that
allows Registrars
in good standing
(i.e., not subject
to an outstanding
breach notice) to
request the right
to carry additional
gTLDS, and
ICANN will
electronically
submit the names
to the registr ies of
those registrars
authorized by
ICANN to carry
their TLD. Any
additional terms
and conditions
necessary for the
TLD can be
incorporated into
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the terms of the
Registry -Registrar

Agreement.
14 Group Liability
14.1 Regist rars IPC WG Registrar A should Priority: High
responsible for be subject to
actions of sanctions under Suggestion to
affiliates RAA for directing or reword "under RAA

assisting registrar B
(under common
control) in serious
violations .

for knowingly
directing or
assistingé.
broad as written,
need to narrow
scope of language
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15 UDRP
15.1 Require Registrar IPC WG Requirement that, Priority: High
response when where WHOIS data
WHOIS is is inaccurate or Questions on how
inac curate in a incomplete such to determine
UDRP that an accuracy;
fiamendment o
UDRP petitions is Need to revise to
required, the clarify what would
registrar supply be required of
ICANN with a copy registrars (such as
of the accurate a standardized
WHOIS information response )
along with an
explanation why the
publ ished
information was
inaccurate or
incomplete at the
time a petitioner
submits a UDRP
petition.
15.2 Penalties for Danny Sliding scale leading Priority : Low ;
failure to Younger up to termination.
properly Question whether
implement UDRP already covered
transfer under recent 2009
decisions amendments;
15.3 Additional UDRP IPC WG Establishment of Priority : High

Related
Requireme nts

firm and
enforceable
deadlines

for registrars (a) to
respond to dispute
resolution provider's
requests

for information in
connection with
registrar verification
processes at

the inception of a
UDRP proceeding;
and (b) to provi de
for transfer of

the domain name to
the petitioner
pursuant to
standard and
(preferably)
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simplified
processes.
16 Sanctions for
Registrar
violations
16.1 Fines exceeding IPC WG Ability of ICANN to Priority : Low ;
cost of impose fines
enforcement exceeding cost of Compliance Staff
enforcement would like time to
anytime after first evaluate
violation. effectiveness of
2009 amendments
to determine if
additional
fines/sanctions are
needed
16.2 Curative IPC WG Ability of ICANN to Priority : Low ;
Measures in impose as sanction

excess of RAA
requirements

for violations of
particular RAA
provisions curative
measures going
beyond standard
RAA requirements.
For example, a
registrar found to
have breached
obligations
regarding
responsiveness to
reports of false
Whois data could be
required to validate
registrant contact
data at the time of
registration or to
implement an
enhanced tracking
system for Whois
complaints.

Compliance Staff
would like time to
evaluate
effectiven ess of
2009 amendments
to determine if
additional
fines/sanctions are
needed
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Increase
Sanction
amounts

5.7

Danny
Younger

Date: 18 October 2010

Sanction dollar
amounts too | ow:
AfRegistrar
liable for sanctions
of up to five (5)
times ICANN's
enforcement costs,
but otherwise in no
event shall either
party be liable for
special, indirect,
incidental, punitive,
exemplary, or
consequential
damages for any
violation of thi s
Agreement .
language should be
replaced by that
which we had in the
registry
agreements:
fiSanctions
US$10,000 for each
violation may be
assessed for each
minor violation
found and sanctions
of up to
US$100,000 for
each violation may
be ass essed for
each major violation
found. o

0

Priority : Low ;

Compliance Staff
would like time to
evaluate
effectiveness of
2009 amendments
to determine if
additional
fines/sanctions are
needed

16.4

Sanctions for
Authlinfo
violations

Danny
Younger

Penaltie s for failure
to timely provide
Authinfo codes -

Provisions exist
requiring registrars
to release this code
to a name holder
upon request;
however,
procedures for
doing this vary
across registrars T
an element of
uniformity is
required with

Priority : Low ;

Compliance Staff
would like time to
evaluate
effectiveness of
2009 amendments
to determine if
additional
fines/sanctions are
needed
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penalties for
registrar failure to
abide in a timely

fashion.
16.5 Sanctions for Danny Penalties for Priority : Low ;
Consensus Policy Younger violations of
Violations Consensus Policies - Compliance Staff
believes already
Registrars must be covered under 2009
fined substantially amendments
for consensus policy
violations .
16.6 Sanctions for Danny Penalties for Priority : Low ;
Unauthorized Younger Unauthorized
Change to Change to Additional
Registration Registration information needed
Record Record - from Staff on
whether this is a
An ample number of violation of current
complaints emerged RAA
in the wake of the
RegisterFly
meltdown to the
effect that a
registrar could
unilaterally change
administrative and
othe r contact
details for a domain
without either
authorization from
or notice to the
registrant (in effect,
an unauthorized
transfer).
16.7 Sanctions f or Danny Penalties for failure Priority : Low ;
Failure to Renew Younger to renew -
Additional

The RegisterFly
debacle
demonstrated that
registrars can
pocket registrant
funds without
putting through the
paid - for renewals.
Such egregious
actions must be
punished severely.

information needed
from Staff on
whether this is a
violation of current
RAA
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17 Registrar Code
of Conduct
17.1 ICANN shou Id 3.7.1 Danny A decade with no Priority : High
Establish a Code Younger code of conduct T
of Conduct itdés time t
Staff establish such
a Code and require
registrar
compliance .
17.1 3.7.1 Holly Raiche Will a breach of a Priority : High ;
Registrar Code of
Practic e (if Suggestion to give
developed) be Registrars a limited
enforceable or have time to develop and
sanctions attached ? if it is not
developed, Staff
should take
leadership role and
develop
17.1 Holly Raiche If a Registrar Code Priority : High to

of Practice is
developed, some
issues for possible
inclusion:

A Requireme
registrars to cancel

a registration if
inaccurate or
unreliable WHOIS
information is not
corrected

A Prominent
display contact
information. ICANN
SAC also recently
advised tha t
Registrars should

have a 24/7 contact
number that

connects to a

person technically

able to deal with

abuse notification

A Use comme
available

verification systems

to provide time of

develop Code of
Practice
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registration

validations

A Prohibiti
stronger

prohibitions ) on

front running, cyber
squatting

A Have stro
action by registrars

on breaches by

resellers
18 Privity of
Contract
18.1 Privity of 5.10 Danny The clea r trend in Priority: Low;
Contract/3rd Younger common law
party jurisdictions to ICANN Staff to
beneficiaries permit third parties review and report
to enforce contracts back to working
made for their group
benefit calls for a
re - visitation of the
ANo Third P
Beneficiari
clause.
19 Lea sing
Registrar
Accreditations
19.1 Leasing Registrar Danny Some registrars Priority: ~ Medium;
Accreditations Younger have

inappropriately lent
their access to
registries to third -
party proxies;
penalties for such
actions are advised.

ICANN Staff to
report back to
working group on
whether this
violates current RAA
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AnnexF

Substantive Proposals Received from the Community
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11/909 - 1

TOPICS for RAA Amendments
Provisional List for IPC RAA Working Group

Submitted November 9, 2009

1. Due Diligence and Transparency

A. Registrar required to provide ICANN with its current standard registration
agreement, if any, and to keep it current

B. Registrars to provide to ICANN (and keep current) their operational and office
locations, full address, phone and fax numbers, for posting on the Internic website, and to post
the same information on their own website

C. Registrars to specify to ICANN their form of business organization,
jurisdiction under which organized, and agent for service of legal process, and to keep this
information current

D. Registrars to specify to ICANN the names and contact information of their
CEO and other principal officers and to keep this information current

E. Registrars to specify to ICANN any parent, subsidiary, affiliate, or entity
under common control which is also an accredited registrar, and to keep this information current

2. Registrations by registrars

A. Registrars should be directly responsible to ICANN for fulfillment of duties of
registrants whenever registrar registers in its own name or that of an affiliate, parent, subsidiary,
or entity under common control, regardless of whether registrar holds, uses or licenses names to
a third party

3i Group liability

A. Registrar A should be subject to sanctions under RAA for directing or
assisting registrar B (under common control) in serious violations .

4. UDRP-related requirements

A. Establishment of firm and enforceable deadlines for registrars (a) to respond
to dispute resolution provider’s requests for information in connection with registrar
verification processes at the inception of a UDRP proceeding; and (b) to provide for transfer
of the domain name to the petitioner pursuant to standard and (preferably) simplified
processes.

2440008.1
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117909 -- 2

B. Requirement that, where WHOIS data is inaccurate or incomplete such
that an “amendment” of UDRP petitions are required, the registrar supply ICANN with a
copy of the accurate WHOIS information along with an explanation why the published
information was inaccurate or incomplete at the time a petitioner submits a UDRP petition.

5. Private or proxy registrations

A. Require registrars to collect and preserve contact data for beneficial
registrant/licensee even when registration is channeled through proxy or privacy service made
available in connection with the registration process

B. Explicit requirement for all proxy and private registration services to escrow
contact data on beneficial registrant/licensee

C. ICANN to accredit all proxy or privacy registration services, and registrars
prohibited from accepting registrations from unaccredited services

D. Specify circumstances under which proxy registration services are required to
disclose actual contact data of beneficial registrants/licensees, and apply the same standards to
private registration services.

E. Require registrars to terminate registrations of registrants who violate RAA
provisions relating to disclosure of accurate contact information in appropriate circumstances

F. Make registrars responsible for compliance with all RAA obligations by
providers of proxy or private registration services that are made available in connection with the
registrar’s registration process

6. Reseller Relationships

A. Require registrars to guarantee reseller compliance with RAA and indemnify
ICANN for breaches by resellers that are not remediated within a reasonable time.

B. Require registrars to disclose all authorized resellers to ICANN and to the
public

C. Require resellers to disclose to all registrants the identity and contact
information of the registrar sponsoring a particular registration

D. Require resellers to meet same obligations as registrars regarding proxy or
private registration services that they make available in connection with registration

7. Whois-related requirements

A. Registrar’s Whois service must include with query results a link or referral to
the Whois Data Problem Reporting System or its successor on Internic page

2440008.1
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11/9/09 -- 3

B. Requirement that registrars publish an effective hyperlink to their publicly
accessible WHOIS database on their homepage and that the link be in some universally
recognized or agreed upon format.

8. Registrant Breach of Required Provisions

A. Provide that registrar must, upon receiving notice of a breach of any of the
terms required to be included in their registration agreements (i.e. all RAA 3.7.7 terms), and after
providing appropriate notice to the Registered Name Holder, cancel the registration.

9. Registrar Audit Provisions

A. General ICANN right to audit to determine compliance with RAA, at
ICANN’s discretion and for reasonable cause.

B. Specific right to audit after a change of control to determine new registrar is
in compliance.

10. Sanctions for violations

A. Ability of ICANN to impose fines exceeding cost of enforcement anytime
after first violation.

B. Ability of ICANN to impose as sanction for violations of particular RAA
provisions curative measures going beyond standard RAA requirements. For example, a
registrar found to have breached obligations regarding responsiveness to reports of false Whois
data could be required to validate registrant contact data at the time of registration or to
implement an enhanced tracking system for Whois complaints.
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RAA Proposal received from Danny Younger:

Topics:

1. Privity of Contract and Third Party Beneficiaries
e The clear trend in common law jurisdictions to permit third parties to
enforce contracts made for their benefit calls for a re-visitation of
the “No Third Party Beneficiaries” clause.
2. Direct Transfer Clauses
e Prohibition on registrar use of “direct transfer clauses” or their
equivalents in registrar Terms of Service agreements; these
clauses have the effect of forcing a registrant to transfer a
registration to either the registrar or to a registrar-associated third-
party for auction purposes instead of allowing the registration to
expire and to be returned to the pool of available hames.
3. Warehousing of or speculation in domain names by registrars
e Prohibition on all such activities
4. Penalties for failure to renew
e The RegisterFly debacle demonstrated that registrars can pocket
registrant funds without putting through the paid-for renewals.
Such egregious actions must be punished severely.
5. Penalties for Unauthorized Change to Registration Record
¢ An ample number of complaints emerged in the wake of the
RegisterFly meltdown to the effect that a registrar could unilaterally
change administrative and other contact details for a domain
without either authorization from or notice to the registrant (in effect,
an unauthorized transfer).
6. Penalties for violations of Consensus Policies
e Registrars must be fined substantially for consensus policy
violations
7. WDPRS
e Require registrars to cancel a registration if inaccurate or unreliable
WHOIS information is not corrected
8. Appeals & the Termination of Agreement by ICANN clause
e Clause 5.3.2.1 is at the mercy of lengthy appeals processes which
place the registrant community at risk while legal dramas unfold —
intermediate measures are required.
9. Abuse Contact
e Registrars must be required to prominently post their abuse desk
contact information
10. Time-of-Registration Identity Verification
e Registrars are to be required to avail themselves of commercially
available identity verification systems that will provide for time-of-
registration validations
11.Uniform Expiry Period
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e Grace periods after expiry range from zero to 45 days — the lack of
term uniformity promotes unnecessary registrant confusion — just
as the UDRP is “uniform”, so too should expiry provisions be
uniform.

12.Penalties for Front-Running

e Registrars are prohibited from engaging in front-running; penalties.

13.Penalties for failure to timely provide Authinfo codes

e Provisions exist requiring registrars to release this code to a name
holder upon request; however, procedures for doing this vary
across registrars — an element of uniformity is required with
penalties for registrar failure to abide in a timely fashion.

14.Registrar Officer or Director Malfeasance

e Registrar to be required to publicly list the names of its officers and
directors

15.Leasing Registrar Accreditations

e Some registrars have inappropriately lent their access to registries
to third-party proxies; penalties for such actions are advised.

16.Families of registrars

« Shell corporations created primarily to game the aftermarket are to
be prohibited

17.Reseller Registration
e ICANN to be provided with contact data for all reseller
(subcontractor) entities
18.Penalties for Registrar Cybersquatting
e Termination of accreditation
19.Penalties for failure to properly implement UDRP transfer decisions
¢ Sliding scale leading up to termination.
20.Registrar Code of Conduct

e A decade with no code of conduct — it's time to have Staff establish
such a Code and require registrar compliance

21.Redemption Grace Period Services

e Registrars should be required to offer this service.

22.Breach by Reseller

e Mere notification that Registrar has the right to terminate the
reseller agreement is an insufficient response to a circumstance of
breach. Stronger requirements must be established.

23.Assignment; Change of Ownership or Management.

« All data requested on the original accreditation application must be
re-submitted.

24.Conspicuous Notice

e ‘“display a conspicuous notice to such customers at the time an
election is made to utilize such privacy or proxy service that their
data is not being escrowed.” -- eliminate this clause

25.Three Times is an excessive threshold
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e 2.1 “or (ii) Registrar shall have been repeatedly and willfully in
fundamental and material breach of its obligations at least three (3)
times within any twelve (12) month period.”

26.Sanction Dollar amounts too low

e “Registrar shall be liable for sanctions of up to five (5) times
ICANN's enforcement costs, but otherwise in no event shall either
party be liable for special, indirect, incidental, punitive, exemplary,
or consequential damages for any violation of this Agreement.” This
language should be replaced by that which we had in the registry
agreements: “Sanctions of up to US$10,000 for each violation may
be assessed for each minor violation found and sanctions of up to
US$100,000 for each violation may be assessed for each major
violation found.”
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Staff Notes

Registrar Accreditation Agreement
Additional Amendments

14 October 2009

Status of the Document

Notes to the ICANN community prepared by ICANN Staff.

Summary

This document identifies considerations arising from the GNSO Cauncilw S & 2 f dzii /
September 2009resolvinghat additional work on furtheemendments to the Registrar
Accreditation Agreement (RAA) be conducted, and to identify those on which further acti
may be desirable Theadditional work is intended tbuild on he 2009 RAA as approved by
ICANN Board at its 21 May 2009 meetifigis documenR A & Odza 4S&a L/ ! bb Q
activities related to the RAA, and identifigigecific subjects tbe considered as the ICANN
community begins to discuss possible additicaraendments to the RAA.
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Introduction

The purpose of this document is to pide suggestions to be considered by the Council in i
efforts to identify additional changes to the RAA. As a party to the RAA, ICANN is respo
for enforcing its terms. This document is intended as guidance to assist the ICANN comr
in understanling issues that have been the subjecRAArelated complaints to ICANN, and
provides suggestions for amendments that comighrove agreement clarity anenhance
complianceactivities

An ICANNcrossfunctional team produced the attached list of possiRAA amendment topic
for consideration by the GNSO Working Group. The list is divided into two categories. C
One describes recommended RAA amendments to address Internet comrBNfigonaerns
that have been forwarded to ICANN. These includgstrar cybersquatting, malicious condt
involving the DNS, privacy/proxy services and resellers, and additional information on re:
and their affiliates.

Category Two describg®ssibleRAA amendments tonproveagreementclarity and promote
registar compliance with existing RAA obligations, includiregsubjects ofhandlingWWHOIS
inaccuracy claimgacilitation ofexaminationregistrar records by ICANBbnditions for
termination of the RAA by ICAN#Efining the time in which a registered narhelder must
disclosethe licensee identity to avoid liabilitypanner of establishment of new and revised
specifications and policies a restructured GNS@suranceequirements arbitrationdetails
andstreamlining registry accreditation

Within the categories, eacpossibleRAA Amendment is explored through a thi&tep process
a description of théssue a concis@roposal omrecommendation, and a review of potential
options available to the GNSO Working Group.

Background

In March 2009, the GNSCouncil approved a set of amendments to the Ri&reloped by
ICANN stafénd Registras, taking into account substantial input from tbemmunity. On 21
al®@ HnndpZ L/ !'bbQa .2FNR 2F S5ANBOG2NA | LJ
implement theamendments.

Sincethe May 2009 approval by the ICANN BoalGANN staff has been working to impleme
the 2009 RAAAs a result of incentives and registrar/ICANN cooperation, registrars
representing over 87.3% of all gTLD registrations have signedjoested the 2009 RAA as ¢
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10 October 2009 AllICANN accredited registrars will operate under the 2009 RAA within
years.

Using tools provided in the adopted amendmenGANN will continue to explore ways to
identify registrar noncompliance earliake action swiftlyto identify and cure breaches and,
indicated,terminate agreements withithose registrars thaviolate the agreement

In developing the implementation details for the launch of the New gTLD Program, ICAN
produced a number of suggested revisions to the Base Registry Agreement tisahdae in
natureto the recent amendments to the RAA. Likewibés document imports some of the
concepts and community discussions that have occucatterninghe new grLD program ar
suggests similgpossible improvements to the RAA. Many of the principles identified in th
new gTLD program, such as those addressing malicious conduct, cybersquatting, and et
verification, are equally applicable to the RAA.

Thec G NI Olidzl f FNIYS@g2N)] GKIG I2GSNya L/ !¢
improved by the 2009 RAA amendments. The ICANN community has achieved measura
success in registrant protections, and the GNSO has resolved to continue to improve ant
innovate in the area of registrant protections and the RAA. The potential RAA amendme
presented in this documerdre intended tosS Yy K I y OS | ly/R! INBS @Rty id hkdait
compliance with thecontract.
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Category 1: Potential New RAA ObligatiorssAddress Internet
Community Concerns about the DNS

1.1. Prohibition of Registrar Cybersquatting

Statement of Problem:

ICANN has received complaints about registrars who are allegedly engaged in cybersqu
either directly or through affiliates. THRAA does not explicitly identify cybersquatting as a
basis for terminating the RAA. In many countries, including the United States, laws exist
address cybersquatting, spamming, and other malicious activity that can result in harm tc
Internet users, tademark holders and others.

Recommendation:
Incorporate terms in the RAA that explicitly prohibit cybersquatting.
Implementation Options:

1. Amend the RAA to specifically prohibit registrars and their affiliates from engaging in
cybersquatting, incluihig an evidentiary standard to determine breach of the prohibitior
against cybersquatting (e,gvidence of bad faith intent to profit from infringing domain:
knowingly take actions inconsistent with the UDRP, or a final court order, preliminary
injunction, or arbitration decision based on a specific violation(s) of applicable natione
or governmental regulations relating to cybersquatting).

2./ dZNNByGftexs GKS GAaz2fl A2y 2F w!! {SO0GA?2
NB 3 dzf | (0 A 2 frdiis a boedch NBEARAA.GUNder section 5.3.4 a registrar has f
working days after ICANN gives notice of a breach to cure. A violation of RAA Sectic
is the type of offense that should result in immediate termination of the RAA. Therefc
insert in RAA Section 5.3.2 the right to immediately terminate the RAA when a registr
violates RAA Section 3.7.2 or the prohibition against cybersquatting.

3. Adopt a Registrar Code of Conduct (RAA, Section 3.7.1) that incorporates provisions
achievesimilar results.

4. Amend the RAA to require a registrar to provide to ICANN a list of pending litigation, !
proceedings and arbitrations alleging cybersquatting or other domain registregiated
complaints in cases where the registrar or its affdsts the registered name holder) witr
sixty days after registrar receives notice of the complaint.
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1.2. Malicious Conduct Involving the DNS

Statement of Problem:

The Internet communityrequently voices concern to ICANINout malicious conduct anth
particular, the extent to which these attacks take advantage of domain registration and n
resolution services. Consumers, law enforcement, representatives from government anc
others are asking ICANN, its registries and registrars to monitor theasiaggelevels of
malicious conduct and, when appropriate, take reasonable steps to detect, block and mit
such conduct. ICANN and its registrars are often viewed by the public as the key to succ
NBaz2ft gay3a YIfAOA2dza O dattRaliz€ationshpOnitidrégStrags and
NEIAZGNI NEQ RANBOG OdzaG2YSNI NBfl GA2yaKA
be difficult to define precise rules to govern what actions all registrars should have to tak
response to evergomplaint about malicious conduct involving use of a domain name, but
first stepregistrars could beequired to be responsible for investigating and reporting back
its handling of credible reports about malicious conduct.

Recommendation:

Incomorate a provision in the RAA establishing a duty of registrars to investigate and rep
back to ICANN on what actions the registrar has taken in response to reports received fr
credible thirdparty demonstrating illegal malicious conduct involvingndan names.

Implementation Options:

1. Insert language in the RAA requiring registrars to investigate wathiime certain any
report demonstrating harm from illegal malicious use of a domain received by registre
from ICANN or other credible sourceshlas law enforcement agencies, security
professionals, trademark owners, attorneys or consumer protection agencies.

2. An automatic email response by registrars would not be considered sufficient investic
and response.The registrarshouldstate how 1 has responded or will respond to the
inquiry, or in the alternative, why it believes a response is not required.

3. Adopt a Registrar Code of Conduct (RAA, Section 3.7.1) that incorporates provisions
achieve similar results.

4. Registrars to pvide and naintain complete and accurate contact information for a poir
contact for contractual compliance matters.
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5. Registrars to pvide and naintain complete and accurate contact information for a
point of contact for malicious conduct, including allegations of fraud and domain name
abuse (as recommended by SSAC 38

<http://www. icann.org/committees/security/sac038. pelf.
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1.3. Privacy/Proxy Services and Resellers

Statement of Problem:

1.3.1 RAA Section 3.4.1 does not require a registrar to escrow privacy or proxy registrati
data. For example, a registrar can display a conspicuous notice to its customers advisin
that in the event the customer/registered name holder chooses to usevacy or proxy
service when registering a domain nantiegt the registrar will not escrow their data. Likewi
under RAA Section 3.12.4, a reseller can also voluntarily choose not to escrow privacy o
registration data by providing a conspicuaustice to its customers at the time the customel
elects to utilize a privacy or proxy service. Failure to escrow privacy or proxy registtata
can result in harm to the users of privacy and proxy services

1.3.2.RAA section 3.7.7.3 requires tH#&tny Registered Name Holder that intends to licens:
use of a domain name to a third party is nonetheless the Registered Name Holder of rec
is responsible for providing its own full contact information and for providing and updating
accurate technial and administrative contact information adequate to facilitate timely
resolution of any problems that arise in connection with the Registered Name. A Registe
Name Holder licensing use of a Registered Name according to this provision shall aciyp
for harm caused by wrongful use of the Registered Name, unless it promptly discloses tr
current contact information provided by the licensee and the identity of the licensee to a |
providing the Registered Name Holder reasonable evidence afrediie harm."” These
provisions are intended to ensure that the contact data listed in a Registrar's Whois outp!
"adequate to facilitate timely resolution of any problems that arise in connection with the
Registered Name." ICANN has received numeroogtaints regarding difficulties with the
"timely resolution of any problems" in cases where the registrant of record has licensed t
of the domain to a third party (i.ewhere the registrant is a "proxy" that has licensed the us
the name to thecustomer of the proxy service). In order to further the goal of facilitating ti
resolution of problems that arise in connection with domain registrations, the RAA could
amended to try to avoid casevhere a proxy registrant might hinder the resotutiof problem
by failing to diligently respond to reported problems or forward such reports to the registr
licensee, or both.

Recommendation:
1.3.1.Insert provisions in the RAA that require a registrar and its resellers to escrow prive

proxy registration data, and at a minimum, disclose the points of contagirfeacy or proxy
service providers and description of the privacy or proxy services offered to their custom:
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1.3.2.Insert in RAA Section 3.7.7.3 provisions that require pyiva proxy services to forwarc
allegations of malicious conduct, cybersquatting, and other illegal activities to privacy or |
service customers.

Implementation Options:

1.3.1.1.Develop and implemerthe programin RAA Section 3.12.4 of the R&ixing ICANN th
abilityi 2 SadlofA&dK 2NJ aYF1S @At ofS | LINZ
LINA @1 O& 2NJ LINPE& NBIAAGNI GAZ2Y RIEGIE & /
for registrars.

1.3.1.2.Require registrars oan annual basis to provide a list of privacy or proxy registratic
services, including points of contdor privacy or proxy service providesiad a description of
the services provided or made available by a registrar to its customers. This inforcation
be provided either directly to ICANN or published by a registrar on its web site. This
requirement would assist ICANN in determining compliance with RAA Section 3.4.1 relat
escrow of Whois information.

1.3.2.1.Require privacy/proxy registratn services to forward correspondence to its custon
related to specific disputes or alleged disputes involving the domain name.

1.3.2.2.Require privacy/proxy registration services to provide to ICANN, upon its request
GLRAY G 27T 02y yorpraxy registalidn beyiees affidd@i n@de available tc
registrar's customers that are responsible for investigating and responding to malicious ¢
complaints.

1.3.2.3.Develop contract language and/or advisories that clarify the languag@afSection
0PT dPT Pox AYyOfdzRAYI GKS RSFAYAUGAZY 2F GN
registrars and nostontracted parties.

1.3.2.4.The GNSO could discuss what forms of illegal malicious conduct and what stand
evidence should rult in a requirement to reveal the contact information of customers of
privacy or proxy services, consistent with procedures designed to respect any applicable
protections for privacy and freedom of expression.
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1.4 Additional Information on Registrarand their Affiliates

Statement of the Problem:

¢tKS NBOSyilife IR2LIWSR uwnndgd w!! AyOfdzRSa
affiliates, resellers and proxy services. These include the following new terms: (a) RAA
3.11, that allovg ICANNunder certain conditions) 2 G SNXYA Yl S | NB3IA
event that one of its affiliates is in breach of its obligations to ICANN, and (b) RAA Sectic
that includes specific requirements for the reseller agreement and dégéstration agreement:
with the registrant, such as specific requirements related to consensus poloiegliance
with these new provisiong/ould be facilitated by receipt @idditional information from
registrars regarding their ownership, their affiea involved in domain name related service
their resellers, and the proxy services they provide or make available.

In addition, the law enforcement and the security community has been requesting ICANM
conductadditionalinquiry on registrars, reellers, and proxy/privacy service providers that r
be facilitating, enabling or are actively complicit in allowing malicious conduct to oEour.
new gTLDS, ICANN has proposed a modehdfground checks andvestigation ofapplicant
registly operabrsthat includes a vetting and verification processis reasonable thatugh
solutions may bepplied toregistrarsalsa

Recommendation:

Additional Information regarding registrars, their affiliates and resellers will facilitate the
identificationof any actors that might be actively complicit in allowing malicious conduct ti
occur.

Implementation Options:

1. Insert a new section in the RAA requiring registrars to submit, on an annual basis, ad
information to ICANN, for use in vetting and #gng the identity of the registrar and its
affiliates. Such categories of information could inctuatiditional details on the registrar
officers and directors (e.g., names, postal addresses and contact informatangs,
postal addresses and comtainformation of affiliated entities that engage in domain
related services; the identity and ownership of registrar's parent corporations, if applic
names, postal addresses and contact information for significant resellers (e.g. reselle
registerirg more than 50,000 or 5% of its domain names under management); and na
postal addresses and contact information for any privacy/proxy services offered or mi
available by registrar or its affiliates.
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2. Inthe event that ICANN receives information that a registrar, its affiliates, parent
entity, officers or directors, resellers, privacy or proxy services are alleged to have
engaged in illegal, fralulent or malicious conduct, the registrar would agree to
cooperate with ICANN in its investigation.

3. Include a new RAA Section 3.12.7 requiring resellers to provide and maintain complete
and accurate contact information for a point of contact for malisi@onduct, including
allegations of fraud and domain name abuse (e.g., recommended by SSAC 38).
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Category 2: Amendments to RAA mprove AgreementClarityand Promote
Registrar Compliance with Existing RAA Obligations

2.1. WHOIS Inaccuracy Claims
Statement of Problem:

Current RAA Section 3.7.8 provides, that "Registrar shall, upon notification by any person of
an inaccuracy in the contact information associated with a Registered Name sponsored by
Registrar, take reasonable steps to investigate thainobd inaccuracy. In the event

Registrar learns of inaccurate contact information associated with a Registered Name it
sponsors, it shall take reasonable steps to correct that inaccuracy."
<http://www.icann.org/en/registrars/raagreement21may09en.htm#37.8>

ICANN has issued advisories that attempt to explain and clarify this requirement to
registrars fttp://www.icann.org/en/announcements/advisor@3apr03.htn», and
<http://www.icann.org/en/announcements/advisort Omay02.htn», but this continues to
be a problem area in terms ofarity, compliance and public perception.

ICANN continues to receive many qaaints about inaccuratand incompleté/Vhois data.

The current RAA requires registrars to take "reasonable steps" to verify or correct Whois
data in response to reported inaccuracies, but the RAA does not include a clear definition of
the minimal requirel actions that registrars are expected to take.

Recommendation:

LYO2NILIR2NFIGS FRRAGAZ2YLFE GSNX&a Ay w! ! NBIdzANAyYy 3
Registered Name Holder WHOIS data when inaccuracies are detected.

Implementation Options:

1. Clarify the existing registrar obligation to take reasonable steps to verify or correct
Whois data in response to reported inaccuracies. At a minimum, "reasonable steps”
to investigate a reported inaccuracy should include promptly transmitting to the
registrant the "inquiries" concerning the accuracy of the data that are suggested by
RAA Subsection 3.7.7.2. The inquiries should be conducted by any commercially
practicable means available to the registrar: by telephonmagl, or postal mail. A
registrarshould also report to ICANN what action, if any, was taken in response to
the reported inaccuracy. If the registrant has materially breached the registration
agreement (by either failing to respond to registrar's
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inquiries or bywilfully providing inacurate information), then the registrar should
either suspend or delete the domain registration.

2. Adopt a Registrar Code of Conduct (RAA, Section 3.7.1) that incorporates provisions to
achieve similar results.
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2.2. Examination by ICANN of Registered Name Holder Registration Data

Statement of Problem:

RAA Section 3.4.3 requires a registrar to make recordsahl@for inspection and copying by
L/ !'bb dzZLl2y NBlF az2ytrofsS y20A0Se ¢KS 20SN
processes will be enhanced by giving ICANN the option to request that registrar records
transmitted to ICANN via postal maifurier, fax or email instead of simply being "made
available" at the registrar's business office.

Recommendation:

Incorporate an additional requirement in RAA Section 3.4.3 requiring registrars to produc
send copies of records directly to ICANN whequested.

Implementation Options:

' YSYR GKS fFy3dza3S 2F w!! {SOGA2Yy odndo
for three years thereafter, Registrar shall make these records available for inspection anc
copying by ICANNY if requested ly ICANN shall transmit to ICANN either electronically or
mail a copy any such records relating to a particular compliance investigation.
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2.3. Termination of RAA by ICANN

Statement of Problem:

2.3.1In recent months, ICANN observed two registrar®wappeared to abandon their
businesses. ICANN was successful in finding other RAA violations that allowed ICANN t
terminate the registrars in those casand transfer the data to a successengistrar. If,
however, other grounds for termination were nptesent, ICANN would not have been able
take immediate action to protect registrants. When a registrar effectively abandons its
0dzaAySaazr NBIAAGNIYGEAQ R2YFAY VyYIEYS NAX3IK
and ICANN should have the rightimmediately terminate the RAA.

2.3.2Certain registrars engage in repeated and willful business conduct that rises to the |
I aFdzy RFYSydtrf IyR YFOGSNRFE oNBIFOKE 27
registrar relies on its gt to cure repeated breaches within fifteen working days after ICAI
IAPSa GKS NBIAAGNI NI y26A0S 2F I oNBI OKo®
G2 Odz2NBé¢ LINRPOGAAAZ2Y A AY (GKS w! ! KF NY nhdg 3
jdzSaidiA2yl6fS o0dzaAaySaa O2yRdzOiG FyR SFTFFSO
them under the RAA by ICANN.

Recommendation:

LYO2NL1B2N}FGS (62 LINRPOGAAAZYEA AYy w! !l {SO0A
terminate the RAA when a Registrar either: (1) abandons or ceases to conduct business ¢
registrar; or (2) repeatedly and willfully has been in fundamental and material breach of i
obligations at least three times within any twelve month period.

Implementation Optians:

2.3.1Amend the language of RAA Section 5.3.7 to allow ICANN to immediately terminate
registrar's accreditation when it abandons its business as a registrar.

232LYyaSNI | ySg w!! {SOGA2Yy pdody | & bekrdid
fundamental and material breach of its obligations at least three times within any twelve
Y2YOGK LISNRAZ2R®E
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2.4. Business Dealings with Registered Name Holders

Statement of Problem

A Registered Name Holder licensing use of a Registered Naetatability for harm causec
by wrongful use of the Registered Name, unless it promptly discloses the current identity
contact information of the licensee to a party providing the Registered Name Holder reas
evidence of actionable harm. TheN& G LINR YLJit 8¢ Kl a o06SSy A»
period of time in which a Registered Name Holder has to disclose identity and contact
information of the licensee should be clearly established in the RAA and accordingly in tf
registration agreement

Recommendation:

Incorporate in RAA Section 3.7.7.3 a provision that clarifies the period of time in which a
Registered Name Holder must disclose the current identity and contact information of a
licensee when a Registered Name Holder does not interatcept liability for harm caused
the wrongful use of a Registered Name.

Implementation Options:

' YSYR GKS fFy3dzZ3S Ay w!! {SOGA2Y o0dT dT
use of a Registered Name accepts liability for harm caugedbngful use of the Registered
Name, unless it promptlgi.e. within five business daydjscloses the current contact
information provided by the licensee and the identity of the licensee to a party providing 1
Registered Name Holder reasonableevidgd 2 F | QG A2y 6t S KI N)c
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2.5. Manner of Establishment of New and Revised Specifications and Policis

Statement of Problem:

The GNSO Council recently changed the voting requirements necessary to support the
establishment of Consensus Policies withinNBA Since the current language of the RAA
refers to a voting structure that is no longer applicable, the RAA should be updated to be
consistent with the bicameral house structure indentified in the Bylaws.

Recommendation:

Amend RAA Section 4.3.1 (b)darify that the demonstration of consensus requires a GNS
Council Supermajority vote instead of a ttords vote of the Council.

Implementation Options:
Amend the language in RAA Section 4.3.1 (b) as follows:
G660 I NBO2YYSyRJdugringloyity votk deteriniiied iR acooddance with the

ICANN Bylawsf the Council of the ICANN Supporting Organization to which the matter is
RSt SAFGISRE KIG GKS aLISOATAOFGAZY 2NJ LR
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2.6. Insurance

Statement of Problem:

RAASection 3.10 requires a registrar to maintain Commercial General Liability (CGL) ins
02 O20SNIJtALFOATfAGASAE FNRAAAY3I FNBY NB3IAA
Statement of Registrar Accreditation Policy (SRAP)
<http://www.icann.org/en/registrars/policy statement.html® i | ¢ Sa G KI & L/
purpose in requiring a registrar to maintain insurance is to provide domame holders
reasonable compensation for losses caused by the registrar's wrongful covered acts. Ac
to various insurers' available information, a CGL policy includes three basic areas of covt
bodily injury; property damage, personal and advertising injury; and medical payments
coverage. The language of Section I11.A.3 of the SRAP seems to indicatefisgional
liability type-coverage might be an appropriate form of coverage for a registrar to maintai

Recommendation:
Revise the insurance coverage a registrar is required to maintain.
Implementation Options:

Amend RAA Section 3.10 to allow sggars to maintain appropriate (TBD) insurance covere
to protect domairname holders against losses caused by the applicant's wrongful covere
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2.7. Arbitration

Statement of Problem:

RAA Section 5.6 requires three arbitrators. The processléotdiree arbitrators is time
consuming and expensive for all parties. The partiag bebetter served by the selection or
appointment of one arbitrator.

[ dNNByifezr G4KS w!! AyOfdzRSa G(GKS F2ff 2464

terminated n circumstances described in Subsections 5.3.8.6 above only upon fifteen (1!
days written notice to Registrar (in the case of Subsection 5.3.4 occurring after Registrar
failure to cure), with Registrar being given an opportunity during that timmitiate arbitratior
dzy RSNJ {dzo SOl A2y pdc (2 RSGSN¥YAYS (KS |

ow! s {SOUGA2Y pdo0OT YR 6HUO aLy GKS S@S
appropriateness of termination of this Agreementby ! bb 2 NJ & dza LISy & A 7
to create new Registered Names or initiate inbound transfers of Registered Names unde
Section 2.1 above, Registrar may at the same time request that the arbitration panel stay
termination or suspensionuntil KS I NBAGNI GA2y RSOA&AZ2Y A

provisions have the effect of staying the termination until the arbitration panel has grante
ICANN request for specific performance and Registrar has failed to comply with such ruli

Recommendation:
Amend the RAA to reduce the number of arbitrators from three to one.

Amend the RAA to clarify that even if a registrar initiates arbitration challenging terminati
its RAA, no stay of termination shall be available if ICANN detedming KS NB 3 A & (
harming registered name holders.

Amend the RAA to allow ICANN to terminate or suspend a registrar's accreditation if a st
not been ordered withirten business days after the filing of the arbitration.

Implementation Ogions:

1. LYaSNI GKS F2ftft2¢gAy3a €t y3da 3S Ay w! ! {
the parties from a list of AAA arbitrators, or if the parties cannot agree within fifteen
calendar days of the AAA request that the parties designate atraidr, the AAA shall
OK224a4S FTYR ILILRAYOG Yy FNDAGNI 02NE LI @A
to the domain name system.
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2. Add limiting language tthe RAA making clear that a stay pending arbitration shall not
0S T OLFLAfLF0tS AF L/!bb RSGSNNYAYySazI Ay Ala az2f
harming registrants.

3. Add limiting language stating that unless the arbitrator grants a stay widmiasiness
RIFréa 2F GKS FTAfAy3d 2F (GKS FNDPAGNIXGA2YX L/ !bb
accreditation.
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2.8. Administration of Contracts

Statement of Problem:

Current practice requires registrars to sign and deliver multiple appendices with ICANN f
TLD that it intends to carry, as well as an appendix containing thestef the trademark
license for the ICANN logo. With over 800+ registrars and potentially hundreds or thous:
new registries in the future, requiring each registrar to sign a separate appendix for the ri
sell new gTLDs creates unnecessary papek and introduces delays in the process. The
administrative costs of managing and storing these documents can be avoided if this pro
streamlined.

Recommendation:
Revise the RAA to streamline the procedure for adding accreditation in adaifi/Ds.
Implementation Options:

1. The trademark related license terms could be incorporated as a separate section witt
body of the RAA, eliminating the need for a separate appendix.

2. The ability to add new gTLDs can be managed more efficigRdsher than require the
execution of individual appendices for each new gTLD, ICANN can create an electror
process that allows Registrars in good standing (i.e., not subject to an outstanding br:
notice) to request the right to carry additional gTLBES] ICANN will electronically submi
the names to the registries of those registrars authorized by ICANN to carry their TLC
additional terms and conditions necessary for the TLD can be incorporated into the te
the RegistryRegistrar Agreement.
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2.9.Privacy and Security of Reqgistrant Account Records

Statement of Problem:

The unauthorized access to registrant account data maintained by registrars has resulte«
malicious activity such asauthorizedchanges to DNS recordad redirection of traffic to a
domain When unauthorized access or a breach of privacy of registrant data has been
discovered, a registrar currently has no obligation to notify ICANN and the affected regist
The RAA should be amended to require timetdyification to ICANN and the affected
registrants in these circumstances.

Recommendation:

Amend the RAA to require a registrargmmptly notify: (1) ICANN of any security breaches
affecting the registrar or any part of its systems; and (2) affectgistrants when there is
reasonable evidence of unauthorized access to their accounts.

Implementation Options:

Insert language in the RAA definingexcurity breach & & (0 KS dzy I dzi K2 NRA 1
disclosure ofegistrant account daiga ®

Insert languag in the RAA requiring a registrar to promptly disclasdCANN and affected
NEIAAGNIyGas ye aSOdaNAGe oNBIFOK 2F NB3
systems after the discovery or notification of a security breach.

Insert language ithe RAA definingromptly disclos® @ G KS NBIA &G NI NJ |
Y2aild SELSRASYG GAYSTNI YS LI & & Actoh(S) takey B a ¢
registrar should be consistent with the legitimate needs of law enforcement, as applicabl
any other measures a registrar determines are necessary to define the scope of the bree
restore the reasonable integrity of the data system.
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Annex G

Communications Received Regarding the Law Enforcement

RAA Proposals
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_LAW ENFORCEMENT DUE
DILIGENCE RECOMMENLIINS
FOR ICANNSEOUL

Summary of due diligence recommendations for ICANN to adopt in accrediting registrars and registries
proposed amendments to the RAAymported by international law diorcement.
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Introduction: Below is a summary of due diligence recommendations for ICANN to adopt in accre
registrars and registries amtoposedamendments to the Bgistrar Accreditation AgreementAR),
supported by the following internationahl enforcement agencies:

Australian Federal Police;
Department of Justice (US);

Federal Bureau of Investigation (US);
New Zealand Police

Royal Canadian Mounted Police;
SeriousOrganisedCrime Agency (UK)

= =4 =8 =4 -4 -4

The recommendations are considered to beu@ed in order to aid the prevention and disruption o
efforts to exploit domain registration procedures by Criminal Groups for criminal purposes. The
proposed amendments take account of existing EU,C#dadiarand Australian legislation and thos
courtries commitment to preservintheA Y RA @A RdzZ f Qa NA3IKGa G2 LIND

1) Due Diligence

a. ICANN should perform due diligence investigations on all Registrars and Registries u
accreditation and periodically thereafter;

b. The RAA should requifRegistrargo collectaccurate anccompletedata ofall Registrants
upon domain name registration and periodically thereafiarwhichthe Registramwill
validate toensure sucliRegistrant data isccurate and complete

2) WHOIS

In accordance with thé / | b20608 dPA ffirmation of Responsibilitiesnd the 2009 Affirmation ¢
Commitmentsall gTLD domain name WHOIS information must be accurate, detailed and publ
Although LE doesot supportthe use of proxy/privacy registrationthe LE agenciegge CANNo
exerdse the following on proxy/privacy registratians

a. Theproxy/privacyregistrant is a private individual using the domain name for-non
commercial purposegnly, and ;

b. The proxyprivacyregistration service has been accredited by ICANN using the same du
diligenceprocessas a RegistrédRegistry and

c. Information from the WHOIS database can be provided to law enforcement authoritie
when the information will assist in the prevention, detection, investigation prosecution ¢
punishment of criminal offencesr breaches of laws imposing penalties, or when authoris
or required by law.

3) Transparency anédccountability
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a. ICANN should requirdlalomain name reellers andall third party beneficiarie$o
be held to the same terms and conditioasd due diligenceequirementsas
Registrarsaind Registries;

b.ICANN should requirdlaegistrars, registries, proxy services, resellers and all third
party beneficiarie®f any contracts, policies of ICANNpublicly display
ownership, parent companies, subsidiaries and business associations

Conclusion: The international law enforcement community views the aboeferenced
recommendations as vital in preventing crimagolving the DNS. The law enforcement
community has consulted with the Registrar and Registry community in preparing this
document. It is imperative that law enforcement and ICANN work together to ensure a
safe and secure Internet.

Final Drafting Team Report on Improvements to the RAA
Page 132 of 179



Final Drafting Team Report on Improvements to the RAA Date: 18 October 2010

Law Enforcement Recommended RAA Amendments and ICANN Due Diligenc
Detailed Version

Introduction: Below are 1) suggested amendments to the RAAd; 2) due diligence
recommendations for ICANN to adopt in accrediting registrars and registries. Both
are supported bythe following international law enforcement agencies:

Australian Federal Police
Depatment of Justice (US)

Federal Bureau of Investigation (JS)
New Zealand Police;

Royal Canadian Mounted Police
SeriousOrganisedCrime Agency (UK)

= =4 -8 48 -8 9

The amendments are considered to be required in order to aid the prevention and
disruption of effortsto exploitdomain registratiorprocedures by Criminal Groups
for criminal purpose. The proposed amendments take account of existing EJ, US
Canadiarand Australian legislation artlose countriecommitment to preserving
AYRA@GARdzI f Q& Thede Arkeadinenis 2voulmiiNdtaidl kh€se protections
whilst facilitating effectre investigation of Internet related crime.

|. Proposed Amendments tthe RAA(May 21, 2009 version)

1) The RAA should not explicitly condooeencouragehe use of Proxy Rystrations
or Privacy Services, as it appears in paragraphs 3afhd 3.12.4This goes directly
against the dint Project Agreement (JPAJANN signed witthe United States
Department of CommercB Y { SLIISYOSNJ Hp X HANECANMKAOK &LJS:
shall continue to enforce existing (Whois) pdiey A ®S o> (G2aGlftte 2Ly |
WHOISand the September 30, 2009, Affirmation of Commitments, paragraph 9.3.1
g KA OK IEBANN implamerit measures to maintain timely, unrestricted and
public access to aarate and complete WHOIS information, including registrant,
technical, billing, and administrative contact information [  aGf @3 LINRPE& | yR
registrations contraventhe 2007 GAC Principles on WHOIS

If there are proxy and/or privacy domain namegistrations, the following is
recommended concerning their use:
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a. Registrarareto accept proxjprivacyregistratiors only from ICANN
accredited Proxy Registration Servi¢és

b. Registrants using privacy/proxy registration services will have authentic
WHOIS information immediatepublisked by the Registrar when registrant is
found to be violating terms of servicmcluding but not limited to the use of
false datafraudulent use, spammingnd/or criminal activity.

2) ToRAA paragrapb.3.2.1, languagshouldd S I RRSR (2 GKS ST¥FFSO0 a:
and/or through gross negligence permit criminal activity in the registration of
domain names oprovision ofdomain naméNHOIS\ Y F 2 NY | G A 2 Y X €

3) All Accredited Registrars must subnaititCANNaccurate and verifiakl contact
details of their mairoperational and physicalffice location, including country,
phone number (with international prefix), street address, city, and region, to be
publicly disclosed in ICANN web directory. Address must also be posted clearly on
the Registrar's main website. Post Office boxes, incorporation addressesiroil
and maitforwarding locations will not be acceptable addition, Registrar must
submit URL and location of Port 43 WHOIS server.

4) Registrars must publicdisplayof the name of CEO, Presideand/or other
responsible officer(s).

5) Registrars with multiple accreditations must disclaesel publicly display on their
websiteparent ownership or corporate relationshipe, identify controlling
interests.

6) Registramust rotify ICANNmmediately of the following and concurrently update
Registrar website:

Fye yR Fff OKLllgcaiba (2  wS3IAAGNI NDa
changes tqresiding officefs);

bankruptcy filing;

change of ownership;

criminal convictions ;

legal/civil actions

~0oo0Tp

131CANN to implement accreditation system for Proxy Services using the same stringent checks and assurances
as provided in these points, to ensure that all proxy services used are traceable and can supply correct details of
registrant to relevant authorisie
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7) Registrar should be legantity within the country of operation, and shouftovide
ICANN with official certification of business registration or license.

8) Resellers must be held completely accountable to ALL provisions of the RAA.
Registrars must contraually obligate all its Resellers to comply and enforce all RAA
provisions. The Registrar will be held directly liable for any breach of the RAA a
Reseller commits in which the Registrar does not remediate immediately. All
Registrar resellers and thuplrty beneficiaries should be listed and reported to
ICANN who shall maintain accurate and updated records.

9) Registrars and all associated thjpdrty beneficiaries to Registrars are required to
collect and securely maintain the following déta

(i) Source IP address

(i) HTTP Request Headers

(a) From

(b) Accept

600 ! OOSLIWinm9yO2RAY 3
ORUO ! OOSLIim[ +y3dz 3S
6S0 ! aSN;m! ISy

(f) Referrer

(g) Authorization

6KO / KFINBST¢ 2

OAO0 LF¥Tmaz2zRAFTASRIT{AYyOS

(iii) Collect and store the following data from registrants:
(a) Fist Name:

(b) Last Name:

“Anti-Phi shing Working -Bhbeshi 6§GBESt iRnacti ces Recommenda:
October 2008
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600 9nYlIAf ! RRNBaay
ORO ' fUGSNYIFGS 9mYFAf |

P
¢
zZ
[9p)
QX
QX

(e) Company Name:

(f) Position:

(g) Address 1:

(h) Address 2:

(i) City:

() Country:

(k) State:

() Enter State:

(m) Zip:

(n) Phone Number:

(o) Additional Phone:

(p) Fax:

(q) Alternatve Contact First Name:
(r) Alternative Contact Last Name:
6av !'tUGSNYyFGAGS [ 2yal OG 9myYlFAfY

(t) Alternative Contact Phone:

(VRttSO0 RIGEF 2y it FTRRAGA2YIE FRRm2Yy

process.

(v) All financial transactions, indiing, but not limited to credit card, payment

information.
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10)Each registrar is required to validatee followingdataupon receiptfrom a
registrant™:

(1) Technical Data

(a) IP addresses used to register domain names.
omnYlFrAf ! RRNBaa

~

(i) Verify that regisNI G A 2 y S m(@dlare valid: RRNEB a a

(2) Billing Data

(a) Validatebilling databased on thgayment card industry (PCI standards) a

minimum, the latest version of the PCI Data Security Standard.(DSS)

(3) Contact Data

(a) Validate data is beinggrided by a humaby usingd 2 YS | y i Aforindzi 2 YI G A O

submission technology (such as dynamic imaging) to ensure registratiemnione

by humans.
O +FfARFGS OdNNByG +FRRNBAA 21 hL{daal G} I yR
for domain contactinformat 2y F YR NBIAAGNI yiQ&d Lt | RRNBEAZ

(4) Phone Numbers

“Anti-Phi shing Working -Bhbeshi 6§GBEst iRnacti ces Recommenda:
October 2008
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) Confirm that point of contact phone numbers are valid using an
automatedsystem.

(i) (ii) Cross validate the phone number area code with the provided
address andredit card billing address.

11)Registrar must prade abuse contact information, including the SSAC S38C 0
recommendations beloW:

1 Registrarsnustprominentlypublish abuse contact informatiaon their website
and WHOIS

1. The registrar identified in the sponsoring registrar field of a Whois
entry shoutl have an abuse contact listed prominently on its web
page. To assist theommunity in locating this page, registrars
should useuniform naming convention to facilitate (automated
and rapid) discovery of thjgage, i.e.,
http://www.<registar>.<TLD>/abusetnl.

2. Registrars should provide ICANN with their abuse contact
information andiICANN should publish this information at
http://www.internic.net/reqgist.html.

1 The information a registrar publishes for theuse point of contact should be
consistent with contact details currently proposed as an amendment to Section
3.16 ofthe RAA. Each contact method (telephone, email, postal address) should
reach anindividualat the Registrar who will bable topromptly ard
competentlyattend to an abuse claim; for example, no contsicbuld
intentionally reject postal or email submissions.

1 Registrars should provide complainants with a wielfined, auditable way to
track abuse complaints (e.g. a ticketing or similar tiaglsystem).

12) ICANN should require Registrars to have a Service Level Agreement for their Port 43
servers.

8|CANN SSAC SAC 038: Rgistrar Abuse Point of Contact, 25 February 2009
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Il. Proposed ICANN Due Diligence on current and new gTLD Reqistrars and Registries

a.

ICANN to conduanhanceddue diligence on all RegistrarschRegistries
(including but not limited to owners, officers, board of directors) ICANN
accredits, or has accredited, to include, but not limited to:

9 criminal checks;

1 credit checks;

1 financial history and solvency;

1 corporate/company structure and ownsgiip.

For example: Dunn and Bradstreet, LeXexis, Clear, Worl@heck, etc.

Such due diligence shall be documented by ICANYEtail in a written
report that can be provided upon request to appropriate auditors.

ICANN should provide complainanvith weltdefined and auditable way to
track complaints against Registrars and Registries.

i. ICANN should publish annual detailed reports of reported complaints.

ICANN should conduct WHOIS compliance audits , at least once a year, and
publish results o:

i. Port43
ii. WHOIS accuracy

Final Drafting Team Report on Improvements to the RAA

Page 139 of 179



Final Drafting Team Report on Improvements to the RAA Date: 18 October 2010

Governmental Advisory Committee @
Chairman e
ICANN

Mr. Peter Dengate Thrush
Chairman of the Board
ICANN
Paris, 12 April 2010

Re: LEA RAA Amendment/Due Diligence Proposals

Dear Peter,

As per the GAC Nairobi Communiqué, I am very pleased to forward statements of support for
the “Law Enforcement Due Diligence Recommendations for ICANN” proposals developed
by law enforcement agencies from Australia, Canada, New Zealand, the UK and the U.S. for
due diligence on accredited registrars and amendments to the Registrar Accreditation
Agreement (RAA) from the Interpol Working Party on IT Crime-Europe and the G8 Lyon-
Roma Group’s High Tech Crime Subgroup. As you will recall, the law enforcement
proposals were shared with the GAC, the ICANN Board and broader ICANN community,
including the RAA Working Group under the Generic Names Supporting Organization
(GNSQ), during the October 2009 ICANN meeting in Seoul, Korea.

Also attached are recommendations developed by the participants in the Council of Europe
(COE) Octopus Interface Conference, held March 23-25, 2010 as part of the COE Project on
Cybercrime. These recommendations include a specific reference the law enforcement
proposals noted above. It is notable that all three documents urge ICANN to implement the
law enforcement recommendations.

The GNSO Council Chair, Chuck Gomes, is copied on this letter to ensure that the attached
statements are circulated to the GNSO RAA Working Group. The GAC expects that these
proposals, and the attached statements of support, will be thoroughly examined and taken into
consideration by ICANN,

I anticipate that many GAC members will be joined by their law enforcement colleagues from
capitals at the Brussels meeting in June 2010, and have no doubt that those law enforcement
representatives present at the Brussels meeting will make themselves available to discuss their
proposals further and to answer any outstanding questions.

Yours sincerely

Chaiprian of the Governmental Advisory Committee,
Anfbassador of Latvia to France

Cc: Mr. Chuck Gomes, GNSO Council Chair

Attachments:

Interpol Working Party on IT Crime-Europe Statement

G8 Lyon-Roma Group High Tech Crime Subgroup Statement

Council of Europe Project on Cybercrime, “Messages from the Octopus Conference”

ICANN Governmental Advisory Committee; GAC Secretariat 1
1016, Electronics Niketan, 6 CGO Complex, Lodi Road, New Delhi, — 110 003, India
Telephone: +91 11 2430 1116. Fax: +91 1124363126  E-mail: gacsec@gac.icann.org
Website: http://www.gac.icann.org
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[

ICANN
Governmental Advisory Committee
Nairobi, 10 March 2010

GAC Communiqué — Nairobi
I. INTRODUCTION

The Governmental Advisory Committee (GAC) of the Internet Corporation for Assigned
Names and Numbers (ICANN) met in Nairobi, during March 6 - 10, 2010.

36 members and 3 observers participated in the meeting, whereas 2 members participated
remotely.

The Governmental Advisory Committee expresses utmost gratitude to the Communications
Commission of Kenya (CCK) and Kenya Network Information Centre (KENIC) for hosting
the meeting in Nairobi and thanks ICANN for supporting the GAC meeting.

II. IDN ccTLD

After discussions with ccNSO, the GAC adopted “GAC Interim Principles on IDN ccTLDs”
(Annex A) as a contribution to the ongoing policy development process.

III. New gTLDs

The GAC is grateful to receive updates on progress with the new gTLDs initiative,
in particular with regard to the root scaling studies being undertaken and the Special Trade
Mark Issues Review Team recommendations currently out for public consultation.

The GAC discussed a number of outstanding issues which it believes require resolution
before the gTLD program should be launched. The Chair of the GAC sent the GAC
comments on the Draft Applicant Guidebook v3 to the Chair of ICANN Board (Annex B)
and the GAC is looking forward to the ongoing dialogue.

The GAC reiterates “the need to explore track differentiation between categories” as
indicated in its Seoul communiqué. The Nairobi meeting has also revealed growing
awareness in the community of the importance of further exploring this approach. The GAC
therefore welcomes the proposal for the creation of a cross-community group to explore this
topic and to report on it at the latest one month before the Brussels meeting.

The GAC appreciates the exchange of views on these issues with the GNSO.

IV. Eol

The mandatory nature of the currently proposed Expression of Interest (EOI) model turns it
into a slot reservation step and not a mere data-gathering exercise as initially intended and
presented. Opening slot reservation and conferring certain rights to the participants against
payment of a fee would constitute a de facto launch of the new gTLD application process.
Should the Board intend to use an EOI mechanism as proposed, the GAC, after interaction

GAC Communiqué—Nairobi 1
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with the rest of the community, formally advises the Board to launch it only after the
overarching issues have been resolved and the Draft Applicant Guidebook (DAG) finalized.

In that context, the GAC questions the benefits of pursuing further a separate EOI process,
which could distract attention and resources from finalizing the new gTLD program. The
GAC believes that public forum comments on the EOI and face-to-face discussions in
Nairobi have helped identify ideas and concerns that can usefully inform the development of
DAG v4, on which the community should focus.

V. Morality and public order issues

The GAC continues to have concerns regarding the procedures outlined in DAG v3 for
objections on the basis of morality and public order. The GAC questions the appropriateness
of the phrase “morality and public order” and is unclear how the proposed mechanism would
work in practice. The GAC believes this item should not be listed on the “closed items” list
with respect to the new gTLD process and requests a more detailed briefing from the ICANN
staff on the anticipated practical implementation of the approach.

VI. Law enforcement Due Diligence Recommendations

The GAC received an update from law enforcement representatives on domain name abuse
and their proposals to mitigate the negative effects of such abuse on consumers, including
through further amendments to the Registrar Accreditation Agreement (RAA).

The GAC is aware that these proposals have been favorably reviewed by the high tech crime
experts in the G8 and Interpol and will forward their statements of support to the Board
separately. These law enforcement RAA amendment proposals will also be shared with the
GNSO RAA working group. The GAC expects that these proposals will be thoroughly
examined and taken into consideration.

VII. Security and Stability issues

The GAC welcomes the update by ICANN staff regarding ICANN Strategic Initiatives for
Security, Stability and Resiliency as well as the SSAC update on root scaling issues.

The GAC welcomes information about the "Global DNS-CERT Business Case" and the
initiative to launch a global strategy concerning the medium-long term planning about
security of the DNS presented in the recently published documents "Proposed Initiatives for
Improved DNS Security and Resiliency".

Concerning the DNS CERT, the GAC recommends that ICANN informs the relevant GAC
Representatives about its consultations with national and regional CERTs and is concerned
about possible duplication of efforts.

The GAC notes progress on the analysis of the factors that provoke the expansion of the root
zone file.

In the context of scaling the root, the increasing adoption of DNSSEC will be the major
factor; an important milestone will be July 2010 with the anticipated signing of the root going
live.

In particular the GAC notes that, in the context of the root scaling issue, “anycast” related
questions have been identified as an additional element to be considered.

GAC Communiqué—Nairobi 2
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Furthermore, the GAC notes that, in the context of IDNs, the concept of "variants" requires
further clarification.

The GAC finally notes that, in order to take a position on the technical limits to the number
of new gTLDs that can be added over a certain time, SSAC needs further analysis with the
actors involved.

VIII. Board/ GAC Joint Working Group on the Review of the Role of the GAC
at ICANN

The Board /GAC Joint Working Group (JWG) met at the Nairobi meeting. The Working
Group discussed provision of GAC advice to the Board; the role of GAC liaisons; travel
support to GAC members from developing countries and secretariat support for the GAC.

In particular, the JWG agreed that further consideration of the nature of GAC advice to
Board, and its treatment once it has been generated, would assist the JWG in making any
recommendations for improvements.

The JWG aims at finalizing its report at the Brussels meeting.

The GAC discussed various models for a secretariat where independence and sustainability
would be fundamental considerations. A “hybrid” model, the details of which need to be
refined — where a secretariat would be co-funded by governments and ICANN - was viewed
as the most promising way forward. At the meeting The Netherlands, Brazil and Norway
committed to contribute to fund such a hybrid model, if adopted, for an initial period of 5
years. The proposal will be worked on further inter-sessionally and a detailed proposal will
be presented at the Brussels meeting with the purpose of seeking GAC approval.

IX. GAC Operating Principles

The GAC adopted amendments to the Article IX of the Operating Principles (Annex C).

The GAC decided to engage in further revisions of its Operating Principles as a consequence
of the work of the GAC/Board Joint Working Group and in this regard is considering the
establishment of an ad hoc Group in the near future.

ES ES #* Ed

The GAC warmly thanks all those among the ICANN community who have contributed to the
dialogue with the GAC in Nairobi.

The next GAC meeting will take place during the period of the ICANN meeting in Brussels,
Belgium.
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G8 LyorRoma Group
High Tech Crime Subgroup

In October 2009, a series of recommendationsforamendt s t o | CANNGO s
Accreditation Agreement (RAA) was proposed to ICANN by law enforcement agencies frg
theUS, UK, Canada, Australia and New Zealand.

The principle aim of these proposals is to implement stronger controls around domain naf
registation and to ensure a mandatory and rigorous regulatory framework to govern ICAN
contracts with domain registrars. They include requirements for effective due diligence on
accredited registrars, controls to ensure more accurate WHOIS informationagabibity for
Law Enforcement, in addition to improved transparency around domain name resellers af

party beneficiaries.

The recommendations are considered to be necessary to aid the prevention and disruptid
efforts to exploit domain registiian procedures for criminal purposes. The international law
enforcement community views these recommendations as vital in preventing crimes invol

the Domain Name System.

The G8 High Technology Crime Subgroup (HTCSG), which comprises representatives f
law enforcement, justice departments and other governmental bodies of the G8 countries

support of these recommendations and recommends their implementation.
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International  Criminal Police  Organization
Organizacién Internacional de Policia Criminal

Organisation internationale de police criminelle
F UMY (P i T T VRN 1 | S G

200, quai Charles de Gaulle General Secretariat
6900(? LYON - FRANCE I NT E RPO L Secrétariat général
Telephone : +33 4 72 44 70 00 Secretaria General
Facsimile : + 33 4 72 44 71 63 Aalall L

http://www.interpol.int

26 March 2010

Subject:
Law Enforcement Due Diligence Recommendations for [CANN

In October 2009, a series of recommendations for amendments to ICANN'’s Registrar
Accreditation Agreement (RAA) was proposed to ICANN by law enforcement agencies from
the US, UK, Canada, Australia and New Zealand.

The principle aim of these proposals is to implement stronger controls around domain name
registration and to ensure a mandatory and rigorous regulatory framework to govern
ICANN's contracts with domain registrars. They include requirements for effective due
diligence on accredited registrars, controls to ensure more accurate WHOIS information and
availability for Law Enforcement, in addition to improved transparency around domain
name resellers and third party beneficiaries.

The recommendations are considered to be necessary to aid the prevention and disruption of
efforts to exploit domain registration procedures for criminal purposes. The international
law enforcement community views these recommendations as vital in preventing crimes
involving the Domain Name System.

The Interpol Working Party on IT Crime - Europe, which comprises representatives from law
enforcement bodies of 15 European countries, is in support of these recommendations and
recommends their implementation.

/ﬂ»&lﬁw—
/Wolfgang Schreiber
Chairperson

Interpol Working Party
on IT Crime - Europe
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Project on Cybercrime

www.coe.int/cybercrime COUNCIL  CONSEIL
OF EUROPE __DE L'EUROPE

Octopus Interface conference
Cooperation against cybercrime
23 - 25 March 2010
Council of Europe, Strasbourg, France
25 March 10/provisional

Messages from the Octopus conference

More than 300 cybercrime experts representing countries from all continents, international
organisations and the private sector met at the Council of Europe in Strasbourg from 23 to
25 March 2010 to enhance their cooperation against cybercrime. At the close of the
conference participants adopted key messages aimed a guiding further action.

Participants share a common interest in pursuing the most effective approaches against the
growing threat of cybercrime that societies worldwide are faced with.

Effective approaches against cybercrime comprise a wide range of innovative initiatives and
actions that need to be pursued in a dynamic and pragmatic manner by public and private
sector stakeholders.

At the same time, measures against cybercrime are a shared responsibility and should be
based on a set of common principles to allow for clear guidance to governments and
organisations, to facilitate partnerships and to ensure the political commitment to cooperate.

In this connection, participants in the conference underline that:

- For security and the protection of rights to reinforce each other, measures against
cybercrime must follow principles of human rights and the rule of law.

- Security and the protection of rights is the responsibility of both public authorities and
private sector organisations.

- Broadest possible implementation of existing tools and instruments will have the most
effective impact on cybercrime in the most efficient manner.

Following detailed discussions, participants recommend:

- Making decision makers aware of the risks of cybercrime and encouraging them to
exercise their responsibility. Indicators of political commitment include steps towards the
adoption of legislation and institution building, effective international cooperation and
allocation of the necessary resources.

- Implementation of the Budapest Convention on Cybercrime worldwide to sustain
legislative reforms already underway in a large number of countries. Countries should
consider becoming parties to make use of the international cooperation provisions of this
treaty. Consensus on this treaty as a common framework of reference helps mobilise
resources and create partnerships among public and private sector organisations. In this
connection, the ratification of the Budapest Convention by Azerbaijan, Montenegro and
Portugal prior and during the conference, and the expression of interest to accede by
Argentina and other countries serve as examples to other countries.

- Establishing the Budapest Convention as the global standard goes hand in hand with
strengthening the Cybercrime Convention Committee (T-CY) as a forum for information-
sharing network, policy-making and standard-setting. It is encouraged to address issues
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