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1 9 ESOgzdzv @S NB
1.1 Background

On 17 May 2018, the ICANN Board of Directors (ICANN Board) adopfeentiporary

Specification for generic tolevel domain (gTLORegistration Daté & ¢ S Y LJ2 NI NE
{LISOATFTAOFGA2YE 0D ¢KS ¢SYLRNIYNE {LISOATAOIGAZY
requirements in the Registrar Accreditation and Registry Agreements in order to

O2YLX @ 6A0GK GKS 9dz2NRLISEY | yARW Q®d DEStyveeNd- & 5 |
accordance with the ICANN Bylaws, the Temporary Specification will expire on 25 May

2019.

On 19 July 2018, the GNSO Counttinted an Exgedited Policy Development Process
(EPDP) andnharteredthe EPDP on the Temporary Specificationgfbk DRegistration
Data team. In accordance with the Charter, EPDP team membevsisigxpressly
limited. However, all ICANN Stakeholder Groups, Constituencies and Supporting
Organtations interested in participating are represented on the EPDP Team.

During phase 1 of its work, the EPDP Team was task#etéomine if the Temporary

Specification for gTLD Registration Data should become an ICANN Consensus Policy as

is, or with modifications. ThBinaw S LJ32 NI O2y OSSNy &a LKI &S H 2F (K¢
which covers: (i) discussion of a system for standaiaccess/disclosure to nonpublic

registration data, (ii) issues noted in tA@nex to the Temporary Specification for gTLD

Registration Daté & L Y LIBNIOESYEG FI2Z2 NJ CdzZNI KSNJ / 2YYdzyAde | Ol
outstanding issues deferred from Phase 1, e.g., legal vs. natural persons, redaction of

city field, et. al. For further details, please dexme.

In order to organize its work, the EPDP Team agreed to divide its work into priority 1
and priority 2 topics. Priority 1 consiststbe SSAD and all directtglated questions.
Priority 2 includes the following topics:

Display of information of affiliated vs. accredited privacy / proxy providers

Legal vs. natural persons

City field redaction

Data retention

Potential Purpose for ICAMNA h FFAOS 2F (GKS / KASFT ¢SOKy?2
Feasibility of unique contacts to have a uniform anonymized email address

Accuracy and WHOIS Accuracy Reporting System

1The GDPR can be foundhdtps://eur -lex.europa.eu/eli/req/2016/679/gjfor information on the GDPR see
https://ico.org.uk/for-organsations/quideto-the-generatdata-protection-requlationgdpr/lawfulk-basisfor-
processing/contract/
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The EPDP Team agreed that priority should be given to completirdgtitrerations for
priority 1 items. It agreed, however, that where feasible, the Team would also
endeavor to make progress on priority 2 items in parallel.

1.2 Initial Report and Addendum to Initial Report

On 7 February 2020, the EPDP Team publishéuititsl Report for public comment
The Initial Report outlingthe core issues discussed in relation to the proposexdeBy
for Standardized Access/Disclosure to fpublicgTLDregistration data ("SSAD") and
accompanyingpreliminary recommendations

On 26 March 2020, the EPDP Team publishefidarendum to the Initial Report for
public commentThe Addendum concerns the EPDP Team's preliminary
recommendations and/or conclusions on the priority 2 iteasslisted abwe.

Following the publication ofe InitialReportand the Addendum to the Initial Report

the EPDP Team: (i) contirli® seek guidance on legal issues, (ii) carefully restew

Public Comments received in response te plublicationof the Initial Reporand

Addendum (iii) continuel to review the workin-progress with the community groups

the Team members represent, and (©ontinued itsdeliberations for the production of

this Final Report that will be reviewed by tk&NSCCouncil and, if approved,

forwarded to thel CANNBoard of Directors for approvak anlCANNConsensu®olicy.
Consensus calls on the recommendations contained in this Final Report, as required by
the GNSO Working Group Guidelines, were carried out by the EPDP Team Chair, as
describedn Annex DIn short:

1 Eleven (11) recommendatiombtained a full consensus designation (#1, 2, 3, 4, 11,
13, 15, 16, 17, 19 and 21)

Three (3) recommendations obtain@tonsensus designation (#7, 20 and 21)

Six (6) recommendations obtained a strong support but significant opposition
designation (#5, 8, 9, 10, 12 and 18)

1 Two (2) recommendations obtained a divergence designation (#6 and 14)

1
T

For further details about these designations, please see Annex D as well as section 3.6
of the GNSO Working Group Guidelines

Recommendations for GNSO Council considerafisee chapter 3 for full text of
recommendations)

SSAD Recommendations:
Recommendation #1. Accreditation

Recommendation #2. Accreditation of governmental entities
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Recommendation #3.

Recommendation #4.

Recommendation #5.

Recommendation #6.

Recommendation #7.

Recommendation #8.

Recommendation #9.

Recommendation #10.

Recommendation #11.

Recommendation #12.

Recommendation #13.

Recommendation #14.

Recommendation #15.

Recommendation #16.

Recommendation #17.

Recommendation #18.

Criteria and Content of Requests

Acknowledgement of receipt

Responsd&Requirements

Priority Levels

RequestorPurposes

Contracted Party Authorization

Automation of SSAD Processing

DeterminingVariable SLAs for response times for SSAD

SSAD Terms and Conditions

Disclosure Requirement

Query Policy

Financial Sustainability

Loggin
Audits

Reporting Requirements

Review of implementation of policyecommendations
concerning SSAD using a GNSO Standing Committee

Priority 2 recommendations:

Recommendation #19.

Recommendation #20.

Recommendation #21.

Recommendation #22.

Display of information of affiliated privacy / proxy
providers

City Field

Data Retention

Purpose 2
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Priority 2 conclusions:
Conclusion #1. OCTO Purpose

Conclusion #2. Accuracy andVHOISAccuracy Reporting System

As a result of external dependencies and time constraints RimalReport does not
address alpriority 2 items Specifically, the following items are not addressed:

Legal vs. natural persons: Although the issue did get some consideration in Phase 2,

this did not result in agreement on new policy recommendations. The requested study

on this topic was received too late in the process to receive due consideradima.

result, per the EPDP Phase 1 recommendations, Registrars and Registry Operators are

permitted to differentiate between registrations of legal and natural persons, but are

not obligated to do so. Further work on this issue (including consideration of ICANN

2NHQa S5AFFSNBYGAFGA2Y o0S06SSy [S3AFE FYR bl (d
DIl 5ANBOG2NE { SNBWAOSa ows55{0 {GdzZRév A& dzyR
Feasibility of unique contacts to have a uniform anonymized email addreesEPDP

Team received legal guidance that indicated that the publication of uniform masked

email addresses results in the publication of personal data; which indicates that wide

publication of masked email addresses may not be currently feasible under the GDPR.
Further work on this issue is under consideration by the GNSO Council.

The EPDP @aen will consult with the GNSO Council on how to address the remaining
priority 2 items.

1.3 Conclusions and Next Steps

This Final Report will be submitted to the GNSO Council for its consideration and
approval

1.4 Other Relevant Sections of this Report

For acomplete review of the issues and relevant interactions of this EPDP Team, the
following sections are included within thsnalReport:

y"  Background of the issues under consideration;

Yy 520dzyYSy Gt A2y 2F gK2 LI NIOAOALNcidhg Ay (GKS 9
attendance records, and links to Statements of Interastapplicable;

Yy 'y FYySE (GKIFIGd AyOfdzRSa GKS 9t5t ¢SIyQa Yy
adopted by the GNSO Council; and

y"  Documentation on the solicitation of community input throufgitmal SO/AC and
SG/C channels, including responses
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29t5t ¢SIFY ! LIWNR2I OK

This Section provides an overview of the working methodology and approach of the

EPDP Team. The points outlined below are meant to provide the reader with relevant

background informat 2y 2y (GKS 9t 5t ¢SIFYQa RStftAOSNIGAZY
not be read as representing the entirety of the efforts and deliberations of the EPDP

Team.

2.1 Working Methodology

The EPDP Team began its deliberations for phase 2 on 2 May 2019. The Teantoagreed

continue its work primarily through conference calls scheduled one or more times per

week, in addition to email exchanges on its mailing list. Additionally, the EPDP Team

heldfour faceto-face meetings: the first set of fage-face discussions tookare at

the ICANNG5 Public Meeting in Marrakech, Morodem®, dedicated set of fac¢o-face

meetings the second and fourth meetingyere heldat the ICANN headquarters in Los

AngeleqLA)in September 2018nd January 202@ndthe third face-to-face disassion

t221 LI IFTOS G GKS L/ !bbcc tdzfAO aSStGAy3da Ay
meetings are documented on its wikbrkspace including itgnailing list draft

R20dzySyidazx ol Ol3aINRdzyR YFGSNRARIFf&asx yR AyLdzi N
hNBFYATIFGA2YE YR ' ROA&G2NE / 2YYAGGESSasrx AyoOtd
Constituencies.

The EPDP Team also preparefark Plan which was reviewed and updated on a

regular basis. In order to facilitate its work, the EPDP Team used a template to tabulate
all input received in response to its request for Constituenay Stakeholder Group
statements (see Annd®). This template was also used to record input from other

ICANN Supporting Organizations and Advisory Committees and can be found in Annex
D.

The EPDP Team held@nmunity sessioat the ICANNG66 Public Meeting in Montreal,
during which it presented its methodologies and preliminary findings to the broader
ICANN community for discussion and feedback.

2.2 Mind Map, Worksheets and Building Blocks

In order to ensure a common understanding of the topics to be addressed as part of its
phase 2 deliberations, the EPDP Team mapped the topics using the following mind
maps, which allowed for the regrouping and consolidation of topics ifgad mayp.

This formed the basis for the subsequent development of the priority 1 and pririty
worksheets (sesvorksheet$ which the EPDP Team used to capture:

Issue description / related charter questions
Expected deliverable
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Required reading

Briefings to be provided
Legalquestions

Dependencies

Proposed timing and approach

The EPDP Team Chair also put forward a number of working definitions to ensure
consistent terminology and a shared understanding of terms used during the EPDP
¢Sl YQa RSt Avo&inddéfiaitbysd 0aSS

Following the review of a number of real lise casesthe EPDP Team established a

aSit 2F odAfRAY3 o0f201a GKIFIG GKS {&adSYy F2NJ {
would consist of, recognizing that a decision on the roles and responsibilities of the

different parties involvednaybe influenced by both leaj advice and guidance from

0KS 9dzNRPLISEHY 5FaGF t NPGSOGAZ2Y . 2FNR 0695t . £0d

2.3 Priority 1 and Priority 2 Topics

In order to organize its work, the EPDP Team agreed to divide its work into priority 1
and priority 2 topics. Priority 1 consists of the SSADadindirectlyrelated questions.
Priority 2 includes the following topics:

Display of information of affiliated vs. accredited privacy / proxy providers
Legal vs. natural persons

City field redaction

Data retention

Potentialt dzN1J2 & S  FCHfiNd ofhle ChiebT@chnology Officer
Feasibility of unique contacts to have a uniform anonymized email address
Accuracy and WHOIS Accuracy Reporting System

The EPDP Team agreed that priority should be given to completing the deliberations for
priority 1 items. It agreed, however, that where feasible, the Team would also
endeavor to make progress on priority 2 items in parallel.

As a result of external depeencies and time constraints, this Final Report does not
address all priority 2 items. Specifically, the following items are not addressed:

Legal vs. natural persons: Although the issue did get some consideration in Phase 2,
this did not result in agreenm on new policy recommendations. The requested study

on this topic was received too late in the process to receive due considerai®a.

result, per the EPDP Phase 1 recommendations, Registrars and Registry Operators are
permitted to differentiate betveen registrations of legal and natural persons, but are

not obligated to do so. Further work on this issue (including consideration of ICANN
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2NHQa S5AFFSNBYGALFIGAZ2Y o0Si6
Data Directory Services (RDPSj dzZReé 0 A & dzy R

SSy [S3art |
SNJ O2y&aARSNI G
Feasibility of unique contacts to have a uniform anonymized email addreesEPDP
Team received legal guidance that indicated that the publication of uniform masked
email addresses results in tipeiblication of personal data; which indicates that wide
publication of masked email addresses may not be currently feasible under the GDPR.
Further work on this issue is under consideration by the GNSO Council.

2.4 Legal Committee

Recognizing the complexity many issues the EPDP Team was chartered to work
through in Phase 2, the EPDP Team requested resources for the external legal counsel
of Bird & Bird. To assist in preparing draft legal questions for Bird & Bird, EPDP
Leadership chose to assembléegal Committeecomprised of memberof the EPDP
Team with legal experience

The Phase 2 Legal Committee worked together to review questions proposed by the
members EPDP Team to ensure:

1. the questions wereruly legal in nature, as opposed to policy or policy
implementation questions;

2. the questions were phrased in a neutral manner, avoiding both presumed
outcomes as well as constituency positioning;

3. the questions were both apposite and timely tothe EPDPYeQa 62 NJ T

4. the limited budget for external legal counsel was used responsibly.

The Legal Committee presented all agregubn questions to the EPDP Team for its
final signoff before sending questions to Bird & Bikglith the exception of the
guestions on automation of decision making

To date, the EPDP Team agreed to seigtit SSABPelated questions to Bird & Bird.
The full text of the questions and executive summaries of the legal advice received in
response to the questions can baund in Annex F.

2.5 Charter Questions

In addressing the charter questiqhthe EPDP Team considered both (1) the input
provided by each group as part of the deliberations; (2) relevant input from phase 1; (3)
the input provided by each group in respongethe request forEarly Inpuin relation

to the specific charter questions; (4) the required reading identified for each topic in

2 Annex A covers in further detail the linkage between each of the topics addressed in the recommendations and the
relevant charter questions.
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the workshees, (5) input provided in response to the public comment foryrard ©) o
input LINE A RSR 0& (GKS 9t5t ¢SIYyQa tS3If FROAE&Z2N
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39t 3tSFY wSaLRy

7

WSO2YYSYRI GAZ2

After reviewing public comments on the Initial Report and the Addendum to the Initial
Report, the EPDP Team presents its recommendations for GNSO Council consideration.
This Final Report states thevid of consensus within the EPDP Team achieved for the
different recommendationsin short:

1 Eleven(11) recommendations obtained a full consensus designation (#1, 2, 3, 4, 11,
13, 15, 16, 17, 19 and 21)

Three (3) recommendations obtain@tonsensus desition (#7, 20 and 21)

Six (6) recommendations obtained a strong support but significant opposition
designation (#5, 8, 9, 10, 12 and 18)

1 Two (2) recommendations obtained a divergence designation (#6 and 14)

T
1

For further details about these designations, please see Abrexwell as section 3.6
of the GNSO Working Group Guidelines

Only n relation to the SSAD related recommendations, the EPDP Team considers these
interdependent and as a result, these must be considered as one package by the GNSO
Council and subsequently the ICANN Board.

b2GSY 5dzZNAy 3 t KI &S wmheEADP JTdas wad tasked wthS | YQa & 2 NJ
reviewing the Temporary Specification. Themporary Specificatiowas established as

a response to the GDPRccordingly the GDPR is the only law thasjsecifically

referenced in this report. The EPDP team has deliberateether thisFinalReport

could be drafted in a way that is agnostic to any specific lawtHsilEPDP Team

determined that the reportvould benefit flom explicit references to facilitate the

AYLE SYSydGlr A2y 27F (K STheatGDPRIQaregfldesy Yove®ingR I ( A 2 v &
multiple jurisdictions and given the strict criteria it containscompliance with this law

has a high probability of being compitawith other nationalor applicable regional

RFEGIF LINRPGSOGAR2Y flgad ¢KS 9t5t (GSIFY FdzZte Sy
inclusive, and nothing in this report shall overturn the basic principle that

contractedparties can and must comply with ity applicable statutory laws and

regulations.

3"This Temporary Specification fgf LORegistration Data (Temporary Specification) establishes temporary
requirements to alloWl CANNandgTLDregistry operators and registrars to continue to comply with
existingICANNcontractual requirements and communig S @St 2 LJSR LIt AOASa Ay fA3IKG 2F (GKS
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3.1 System for Standardized Access/Disclosure to-Roiplic
Registration Data (SSAD)

In Annex A, further details are provided in relation to the approach and the materials
that the EPDP Team reviewed in ordeaddress the charter questions and develop
the following recommendations.

As part of its deliberations, the EPDP Team considered a centralized model, in which
both requests and disclosure authorization would be done by ICANN or its delegated
processor and a decentralized model, in which both requests and disclosure decisions
would be handled by contracted parties. The Team was not able to agree on either
option and instead put forward a hybrid model in which requests would be centralized
and disclosug decisions would typically (in the initial implementation) be made by
contracted parties. The hybrid model SSAD is based on the followingdeligih

principles:

1 The receipt, authenticatiarand transmission of SSAD requestshe
Contracted Partynustbe fully automated insofar as it is technicadiyd
commerciallyfeasibleand legally permissibldisclosure decisionsill typically
(in the initial implementation) by made by the Contractedrty andshould be
automated only where technically and commercially feasible and legally
permissible. In areas where automation does not meet these criteria,
standardization othe disclosure decision processsthe baseline objective.
Experience gainedver time with SSAD disclosure requests and responses must
inform further streamlining and standardization of responses.

1 Inrecognition othe need for experiencdased adjustments in the functicof
SSADthere should be &NSO StandinQommittee which willmonitor the
implementation of the SSA&nd recommend improvements that could be
made. Improvements recommended through this process must not violate the
policies established by the EPDP, data protection laws, ICANN BytasigSO
Procedures and Guidelines

1 Service level agreements (89 need to be put in placand be enforceablebut
these may need tahange over timeo recognize that there will be a learning
curve.

1 Responses to disclosure requests, regardless of whether review is conducted
manually or an automated responses is triggered, are returned from the
relevant Contracted Party directly to th®equestoy but appropriate logging
mechanisms must be in place tlhoav for the SSAD to confirm that SLAs are
met and responses are being processed according to the policy (for example,
the Central Gateway MUST be notified when disclosure requests are rejected or
granted).
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The benefits of this model are:

Singlelocation to submit requests

1 Reduces time and effort spent lbgquestors to track down individual points of
contact or follow individual procedures

1 Ensures that requests are routed directly to the responsible party at each
disclosing entity, thereby elimating the uncertainty that requests are not
received or go to someone unqualified to process them

1 Allows for clear outreach opportunities to socialize the location and method for
requesting norpublic registration data

1 Requests and responses can be tractedee if there is compliance with the
SLA

Standardized request forms
1 Reduces the number of disclosure requests that are denied due to insufficient
information
Increases the efficiency with which disclosing entities can review requests
1 Reduces uncertaty for requestos who now have a standard/uniform set of
data to provide when submitting disclosure requests.
1 Reduces the need for individual set of required information by disclosing parties

=

Built-in authentication process
1 Speeds up the review process for disclosing entities as they will not need to re
verify theRequestor
1 External assurance th&equestos have been verified can increase the
likelihood and/or speed of disclosure

Standardized review and response process

1 Allows creation of a common response format

1 Allows creation of rules, guidelineand best practices disclosing parties can
follow in reviewing and responding to requests

1 Allows adoption of common response review system

1 Allows automation of certain ydab-be-defined requests by yeto-be-defined
Requestos

1 Facilitates automated disclosure decision making in some scenarios

1 The logging of requests and responses also allows |@Xbitd audit the
actions of disclosing entities, identifying any instancesystemic non
compliance, and take appropriate enforcement action

Main SSAD Roles & Responsibilities

1 Central Gateway Managerrole performed by or overseen by ICANN Org.
Responsible for managing intake and routing of SSAD requests that require
manual review to responsible Contracted Parties. Responsible for managing and
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directing requests that are confirmed to be automated to Contracted Parties for
release of data, consistent with the criteria established and agreed to in these
policy recommendations drased on the recommendation of tteNSO

Standing Committee for the review of the implementation of policy
recommendations concerning SSAResponsible for collecting data on

requests, responseanddisclosure decisions taken.

1 Accreditation Authority role performed by or overseen by ICANN Org. A
management entity who has been designated to have the formal authority to
"accredit" users of SSAD, i.e., to confirm &adfy the identity of the user
(represented by an Identifierr€dential) and assertions (or claims) associated
with the Identity Credential (represented I8igned Assertions

1 Identity Provider Responsible for 1) Verifying the identity oRaquestorand
managing an Identifier Credential associated with Rexjuestor, 2) Verifying
and managing Signed Assertions associated with the Identifier Credé&iatial.
the purpose of the SSAD, the Identity Provider may be the Accreditation
Authority itself orthe Accreditation Authoritynay rely on zero or morthird
partiesto perform the Identity Provider services

1 Contracted Partieg Responsible for responding to disclosure requests that do
not meet the criteria for an automated responée

1 GNSO Standing Committee for the review of the implementation of policy
recommendations concerning SSABommitteerepresentative of the ICANN
community responsible foevaluating SSAD operational issues emerging as a
result of adopted ICANN Consensusdieti and/or their implementation. The
GNSO Standing Committee is intended to examine data being produced as a
result of SSAD operations, and provide the GNSO Council with
recommendations on how best to make operational changes to the SSAD, which
are stricty implementation measures, in addition to recommendations based
on reviewing the impact of existing Consensus Policies on SSAD operations

It is the expectation that the different roles and responsibilities will be outlined in
detail and confirmed in thapplicable agreements.

Below is a detailed breakdown of the underlying assumptions and policy
recommendations that the EPDP Team is putting forward for community input.

3.2 ICANN Board and ICANN Org Input

In order to help inform its deliberations, the EPDP Team reached dagttothe ICANN
. 2FNR FYR L/ !'bb hNB daG2 dzyRSNERGIFYR GKS
responsibility and level of liability (related to decisioraking on disclosure of nen

4 As a default, the Central Gateway Manager will send disclosureests|to Registrars, but that does not preclude
the Central Gateway Manager from sending disclosure reguedRegistries in certain circumstandese
recommendation #5 for further details).
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public registration data) they are willing to accept on behalf of (BANN organization
Ff2y3 GAGK Fye LINBNBljdAaaArAdSa GKIG YrFre ySSR i

ICANN Org provided itesponseon 19 November 201%0ting in partthata L/ ! b b 2 NH
proposed that it could operate a gateway for authorized data to pass through. As noted
above, the gateway operator does not make the decision to authorize disclosure. In the
proposed model, the authorization provider would decide whether orthetcriteria

for disclosure are met. If a request is authorized and authenticated, the gateway

operator would request the data from the contracted party and disclose the relevant

data set to theRequestog.®

The ICANN Board provideditsponse2 Y Hn b2@SYOSNI vnamep y20Ay3I )
Board has consistently advocated for the development of ansscoeodel for non

LJdzof AO I¢[5 NBIAAGNI GA2Y RFEGF® LF GKS 9t 5t t
recommendation that ICANN org take on responsibility for one or more operational

functions within a SSAD, the Board would adopt that recommendation sitihes

Board determined, by a vote of more than tvloirds, that such a policy would not be

Ay (GKS o0Sad AyaSNBada 2F GKS L/ !'bb O2YYdzyA e
GKS RS@GSt2LIYSyd 2F Iy I 00Saa Y2RShe FyR &dzLl
EDPB on a proposed UAM, it is likely that the Board would adopt an EPDP
NBEO2YYSYRIFIGA2Y (2 GKAA STFTFSOG¢o

The EPDP Team posedwanber of additional clarifying questions to ICANN, @ngd

they canbe found, together with the responses here:
https://community.icann.org/x/5BdIBgrhis input also included / ! b b o8tNH Qa O
estimate for a proposed system for Standardized Access/Disclosure

The EPDP Team consigethis input, the feedbackreceived from the Belgian DP#nd
the input received during the public comment period, to make a final determination of
the division of roles and responsibilities in the SSAD.

3.3 SSAD Underlying Assumptions

The EPDP Team used the underlying assumptiotimed belowto developits policy
recommendations. These underlying assumptions do not necessarily create new
requirements for contracted parties; instead, the assumptions are designed to assist
both the realers of thisFinalReport and the ultimate policy implementers in
understanding the intent and underlying assumptions of the EPDP Team in putting
forward the SSAD model and related recommendations.

5 Please note that the model described here is not the same as the SSAD model put forward in this report by the
EPDP Team.
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The objective of the SSAD is to provideredictable, transparent, efficienand
accountable mechanism for the access/disclosure ofpablic registration

data.

The SSAD must be compliant witte GDPR.

TheSSAD must have the ability to adhere to these policy principles and
recommendations.

Given the decisions made by the EPDP team regarding the SSAD model, the
working assumption is that ICANN and Contracted Parties will be Joint
Controllers. This designation is based on a factualyaisaof the policy as is
proposed.

3.4 Conventions Used in thiDocument

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD",
"SHOULD NOT", "RECOMMENDED", "NOT RECOMMENDED", "MAY", and "OPTIONAL"
in this document are to be interpreted as describe®@P 1483RFC211AndRFC8174

Note: Noting the EPDP te&nchoice of model, and pending the spediéigal advicas
to the responsibility of the partieand the identification as to the controllership of the
data, as it applies to the proposed model, the EPDP team notes that certain
statements, throughout the recommendationsay require refinement from
mandatory to permissive and vice versa. (ed§hal to éshould, M| { ¢osoM! | € X
etc.).

Where Implementation Guidance is referenced, the EPDP Team considers this
supplemental context and/or clarifying informatiaa help inform the implementation
of the policy recommendationisut the EPDP Team notes that implementation
guidance does not have the same weight and standing as recommendation text to
create policy.

3.5 EPDP TealdSADRecommendations

3.5.1.Definitions

Accreditation- An administrative action by which the accreditation authority

declares that a user mligible to useSSAD in a particular security configuration

with a prescribed set of safeguards.

Accreditation Authority- A management entity who has been designated to

KIS GKS F2NNIt FdziK2NRAdG& G2 aF OONBRAGE
the identity of the user (represented by an Identifier Credential) and assertions

(or claims) associated with the IdentiBredential (represented by Signed

Assertions).

Accreditation Authority Auditor¢ The entity responsible for carrying out the

auditing requirements of the Accreditation Authority, as outlined in
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Recommendation 3 (Audits) The entity could be an indepeent body or, if
ICANN Org ultimately outsources the role of Accreditation Authority to a third
party, ICANN Org MAY be the Accreditation Authority Auditor.
Authentication - The process or action of Validating the Identity Credential and
Signed Assertionsf aRequestor

Authorization- A process for approving or denying disclosof@on-public
registration data.

1 Central Gateway Manager (CGMjole performed by or overseen by ICANN
Org. Responsible for managing intake and routing of S84usts that require
manual review to responsible Contracted Parties. Responsible for managing and
directing requests that are confirmed to be automated to Contracted Parties for
release of data, consistent with the criteria established and agreed toeiset
policy recommendations or based on the recommendation of the GNSO
Standing Committee for the review of the implementation of policy
recommendations concerning SSAD. Responsible for collecting data on
requests, responses, and disclosure decisions taken
De-accreditation of Accreditation Authorityg An administrative action by
which ICANN org revokes the agreement with the accreditation authority, if this
function is outsourced to a third party, following which it is no longer approved
to operate as theaccreditation authority.

Eligible government entitya government entity (including local government
and International Governmental Organizatiptisat has a purpose to access
non-public registration datdor the exercise of a public policy task within its
mandate.

Identity Credential:A data object that is a portable representation of the
association between an identifier and authentiedtinformation, and that

canbe presented for use in Validating an identity claimed by an etitay
attempts to access a system. Example: Username/Password, OpenlID credential,
X.509 publigkey certificate.

Identity Provider- Responsible for 1) Verifyiné identity of aRequestorand
managing an ldentifier Credential associated with Rexjuestorand 2)

Verifying and managing Signed Assertions associated with the Identifier
Credential. For the purpose of the SSAD, the Identity Provider may be the
Accredintion Authority itself othe Accreditation Authoritynay rely on zero or
more third partiesto perform the Identity Provider services

Requestorg An accredited user seeking disclosof@lomain name registration
data through the SSAD

Revocation of User Credential¥he event that occurs when an ldentity
Provider declares that a previously valid credential has become invalid.
Signed AssertionA data objecthat is a portable representation of the
association between an Identifier Gkential and one or more access assertions,
and that can be presented for use in Validating those assertions for an

entity that attempts such access. Example: [OAuth credential], X.509 attribute
certificate.Signed Assertions may be usgecific (e.g. tondicate professional
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affiliation or affirmation of lawful data handling processes) or reqtsgscific
(e.g. indicating the lawful basis for the disclosure request).

System for Standardized Access/Disclosurentin-public gTLDregistration

data (SSAD) The SSAD is the overall suite of parties and parts that make up the
request, validation and disclosure system.

Validatel/validation - To test proveor establisithe soundness or correctness of
a construct. (Exampe: The Discloser will Validate the Identity Credential and
Signed Assertions as part of its Authorization process.)

Verify - To test or prove the truth or accuracy of a fact or value. (Example:
Identity Providers Verify the identity of tiRequestoiprior to issuing an

Identity Credential.)

Verification - The process of examining information to establish the truth of a
claimed fact or value.

3.5.2. Recommendations
Recommendation #1. Accreditatiorf

1.1 The EPDP Team recommends the establishment of, or selection of, an
Accreditation Authority.

1.2. The EPDP Team recommends titegt Accreditation Authority establish policy
for accreditation of SSAD usénsaccordance with the recommendations
outlined below.

1.3. The followingecommendations MUST be includediie accreditation policy:

1.3.1. SSAD MUST only accept requests for access/disclosure from
accredited organizations or individuals. However, accreditation
requirements MUST accommodate any intended user of the
system, including an individual or organization who makes a
single reqest. The accreditation requirements fogpeatusers
of the system and a oneme user of the system MAY differ.

1.3.2. Both legal persons and/or individuals are eligible for
accreditation. An individual accessing SSAD using the credentials
of an accredited entity (e.g. legal persons) warrants that the
individual is acting on the authority of the accredited entity.

1.3.3. The accreditation policy defines a single AccreuatitaAuthority,
managed by ICANN org, which is responsible for the verification,
issuance, and ongoing management of both Identity Credential
and Signed Assertions. The Accreditation Authority MUST
develop a privacy policyrhe Accreditation Autlority MAY work
with external or thirdparty ldentity Providers that could serve as

6 Note that accreditation is not referring to accreditation/certification as discussed in GDPR Atrticle 42/43.
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1.3.4.

clearinghouses to Verify identity and authorization information
associated with those requesting accreditation. The responsibility
for the processing of personal gatregardless of the party
carrying out that processinghall remain with the Accreditation
Authority. If ICANN org chooses to outsource the Accreditation
Authority function or parts thereof, ICANN org will remain
responsible for overseeing theapy(ies) to which the function or
parts thereof is/are outsourced. OverseeiltSTinclude
monitoring for and addressing potential abuse by the party(ies)
to which the function of parts theredfasbeen outsourced.

The decision to authorize disclosure of registration data, based
on validation of the Identity Credential, Signed Assertions, and
data as required ithe recommendation concerning criteria and
content of request§Recommendation #3Wwill reside with tle
Registrar, Registry or the Central Gateway Manager, as
applicable.

1.4. Requirements of the Accreditation Authority

1.4.1. Verify the Identity of theRequestor The Accreditation Authority MUST
verify the identity of theRequestoy resulting in an Identity Credential.

1.4.2. Management of Signed Assertions: The Accreditation Authbtiy
verify and manage a set of dynamic assertions/claims associated with
and bound b the Identity Credential of thRequestor This verification,
which may begperformed by an Identity Provider, resultsarSigned
Assertion. Signed Assertidreonvey information such as:

1 Assertion as to the purpose(s) of the request

==

Assertion as to théegal basis of the request

1 Assertion that the user identified by the Identity Credential is affiliated
with the relevant organization

1 Assertion regarding compliance with laws (e.g., storage, protection and
retention/disposal of data)

T Assertionregarding agreement to use the disclosed data for the
legitimate and lawful purposes stated

1 Assertion regarding adherence to safeguards and/or terms of service
and to be subject to revocation if they are found to be in violation

7 For clarity, Signed Assertions are dynamic and may change based on the request (purpose, legal basis, type,

urgency, etc.) compared to an Identifier Credential, which is static and typically does not change. Signed assertions

are only used to associatefi attributes to an identity. These attributes are dynamic per request, but can be

vetted and managed up front as part of the Accreditation Process as needed. The Accreditation Authority can
establish various assertions for a specific Identifier Credempidtont or dynamically create them on a per request
basis. How this is determined is to be further worked out in the implementation phase. The Accreditation Authority
may store multiple Signed Assertions per Identifier Credential, buRéguestomustinvoke the relevant

assertions per request.

Pagel9of 171



EPDPeam Phase BinalReport 31 July 2020

1 Assertiongegarding prevention of abuse, auditing requirements,
dispute resolution and complaints process, etc.

1 Assertions specific to thRequestorg trademark ownership/registration
for example

1 Power of Attorney statements, when/if applicable.

1.4.3. MUST validatédertity Credentials and Signed Assertspm addition to
the information contained in the request, facilitate the decision to
accept or reject the Authorization of an SSAD request.the avoidance
of doubt, the presence of these credentials aldielSTNOTresult in or
mandate an automatic access / disclosure authorization. However, the
ability to automate access/disclosure authorization decision making is
possible under certain circumstances where lawful.

1.4.4. The Accreditation Authority MUST defin@ 8 St AyS G O2 RS 2F 02
that establishes a set of rules that contribute to the proper application
of data protection lawg such aghe GDPR, including:

1 A clear and concise explanatory statement.
1 A defined scope that determines the processing operatioovered (the
focus for SSAD would be on the Disclosure operation.)
1 Mechanism that allow for the monitoring of compliance with the
provisions.
1 Identification of an AccreditatioAuthority Auditor (a.k.a. monitoring
body) and definition of mechanism(shieh enable that body to carry
out its functions.
T 5SAa0ONALIGAZ2Y & G2 (GKS
carried out.

1.4.5. The Accreditation Authority MUST develop a privacy policy for the
processing of personal data it undertakes as wetkasis of service for
its accredited user&s outlined in recommendation #11)

1.4.6. Develop a baseline application procedure: The Accreditation Authority
MUSTdevelopa uniform baseline application procedure and
accompanying requirements for &dlentity Providers (when applicable)
and allapplicants requesting accreditation, including:

I.  Accreditation timeline

ii. Definition of eligibility requirements faxccredited users

iii. ldentity Validation, Procedures

iv. Identity Credential Management Policielifetime/expiration, renewal
frequency, security properties (password or key policies/strength), etc.

v. ldentity Credential Revocation Procedures: circumstances for
revocation, revocation mechanism(s), efgee alsax ! OONB RAGSR ! & SNJ
Revocation & abuse section below]

A N

EGSyd F 4aO2yadd

8 For the avoidance of doubt, the code of conduct referenced here is not intended to refer to the Code of Conduct as
described in the GDPR. The code of conduct referenced here refers to a set of rules aaddstémtbe followed by
the Accreditation Authority.
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Vi.

Vil.

1.4.7.

1.4.8.

1.4.9.

Signed Assertions Managemelifetime/expiration, renewal frequency,
etc.

NOTE: requirements beyond the baseline listed above may be necessary
for certain classes dRequestos.

Define dispute resolution and complaints process: The Accreditation
Authority MUST define a dispute resolution and complaints process to
challenge adbns taken by the Accreditation Authorityhe defined

process MUST include due process checks and balances.

Audits: The Accreditation Authority MUST be audited by an auditor on a
regular basis. Should the Accreditation Authority be found in breach of
the accreditation policy and requirements, it will be given an

opportunity to curethe breach, but in cases of repeated failure, a new
Accreditation Authority must be identified or created. Additionally,
accredited entities MUST be audited for compliance \thih

accreditation policy and requirements on a regular basis; (Note: detailed
information regarding auditing requirementsr both the Accreditation
Authority and any Identity Providers it may usan be found in the
Auditing recommendatior16).

User Groups: The Accreditation Authority MAY develop user groups /
categories to facilitate the accreditation process afRaljuestos will

need to be accredited, and accreditation will include identity
verification.

1.4.10.Reporting: The Accreditation AuthoriMUST report publicly and on a

regular basis on the number of accreditation requests received,
accreditation requests approved/renewed, accreditations denied,
accreditations revoked, complaints received and information about the
identity providers it is wrking with. See also recommendatioh#on
reporting.

1.4.11.Renewal: The Accreditation Authority MUST establish a timeline and

requirements for the renewal of the accreditation.

1.4.12.Confirmation of user data: The Accreditation Authority MUST send

1.5.

1.5.1.

periodic remindes (e.g., yearly) to accredited users to confirm user data
and remind accredited users to keep the information required for
accreditation up to date. Changes to this required information MAY
result in the need to reaccredit.

Accredited UseRevocation
Revocation, within the context of the SSAD, means the Accreditation

l dzi K2NRG& OFy NB@21S GKS I OONBRAGSR
of the SSABA nonexhaustive list of examples where revocation may

9 For clarity, a legal entity would not be automaticallyatecredited for the single action of an individual user whose
accreditation is linked to the accreditation of the legal entity, but the entigy be held responsible for the actions
of the individual user whose accreditation is linked to that of the legal entity.
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apply include 1) the accredited BN &  @bhad\f abplickitey
safeguards or terms of servic2) a change in affiliation of the accredited
user, 3) violation of data retention / destruction requiremeiis4)

where prerequisites for accreditation no longer exist.

1.5.2. TheAccreditation Authority MUST make available an appeals
mechanism to allow an accredited user to challenge the decision to
NE@21S GKS I OO Nahh/a delirfed tiza ffavdxdabed G | G dza
decided by the Accreditation Authorityiowever, for the duratio of the
FLILISEE S GKS | OONBRAGSR dzaSNRa adl ddza ¢
an appeal MUST be reported in a transparent manner

1.5.3. Amechanismtorepott y I OONBRA (i SR amzdafetiiards A 2t | G A
or terms of servicdlUST be provided by SSAReports MUST be
relayed to the Accreditation Authority for handlinfhe Accreditation
Authority MAY also obtain information from other parties in making a
determination that abuse has taken place.

1.5.4. The revocation policy for individuals/entities SHOULD imclyrdduated
penalties; the penalties will be further detailed during implementation,
factoring in how graduated penalties are applied in other ICANN areas.
In other words, not every violation of the system will result in
Revocation; however, Revocation Médtur if the Accreditation
Authority determines that the accredited individual or entity has
materially breached the conditions of its accreditation and failed to cure
based on: i) a thirgbarty verified complaint received; ii) results of an
audit or investigation by the Accreditation Authority or auditoiij) any
misuse or abuse of privileges afforded; iv) repeated violations of the
accreditation policy; v) results of audit or investigation by a DPA.

1.5.5. In the event there is a pattern or practice of abesbhehavior within an
individual/entity, the credential for thendividual/entity MAYbe
suspended or revoked as part of a graduated sanction.

1.5.6. RevocatiorMUSTprevent reaccreditation in the future absent special
circumstances presented to theatisfaction of the Accreditation
Authority.

1.5.7. For the avoidance of doubt, Baccreditation does not prevent
individuals or entities from submitting future requests under the access
method provisioned in Recommendation (Beasonabl&®equests for
Lawful Dislosurg of the EPDP Phase 1 Report.

1.6. De-authorization of Identity Providers
1.6.1. Deauthorization of Identity Providerg:he IdentityProviders Validation

Procedures SHOULD include graduated penalties. In other words, not
every violation of theolicy will result in D@authorization; however, De

10Note, abuse of SSAD by an accredited user is addressed in recommend&tion #
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authorization may occur if it has been determined that the Identity
Provider has materially breached the conditions of its contract and failed
to cure based on: i) a thirdarty complaint received; ii) sellts of an

audit or investigation by the Accreditation Auditor or auditar) any

misuse or abuse of privileges afforded; d) repeated violations of the
accreditation policy. Depending upon the nature and circumstances
leading to the deauthorization ofan Identity Provider, some or all of its
outstanding credentials may be revoked or transitioned to a different
Identity Provider.

1.6.2. The Accreditation Authority MUST make available an appeals
mechanism to allow an Identity Provider to challenge deeision tode-
authorizethe Identity ProviderHowever, for the duration of the appeal,
0KS LRSYGAGE t NPOARSNIDA& &Gl Gdza gAff NE
appeal MUST be reported in a transparent manner.

1.7. Additional considerations for accreditedntities or individuals

1.7.1.MUST agree to:
1.7.1.1.0nly use the data for the legitimate and lawful purpose stated,;
1.7.1.2.the terms of service, in which the lawful uses of data are
described,;

1.7.1.3.prevent abuse of data received;

1.7.1.4.cooperate with any audit or information requests as a
component of an audit;

1.7.1.5.be subject to deaccreditation if they are found to abuse use of
data or accreditation policy / requirements;

1.7.1.6.store, protect and dispose of the gTtdyistration data in
accordance with applicable law;

1.7.2. only retain the gTLD registration data for as long as necessary to achieve
the purpose stated in the disclosure request.

1.7.3. The number of SSAD requests that can be submitted during a specific period of
time MUST NOTe restricted, except where the accredited entity poses a
demonstrable threat to the SSADr where they may be otherwigestricted
under these recommendationsich as under recommendation5(d) and
1Bb)e LI A& dzyRSNEG22R GKFG LR&a&aAES fAYAGLE
and speed may apply.

1.7.4. MUST keep the information required for accreditation and verification
up to date and inform the Accreditation Authtyr promptly when there
are changes to this informatio\ny changeMAY result in re
accreditation or reverification of certain pieces of information provided.
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Implementation Guidance

1.8. Inrelation to accreditation, the EPDP Team provides the following
implementation guidance, with the understanding that further details will be
developed in the implementation phase:

1.8.1. Recognized, applicable, and wedlitablished organizations could
support the Accreditation Authority as an Identity Provider. Proper
vetting, as described ih.3(f)above, MUST take place if any such
reputable and welkestablished organizations are to @dbrate with the
Accreditation Authority.

1.8.2. Examples of additional information the Accreditation Authority or
Identity Provider MAY require an applicant for accreditation to provide
could include:

T a business registration number and the name of #ughority that
issued this number (if the entity applying for accreditation is a legal
person);

1 information asserting trademark ownershtp.

1.9. Auditing / logging by Accreditation Authority and Identity Providers

1.9.1. Theaccreditation/verification activity (such as accreditation request,
information on the basis of which the decision to accredit or verify
identity was made) will be logged by the Accreditation Authority and
Identity Providers.

1.9.2. Logged data SHALL only becltised, or otherwise made available for
review, by the Accreditation Authority or Identity Provider, where
disclosure is considered necessary to a) fulfill or meet an applicable legal
obligation of the Accreditation Authority or Identity Provider; b) carry
out an audit under this policy or; c) to support the reasonable
functioning of SSAD and the accreditation policy.

See also auditing and logging recommendations for further details.

1.10. Verification.ICANN org should use its experience in other areas where
verification is involved, such as registrar accreditation, to put forward a
proposal for verification of the identity of the Requestor during the
implementation phase.

1 For clarity, service providers and/awyers acting on behalf of trademark owners are also eligible for

accreditation. However, such service providers and/or lawyers are acting on behalf (legally) of the trademark owner.
Where such service providers and/or lawyers breach the rules of the, ¥Sé&\bDecessary that disclosing entities

must be provided with such data, and it must be clear that such a breach may be considered in the future
disclosures for trade mark owner on whose behalf the agent is acting. The use of different 3rd partycagents

be used as a means to avoid past sanctions for misuse of the SSAD.
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1.11 ReAccreditation Peiods. As a best practice, the raccreditation period and
requirements for Registrars may be considered, which is currently 5 years. For
the avoidance of doubt, nothing prohibits the Accreditation Authority from
requiring additional documentation uporcereditation renewal.

1.12 The accredited entity is expected to develop appropriate policies and
procedures to ensure appropriate use by an individual of its credentials. Each
user must be accredited, but a user acting on behalf of an organizatiost, mu
KFodS GKSANI I OONBRAGIGAZY GASR G2 AlGa 2NBI

Recommendation #2. Accreditation of governmental entities
2.1.  Objective of accreditation

SSAD MUSdrovidereasonable access tegistration datafor entities that require
access to this data for the exercise of their public policy tasks. In view of their
obligations under applicable data protection rules, the final responsibility for granting
access taon-publicregistrationdata will remain withthe party that is considered to

be a controller for the processing of thaedgistrationdata that constitutes personal
data.

The development and implementation of an accreditation procedure that specifically
applies to governmental entities will facdie decisions that Contracted Parties will

need to make before granting accessman-publicregistration datato a particular

entity or automated processing of disclosure decisions by the Central Gateway
Manager, if applicableThisaccreditation procedure can provide data controllers with
information necessary to allow them to assess and decide about the disclosure of data.

2.2.  Eligibility

| OONBRAGIGAZ2Y o0& | O2dzy UNEQAKISNNRAIG2NEQaA 3I2¢
would ke available to various eligible government entiti&hat require access to nen
public registration data for the exercise of their public policy task, including, but not
limited to:

9 Civil and criminal law enforcement authorities

91 Data protection and regatory authorities

1 Judicial authorities

1 Consumer rights organizations granted a public policy task by law or delegation

from a governmental entity

12Implementation consideration: such a body could be an International Governmental Organization.
13Intergovernmental organizations (IGOs) are also eligible for accreditation uncemreendation #2. An IGO that
glyda G2 0SS | OONBRAGSR a}{¢ &a8S] I OONBRAGIGAZY @QAlF Ala K2a
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9 Cybersecurity authorities granted a public policy task by law or delegation from
a governmental entity includg national Computer Emergency Response Teams

(CERTS)
2.3.  Determining eligibility

Eligible government entities are those that require accessai@publicregistration
data for the exercise of their public policy task, in compliance ajiplicable data
protection laws. Whether an entity should be eligible is determined by a
country/territory- designatedAccreditation Authority.This eligibility determination
does not affect the final responsibility of the Contracted Party to determinetiagr or
not to disclose personal data following a requestron-publicregistrationdata or by
the Central Gateway Manager in the case of requests that meet the criteria for
automated processing of disclosure decisions, if applicable.

2.4. Governmental AccreditatiorAuthority requirements

Governmental Accreditation requirement8USTrollow the requirements set out in
Rec. 1.3

Additionally, the requirementsMUSTbe listed and made available to eligible
government entitiesFailure to alde by these requirements may result in-de
accreditation of the Accreditation Authority by ICANN Org.

2.5. Accreditation procedure

AccreditationMUSTbe provided by an approved accreditation authorityis authority
YIed 06S SAGKSNI I O2dzy iNEQaAKISNNARG2NEQA
delegated to an intergovernmentarganization This authority SHOULD publish the
requirements for accreditation and carry out the accreditation procedure for eligible
governmen entities.

2.5.1. Accreditation emphasizes the responsibilities of the dRémuestor
(recipient), who is responsible for complying with law.

2.5.2. Accreditation will focus on the requirements of the law, such as
requirements regarding data retention length, secsterage,
organizational data controls, and breach notifications.

2.5.3. Renewal, Logging, Auditing, Complaint andaDereditation will be
handled as per Rec. 1

Implementation Guidance:

2.6. Accreditation is required for a governmental entity to participate in $®AD.
Unaccredited governmental entities can make data requests outside the
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SSAD, and Contracted Parties should have procedures in place to provide
reasonable access.

2.7. Accredited users will be required to follow the safeguards as set by the policy
(seealso recommendation L SSAD Terms and Conditions). This is without
prejudice for the entity to respect safeguards under its domestic law.

2.8. Accredited entities SHOULD provide details to aid the disclosure decision to
Contracted Parties such as any appliedbtal law relating to the request.

Recommendation #3. Criteria and Content of Requests

3.1  The objective of this recommendation is to allow for the standardized
submission of requested data elements, including any supporting
documentation.

3.2 The EPDP Team recommends that each SSAD request MUST include all
information necessary for a disclosure decision, including the following
information:

3.2.1. Domain name peaining to the request for access/disclosure;

3.2.2. ldentification of and information about thRequestoincluding
Identity and Signed Assertion information as defined in
Recommendation #1 Section 1.4a) and Section £4b)

3.2.3. Information about the legal rightsf the Requestospecific to the
request and legitimate interest or other lawful basis and/or
justification for the request, (e.g., What is the legitimate interest or
other lawful basis; Why is it necessary for fRRequestoto ask for
this data?);

3.2.4. Affirmation that the request is being made in good faith and that
data received (if any) will be processed lawfully and only in
accordance with theurposespecified in (c);

3.2.5. Alist of data elements requested by tRequestoyand why the
data elementgequested are necessafgr the purpose of the
request

3.2.6. Request type (e.g. Urgentsee also recommendatior6#Priority
Levels Confidentiak; see also recommendation 2% Disclosure
Requirement}.

3.3 The Central Gateway ManageMUST confirm thatlarequired information is
provided. Should the Central Gateway Manager detect that the request is
incomplete, the Central Gateway Manager MUST notifyRbeguestoithat the
request is incomplete, detailing which required data is missing, and provide an

14 Consideration will need to be given by all parties involved in SSAD to the requirements that may apply to cross
border data trangérs.
15See definition in section 3.5c1Definitions.
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opportunity for theRequestoto complete its request. It must not be possible
for aRequestorto submit a request that is incomplete.

Implementation Guidance
TheEPDP Teamxpects that

3.4. Each requestnust include data associated with the information detailed in
Section 3.2 abovaVhile themechanism to collect and place this data into a
request (be it a web form, an API or similar) is not specified by this pibleey,
offering of pre-populated fields, tick boxes and/or dropdown options should be
considered. However, the use of ppepulated fields, tick boxes or
dropdown options must not exclude the ability Requestos from submitting
free form responses.

3.5, Requests mustdin English unless the Contracted Party that is receiving the
request indicates they are also willing to receive the request and/or supporting
documents in other language(s)

3.6. A signed assertion may provide one or more of tbguirementsas listed
above

Recommendation #4.  Acknowledgement of receipt and relay of the disclosure
request

4.1. Acknowledgement of receipt

4.1.1. Following confirmation that the request is syntactically correct and that
all requiredfieldshave beenfilled out, the Central Gateway Manager
MUST immediately and synchronously respond with the
acknowledgement of receipt and relay the disclosure reftf¢o the
responsible Contracted Party.

4.1.2. The response provided by the Central Gateway Man&yére
RequestoiISHOULD also include information about the subsequent
steps, information on how public registration data can be obtained as
well asthe expected timeline consistent with the SLAs outlined in
recommendation #0.

4.2. Relay of disclosure request

4.2.1. By default, the Central Gateway Manager MUST relay the disclosure
request to the Registrar of Record. Howewehere theCentral
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Gateway Manageis aware of any circumstance, assessed in line with
these recommendations, that necessitates the provision of a disclosure
request tothe relevant Registry Operatpthe Central Gateway Manager
MAY relay the disclosure request to the relevant Registry Operator,
provided that the reasons necessitating such a transfer of a request, are
provided to the registry operator for their consideratiofheRequestor
MUST bebleto flag such circumstance to the Central Gateway
Manager, but the Central Gateway Manager MUST make its own
assessment of whether the identified circumstance necessitates the
provision of the disclosure request to the relevant Registry Oper&iar
clarity, nothing in this recommendation preventsRequestorfrom

directly contacing, outside of SSAD, the relevant Registry Operator
with a disclosure request.

Implementation guidance
The EPDP Team expects that

43. ¢KS | O1ly26ftSRISYSYyl 2F NBOSALW gAtt AyOfd
similar mechanisnto facilitate interactions between thRequestoand the
SSAD, details to be worked out in implementation.

4.4. The Central Gateway Manager relays the disclosure retcaewell as
necessary and appropriateformation about theRequestotto the
Contracted Party. If it concerns a disclosure requests for which automated
processing of the disclosure decision applies (see recommendation
Automation), the relay of the dclosure request and all relevant information
may happen at the same time as the Central Gateway Manager would direct the
Contracted Party to automatically disclose the requested data tdbguestor

4.5 The Central Gateway Manager is expected to relay the disclosure request as
well as all relevant information about the Requestor to the Contracted Party. In
the case of disclosure requests for which automated processing of the
disclosure decision appli€see recommendation Automation), the relay of the
disclosure request and all relevant information may happen at the same time as
the Central Gateway Manager would direct the Contracted Party to
automatically disclose the requested data to the Requestor

Recommendation #5. Response Requirements

5.1  For the Central Gateway Manageér

17 Note that the requirements for disclosure requests that meet the criteria for automated disclosure decisions are
covered in recommendation #9.
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5.1.1.As part of its relay to the responsible Contracted Party, the Central
Gateway Manager MAY provide a recommendation to the Contracted Party
whether to disclose or not.

5.2. ForContracted Parties:

5.2.1.

5.2.2.

5.2.3.

5.2.4.

The Contracted Party MAY follow the recommendation of the Central
Gateway Manager but is not obligated to do so. If the Contracted Party
decides not to follow the recommendation of the Central Gateway
Manager, the Contracted Party MUImmunicate its reasons for not
following the Central Gateway Managegecommendation so the Central
Gateway Manager can learn and improve on future response
recommendations.

MUST provide a disclosure response without undue delay, unless there are
exceptonal circumstances. Such exceptional circumstances MAY include the
overall number of requests received if the number far exceeds the
established SLA8 SSAD requests that meet the automatic response criteria
must receive an automatic disclosure resporfser. requests that do not

meet the automatic response criteria, a response MUST be received in line
with the SLAslescribed in the SLA recommendation

Responses where disclosure of data (in whole or in part) has been denied
MUST include rationale sufficient for thdRequestorto objectively

understand the reasons for the decision, including, for example, an analysis
and explanation of how the balancing test was appfiéi applicable).
Additionally, in its response, the Contracted PaviAY include information

on how public registration data can be obtained.

If the Contracted Party determines that disclosure would be in violation of
applicable laws or result in inconsistency with these policy
recommendations, the Contracted Party MUSTuwuoent the rationale and
communicate this information to th®equestoyand, if requested]CANN

Org

5.3 If aRequestoiis of the view that its request was denigtviolation of the
procedural requirements of this policg complaint MAY be filed with ICANN
Org ICANNDrgMUST investigate complaints regarding disclosure requests
under its enforcement processes.

5.4. ICANNorg MUST make available an alert mechanism by wRiehuestos as
well as data subjects whose data has been disclosed can alert IGgNkhey
are of the view that disclosure or natisclosure is the result of systemic abuse
by a Contracted Party. This alert mechanism is not an appeal mechatism

18 See recommendation #12 for further details on what is considered abusive use of SSAD.
19 As per recommendatin #6, care must be taken to ensure that no personal data is revealed Rebfeestor
within this explanation.
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contest disclosre or nondisclosure affected parties are expected to use
available dispute resolution mechanisms such as courts or Data Protection
Authorities¢ but it should help inform ICANN Compliancatkégations of
systemidailure to follow the requirementsi this policy which should trigger
appropriateenforcementaction.

Implementation Guidance

5.5. Information resulting from the alert mechanism is also expected to be included
in the SSAD Implementation Status Report (see recommendati®nietallow
for further consideration of potential remedies to address abusive behavior.

56 LG A& y20 GKS 9t5t ¢SIFYyQa SELSOGIGAZY GKI
provide a recommendation from dayne as it is understood that experience
will need to be gained before the Central Gateway Manager may be in a
position to provide such a recommendation to the Contracted Party. It is the
expectation that a recommendation would be developed in an automated
fashion by factoring in information contaed in the request, information about
the Requestorand the history of requests by tHeequestor

Recommendation #6. Priority Levels

6.1 The EPDP Team recommends that the Central Gateway Manager accommodate
at least the following three (3) priority levels, whiclRaquestorcan choose
from when submitting requests through the SSAD. The priority level defines the
urgency with which the dclosure request should be actioned by the
Contracted Party

6.1.1. Priority 1- Urgent RequestsThe criteria to determine urgent
requests is limited to circumstances that pose an imminent threat to
life, serious bodily injury, critical infrastructure (onliaed offline) or
child exploitation. For the avoidance of doubt, Priority 1 is not
limited to requests from law enforcement agencies.
6.1.2. Priority 2- ICANN Administrative Proceedingdisclosure requests
that are the result of administrativeJ]N2 OSSRAY 3a dzy RSNJ L/ ! |
contractual requirements or existing Consensus Policies, such as
UDRP and URS verification requeSts
6.1.3. Priority 3- All other requests.

6.2 For Priority 3 requestfequestos MUST have the ability to indicate that the
discbsure request concerns a consumer protection issue (phishing, malware or
fraud), in which case the Contracted PasthlOULPrioritize the request over

20 For clarity, this priority assignment is expected to be limited to IGApIMoved dispute resolution service
providers or its employees in ttmntext of ICANN Administrative Proceedings.
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other Priority 3 requests. Persistent abuse of this indication can result in the
Requestof) de-accreditation.

6.3. The Contracted Party:

1 MAY reassign the priority level during the review of the request. For
example, as a request is manually reviewed, the Contracted Party MAY note
that although the priority is set gwiority 2 (CANN Administtave
Proceeding, the request shows no evidence documentimgl@ANN
Administrative Proceeding such afilad UDRP case, and accordingly, the
request should be recategorized as Priority 3.

1 MUST communicate any recategorization to the Central Gateway f#aina
andRequestor

6.4 The EPDP Team recommends that the S@NBTA dzLJLJ2 NI WdzNASy G Q { {!
disclosure requests to which the following requirements apply:

6.4.1. Abuse of urgent requests: Violations of the use of Urgent SSAD
Requests will result in @sponse from the Central Gateway
Manager to ensure that the requirements for Urgent SSAD Requests
are known and met in the first instance, but repeated violations may
result in the Central Gateway Manager suspending the ability to
make urgent requests viae SSAD.

6.4.2. Contracted Parties MUST maintain a dedicated contact for dealing
with Urgent SSAD Requests which can be stored and used by the
Central Gateway Manager, in circumstances where an SSAD request
has been flagged as Urgent.

6.5. The EPDP Team reomends that Contracted Parties MUST publish their
standard business hourbusiness daysind accompanying time zone in the
SSAI[portal.

Implementation Guidance

6.6 See, for referencezramework for Registry Operator to Respond to Security
Threatswhichnotes:dinitial judgment of a request beirgfigh Priority"
should be selévident and require no unique skills in order to determiae
public safety nexus. "High Priority" should be considered an imminetreat
02 KdzYlty ftAFST ONRGAOFE AYFNI &adNHzOG dzZNBE 2 N

6.7  Critical infastructure means the physical and cyber systems that areinital
that their incapacity or destruction would have a major detrimental impact on
the physical or economic security or public health or safety.
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6.8 See also recommendatiorLl@which contains further details in relation to the
requirements for an Urgent SSAD request.

How is priority defined?
Priority is a code assigned to requests for disclosuredlatimes processing will
happen based upoagreed to, best effort target regmse times.

Who sets the priority?

The initial priority of a disclosure request is set by Regjuestoy using the priority
optionsdefined by this policyW\When selecting a priority, the Central Gateway Manager
will clearly state the criteria applicabler an Urgent Request and the potential
consequences of abusing this priority setting.

What happens if priority needs to be shifted?

It is possible that the initialtget priority may need to be reassigned during the review
of the request. For example, as a request is manually reviewed, the Contracted Party
MAY note that although the priority is set as 2 (UDRP/URS), the request shows no
evidence documenting a filed UDRP case, and accordingly, the request should be
recategorized as Priority 3. Any recategorizafibdSTbe communicated to the Central
Gateway Manager anRequestor Following receipt of a neautomated disclosure
request fran the Central Gateway Manager, the Contracted Party is responsible for
determining whether to disclose the nonpublic data. Within #i®vedefined

response times, the Contracted PaMyJSTrespond to the request.

Recommendation #7. RequestorPurposes
7.1. The EPDP Teamcommends that:

7.1.1. Requestos MUSTsubmit data disclosure requests for specific purposes
such as but not limited to: (i) criminal law enforcement, national or
public security, (i) non law enforcement investigations and civil claims,
including,intellectual property infringement and UDRP and URS claims,
(iif) consumer protection, abuse prevention and network secuarty
(iv) obligations applicable to regulated entiti#Requestos MAY also
submit dataverificationrequests on the basis of RetgredName
Holder (RNH) consent that has been obtained byReguestor(and is
at the sole responsibility of th&equesto), for example to validate the
whl Qad OfFAY 2F 28ySNBKALI 2F ' R2YLFAY
with the Requestor

7.1.2. Assertion obne of these specifipurposes does not guarantee access in
all cases, but will depend on evaluation of the merits of the specific

21 For example, the EU Directive on security of network and information systems (known as the NIS Directive)
imposes specific obligations on Digital Service Providers and Operators of Essential Services.
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request, compliance with all applicable policy requirements, and the
legal basis for the request.

Recommendation #8.  Contracted PartyAuthorization.

For clarity, this recommendation pertains to disclosure requests that are routed to the
Contracted Party for review. These requirements DO NOT apply to disclosure requests
that meet the criteria for automated processingdiclosure decisions as described in
recommendation g, regardless of whether automated processing of disclosure

decisions is mandated or at the request of the Contracted PHntg.recommendation

does not override the ability for Contracted Parties ftedeéntiate between registrants

based on geographic basis as outlined in recommendation #16 (from EPDP Phase 1) nor
does it override the ability for Contracted Parties to differentiate between legal and
natural persons as per recommendation #17 (from EPtd2e 1) for this specific
recommendation.

General requirements
The Contracted Party

8.1. MUST review every request individually and not in bulk, regardless of whether
the review is done automatically or through meaningful review and MUST NOT
disclose data on the basis of accredited user category alone.

8.2. MAY outsource the authorization responsibility to a thparty provider, but
the Contracted Party will reain ultimately responsible for ensuring that the
applicable requirements are met.

8.3. MUST determine its own lawful basis for the processing related to the
disclosure decisio? TheRequestomill have the ability to identify the lawful
basis undewvhich it expects the Contracted Party to disclose the data
requested; however, in all instances where the Contracted Party is responsible
for making the decision to disclose, the Contracted Party MUST make the final
determination of the appropriate laful basis.

8.4. MUST support reexamination requests received via the SSAD system and MUST
consider them based on the rationale provided by Bequestor For clarity,
the resubmission of a disclosure request that is identical to the original request,
without a supporting rationale as to why the request must be reconsidered,
does not need to be reconsidered by the Contracted Party.

223ee also implementation guidance #17.
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8.5. Absent any legal requirements to the contrary, disclosure MUST NOT be refused
solely for lack of any of the follving: (i) a court order; (ii) a subpoena; (iii) a
pending civil action; or (iv) a UDRP or URS proceeding; nor can refusal to
disclose be solely based on the fact that the request is founded on alleged
intellectual property infringement.

Authorization determination requirements

Following receipt of a request from the Central Gateway Manager, the Contracted
Party:

8.6. MUST conducta primafaétNBE @A S¢g 2F (KS NBldzSaiqQa G f Al
sufficient for the Contracted Party to ground a substantive review and process
the associated underlying data. If the Contracted Party determines that the
request is not valid, e.g. it does not progidufficient ground for a substantive
review of the underlying data, the Contracted Party MUST request the
Requestotto provide further information prior to denying the request;

8.7. If the request is deemed valid based on the prima facie review, Mid&duct a
substantive review of the request and the underlying data:

8.7.1. If, following the evaluation of the underlying data, the Contracted Party
reasonablydetermines that disclosing the requested data elements
would not result in the disclosure of personal data, the Contracted
Party MUST disclose the data, unless the disclosure is prohibited under
applicable lawt* For clarity, if the disclosure would nogsult in the
disclosure of personal data, the Contracted Party does not have to
further evaluate the request.

8.7.2. If following the evaluation of the underlying data, the Contracted Party
determines that disclosing the requested data elementsildoesult in
the disclosure of personal data, the Contracted Party MUST determine,
at a minimum, as part of its substantive review of the request and the
underlying data:

8.7.2.1 whether the Contracted Party has a lawful basis for disclgdure
8.7.2.2 whether all the requested data elements are necesgary;
8.7.2.3 whether balancing or review is requir@er the lawful basis
identified by the Contracted Party as in 8.3

23 perthe Cambridge Dictionayyat firstsight(basedon whatseemsto be thetruth when firstseenor heard).

24When considering the publication of nguublic data of legal persons, particularly with respect to NGOs and

parties engaged in human rights activities that may be protected by local law (e.g. Constitutional and Charter Rights
law), theContracted Party should consider the impact on individuals that could potentially be identified by disclosing
the legal person data.

25 See also implementation guidance #17

26 For further context regarding the definition of necessary, please refer to ptliedégal guidancthe EPDP Team
referenced when formulating this definition.
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8.8.

8.9.

If the request is subject to balancing or review as per pardg&p.2.3

8.8.1L MUST disclose the data if, based on its evaluation, the Contracted Party
determines that theRequestoRd f SIAGAYIF GS Ay GSNBai
by the interests or fundamental rights and freedoms of the data subject.

The Contracted Peyr MUST document the rationale for its approval.

8.8.2 MUST deny the request, if, based on its evaluation, the Contracted Party
determines that theRequestoRd f SIAGAYIF S Ay G SNBAG
interests or fundamental rights and freedoms of theta subject. The
Contracted Party MUST document the rationale for its denial and MUST
communicate the reason for denial to the Central Gateway Manager,
with care taken to ensure no personal data is included in the reason for
denial.

If the requestis not subject to balancing or review as per paragréph2.3

8.9.1L MUST disclose if the Contracted Party determines it has a lawful basis or
is not prohibited under applicable laiw disclose the data. The
Contracted Party MUST document ttagionale for its approval.

8.9.2 MUST deny the request if the Contracted Party determines it does not
have a lawful basis or is prohibited under applicabletawisclose the
data. The Contracted Party MUST document the rationale for its denial
and MUST communicate the reason for denial to the Central Gateway
Manager, with care taken to ensure no personal data is included in the
reason for denial.

TheRequestor

8.10.

8.11.

8.12.

MAY file a reexamination request if it believes its request was improperly
denied.

MUST, within its reexamination request, provide a supporting rationale as to
why its request must be reexamined. The supporting rationale should provide
sufficient detail as to why thRequestombelieves its request was improperly
denied.

If aRequestobelieves a Contracted Party is not complying with any of the
requirements of this policy, thRequestoiSHOULD notify ICANIXg

further to the alert mechanism described in Recommenda#ibig Response
Requirements.

Implementation Guidance

8.13.

The EPDP Team envisions the Contracted Party having the ability to
communicate with theRequestowia a dedicated ticket in the SSAD. The EPDP
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Team also envisions the SSive fully protected by industrgtandard data
protection technology includingncryption to protect the transmission of
personal datain accordance with applicable data protection laws and cyber
security acts

8.14. The EPDP Team notes the sgesibf how the communication paragraph8.6
will be assessed in the policy implementation phase; however, the EPDP Team
provides this additional guidance to assist. The EPDP Team envisions the
Contracted Party sending a notice to tRequestor via the elevant SSAD
ticket, noting its decision to deny the request. TRequestomwould then have
(x) amount of days to provide updated information to the Contracted Party.
Upon theRequestoRd LINR @A &A 2y 2F dzZLJRIF GSR AYyF2NNI G
would reset.For example, the Contracted Party would have 1 business day to
respond to the updated urgent request. If tiRequestoichooses not to provide
the information, the SLA would be counted when the Contracted Party sends
0KS GAy Syl G 2RegestorlEthe ReRjuedtoniéidds Aottd K S
respond, the request is denied as soon as the time period has expired.

8.15. In situations where th&€ontracted Party is evaluating the legitimate interekt

the Requestorthe Contracted Party SHOULD consider the following:

8.15.1 Interest must be specific, real, and present rather than vague and
speculative.

8.15.2 An interest is generally deemed legitimate so long as it can be pursued
consistent with data protection and other laws.

8.15.3 Examples of legitimate interests include: (i) enforcement, exercise, or
defense of legal claims, including IP infringement; (ii) prevention of fraud
and misuse of services; (iii) physjdal, and network security.

8.16. The Contracted Party SHOULD, as part of its substantive review, asksss:at
8.16.1 Where applicable, the following factoshiould be usedo determine

whether the legitimate interest of th&equestolis not outveighed by

the interests or fundamental rights and freedoms of the data subject. No

single factor is determinative; instead, the Contracted Party SHOULD

consider the totality of the circumstances outlined below:

8.16.1.1 Assessment of impacConsider the direct impact on data
subjects as well as any broader possible consequences of
the data processing. Consider the public interest and
legitimate interests pursued by thRequestorto, for
example, maintain the security and stabilitiytbe DNS.
Whenever the circumstances of the disclosure request or
the nature of the data to be disclosed suggest an
increased risk for the data subject affected, this shall
be taken into account during the decisiomaking.
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8.16.1.2 Nature ofthe data.Consider the level of sensitivity of the
data as well as whether the data is already publicly
available.

8.16.1.3 Status of the data subjedConsider whether the data
adzo2S0GQa adl Gdza AyONBI asSa
children,asylum seekers, other protected classes)

8.16.1.4 Scope of processingGonsider information from the
disclosure request or other relevant circumstances that
indicates whether data will be securely held (lower risk)
versus publicly disclosed, madccessible to a large
number of persons, or combined with other data (higher
risk)?” provided that this is not intended tgrohibit
public disclosures for legal actions or administrative
dispute resolution proceedings such as the UDRBPRSS.

8.16.1.5 Reasonable expectations of the data subj€cinsider
whether the data subject would reasonably expect their
data to be processed/disclosed in this manner.

8.16.1.6 Status of the controller and data subje€onsider
negotiating power and any imbalances in authority
between the controller and the data subjet&.

8.16.1.7 Legal frameworks involve@onsider the jurisdictional
legal frameworks of th&®equesbr, Contracted
Party/Parties, and the data subject, and how this may
affect potential disclosures.

8.16.1.8 Crosshorder data transfersConsider the requirements
that may apply to crosborder data transfers.

8.17. A lawful basis may be based on the presence of a lawful basis LQABIN
policy (orapplicable law.

The application of the balancing test and factors considered in this section SHOULD be
revised,as appropriate, to address applicable case law interpreting GDPR, guidelines
issued by the EDPB or revisions to GDPR or other applicable privacy laws that may
occur in the future.

Recommendation #9.  Automation of SSAD Processing

9.1. The EPDP Team recommends that the Central Gateway manager MUST
automate the receipt, authentication, and transmission of SSAD requests to the

27For further contextregarding the higher risk when data is combined, please refer to ptf&dégal guidancthe

EPDP Team referenced when considering these factors.

28 |n the context of Contracted Party authorization, the relevant parties are the Contracted Party (controller) and the
registrant(data subject); however, the roles and responsibilities of the parti#é$wifurther discussed in
implementation.
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relevant Contracted Party insofar as it is technically and commercially feasible
and legally permissible

9.2 The SSAD MUST allow for the automation of the processing efoniéd,
valid, complete, properly identified requests from accredited users as described
below.

Automated processing of disclosure decisions

9.3 Contracted Parties MUST process in an automated manner disclosure decisions
for any categories of requests for which automation is determined gsée
and the processes detailed in recommendatid®)#to be technically and
commercially® feasiblé® andlegally permissible-or the avoidance of doubt,
the EPDP Team recommends that any categories of disclosure decisions that do
not currently meet these criteria will not be foreclosed from consideration of
automated disclosure in the future, subject to the processes detailed in
Recommendation #8. In areas where disclosure decisions do not meet these
criteria, standardizationfothe disclosure decision process is the baseline
objective.

9.4. Per the legal guidance obtained (s&dvice on use cases re automation in
the context of disclosure of nepublic registrant data April 2020, the EPDP
Team recommends that the following types of disclosure requéstsahich
legal permissibility has been indicatadder GDPR for full automation {iake
as well as processing of disclosure decisMb)ST be automatetiom the
time of the launch of the SSAD

9.4.1. Requests from Law Enforcement in local or otherwise
applicable jurisgttions with either 1) a confirmed GDPR 6(1)e
lawful basis or 2) processing is to be carried out urader
GDPRArticle 2 exemption;

9.4.2. The nvestigation ofan infringement of thedata protection
legislationallegedlycommitted by ICANN/Contracted Parties
affectingthe registrant;

9.4.3. Request for city field only, to evaluate whether to pursue a
claim or for statistical purposes;

9.4.4. No personal data on registration record that has been
previously disclosed by the Contractedtya

29 During implementation, further consideration will need to be given to the commercial feasibility for registrars that

may receive a very limited number of requests that will meet the criteria for automated processing of disclosure

decisions and whether thignancial burden of enabling this automated processing is of such a nature that an

exemption may need to be provided. As part of this consideration, the Central Gateway Manager also should

consider how it can facilitate the integration of a ContractedParQa a&adSYy A0GK (GKS {{!5 {2 N
burden of automated processing of disclosure decisions.

30 [nitial consideration of the financial feasibility of automation will be addressed by ICANMtbride

Implementation Review Team and subsequebththe mechanism for the evolution of SSAD, as applicable.
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9.5.  For clarity, if a Contracted Party determines that automated processing of
disclosure decisions for the use cases specified in this recommendation or
through the processes detailed in RecommendatioB #Inot legally
permissible or brings with it a significant risk that was not recognized in the
legal guidance obtained by the EPDP Team but has been subsequently identified
and documented through, for example, a Data Protection Impact Assessment
(DPIA), the Contractedarty MUST notifflCANN org it requires an exemptjon
from automated processing of disclosure decisions for the identified use case(s)
and MUST include supporting documentation with its natidereasonable
exemption notifications MAY be subject to review by ICANN Org. ICANN org
MUST reverse the exemption recognition if it finds the Contracted Party
notification incorrect or abusive.

9.6. As soon as ICANN org has been notified, theti@l GatewayManagerMUST
halt the transmission of the identified use cases as requiring automated
processing and MUST transmit the request pursuant to the requirements in
Recommendatio ¢ Contracted Party Authorization

9.7. ICANN org MUST provide a notice and cominpeacess to allow affected
stakeholders to provide input on the exemptions provided for in parag&ph
ICANN org MAY facilitate a subsequent discussion between affected
stakeholders and the Contracted Party in question to facilitate mutual
understanding of the exemption and supporting information. Further details
will be determined in implementation, includinmgptential confidentiality of the
process

9.8. As soon athe Contracted Party becomes aware that the exemption is no longer
applicable, it MUST inform ICANN org accordingly.

99, C2fft2gAy3a | [/ 2y NI Ol paRagraphglthe Qentray 2 G A TA OF G A
Gateway Manager MUST transmit requests that meet the criteria for
automated processing to the Contracted Party in accordance with this
recommendation and the Contracted Party MUST resume automated
processing of disclosure decisions for the relevantazsees.

9.10. With respect to disclosure requests that would be sent to a Contracted Party for
review, a Contracted Party MAY request the Central Gateway to automate the
processing of the disclosure decision of all, or certain types of, disclosure
requests and/or requests coming from a cert&equestof®! after the

31For example, a Contracted Party could consider implementing a Trusted Notifier scheme that would allow
qualification ofRequestos that meet certain criteria established by the relev&untracted Party to obtain
automated responses to their disclosure requests.

Page40of 171



EPDPeam Phase BinalReport 31 July 2020

Contracted Party has weighed the risk and assessed the legal permissibility, as
applicable.

9.11. A Contracted Party MAY retract or revise a request for automating the
disclosure decision that is not required by these policy recommendations at
any time.

9.12. For clarity, the Central Gateway Manager oversees whether a disclosure
requesthas met tle criteria for automated processing of disclosure decisions
which MAY involve neautomated review at the Central Gateway. Similarly,
the Central Gateway MAY request the Contracted Party for further information
that may help the Central Gateway Manager in determining whether or not the
criteria for an automated processing of disclosure decisions have been met. A
Contracted Party MAYrpvide such further information, if requested. There is
no expectation that personal data tseansferred in response to such an
information request.

Implementation Guidance

In addition to the requirements detailed in Recommendatigh(Acknowledgement of
Receipt) and Recommendati¢d0 (SLAs), which will also apply to automated
processing of disclosure decisions, the following implementation guidance will apply to
automated pocessing of disclosure decisions, i.e., requests for which the Central
Gateway Manager determines an automated decision to the disclosure retjoest

the Contracted Party is required, as per this recommendation.

9.13. The EPDP Team expects that aspects of the SSAD such as intake of
requests, credential check, request submission validation (format &
completeness, not content) could be automated, while it is likely not
possible to completely automate all aspects ofctbsure request reviewand
disclosure in all cases.

9.14. In the context of further consideration of potential use cases that are
deemed legally permissible in the context of recommendatio8, #dgally
permissible is expected to be determined, irethbsence of authoritative
guidance (e.g. EDPB, European Court of Justice (ECJ), new law), by the
party/parties bearing liability for the automated processing of disclosure
decisions.

9.15. Further to the legal guidance referenced above, the EPDP Team recommends
the GNSO Standing Committee (see recommendation, #1 &% review, further
consider both the safeguards outlined in appendix 2 ofAldeice on use cases
re automation in the context of disclosure of npablic registrant data April
2020and the use ases outlined in Section 3.4 thfat Advice to consider
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9.16.

9.17.

whether disclosure would constitute a legal or similar significant effect, which
might prevent automation of disclosure.

The way automated processing of disclosure decisions is expected to work in
practice is that the Central Gateway Manager would confirm the request meets
the requirements for automated processing and direct the Contracted Party to
automatically disclose the requested data to tRequestor The mechanism is
expected to be determined during implementation.

Consideration will need to be given by @dlrties involved in SSAD to the
requirements that may apply to crodsrder data transfers.

Recommendation #10. Determining Variable SLAs for response times for SSAD

10.1.

10.2.

The EPDP Team recommends tGantracted Parties MUST abide ®grvice
Level Agreements (SLAkat are developed, implemented, and enforgezhd
as updated from time to time per RecommendatiorB#ih accordance with the
implementation guidance provided below.

For purposes of calculating SLA response time, thd°>HRRam recommends the
SLA starts when a validated request with all supporting information is provided
to the Contracted Party by the Central Gateway Manager and stops when the
Contracted Party responds (via the Central Gateway) with either the
informationrequested, a rejection response, or a request for additional
information. A reexamination request orRequestoresponse with more
information would be considered the start of a new request for SLA calculation
purposes.

Priority Matrix for non-automated disclosure requests

Proposed SL%& (Compliance at 6 months /
Request Type Priority 12 months / 18 month}
Urgent Requests 1 1 business daynot to exceed 3 calendar da)l
(85% / 90% / 95%0
ICANNAdministrative 2 Max. 2 business days
proceedings (85% / 90% / 95%0
All other requests* 3 See implementation guidance below.

*Note: Nothing in these policy recommendations explicitly prohibits the development
of new categories and defined SLAs.

32 Note, the business days referenced in the table are from the moment of Contracted Party receipt of the
disclosure request from the Central Gateway Manager.
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Implementation Guidance

10.3 Priority 1 and 2 requirements are intended to be made binding by the
consensus policy document. Priority 3 service level requirements can also be
made binding as part of the consensus policy document, in consultation with
the IRT.

Proposed Definitions

Business day$® as defined in the jurisdiction of the Contracted Party.

Mean Response TimeA rolling average of all response times, automatically calculated
frequently (e.g. daily or weekly) as a utility to a Contracted Party to evaluate their own
performance at any time.

Response Target Evaluation Interv#l 3month period allowing for review of

response time performance 4 times per year.

Response Target Valud@he value of the Mean Response Time measurement on the
closing day of the Response Teirgvaluation Interval.

Compliance Target Valudhe same definition as the Response Target Value, but with
a Compliance review of this SLA target.

Contracted Party response time requirements for SSAD requestamil upover two
phases:

1 Phase 1 beginsx (6) monthsfollowing the SSAD Policy Effective Date.
1 Phase 2 beginsne (1) yearfollowing the SSAD Policy Effective Date.

PHASE (only applies to priority 3 requests)

104. During Phase Bnd continuing on thereafteiContracted Partyesponse
targets for SSAD Priority 3 requests willfive (5) business days.

105. The Central Gateway ManaggitUSTmeasure response targets using a Mean
Response Time, not on a pasponse basis.

106. TheSSADMUSTO!I f Odzf | 1S / 2 yigoiNg Medanh Résponde Niie2a® &
rolling average, as a utility to a Contracted Party to evaluate their own
performance at any time.

10.7. The SSAMUSTalsomeasurethe Response Target Value of the ongoing rolling
average at the end of the Response HErgvaluation Interval. Only the 3
month Response Target ValdJSTbe used to determine success or failure to
meet response targets as described below. For the avoidance of doubt, the

33 See also recommemadion #6.5.
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intent of the SSAD providing the Contracted Party withNfean Respnse

Timeis to provide a warning to the Contracted Party that there may be an issue

with its response times and to allow the Contracted Party to remedy the issue in

a cooperative manneiContracted Parties must therefore at all times have

access to view their own current Response Target Véltiee Contracted

AN o

t FNIeQa wSaLkRyasS ¢ NBSGOG +I f MiSSTES®EIOSSRA

result in a policy breach.

Instead, failure to reet a response target will prompt ICANN to alert the
Contracted Party of a response target failure.

108. ¢KS /2y GNI OGSR tINJeé a!{¢ NBaLRyYyR

notice within five (5) business days.

109. ¢ KS / 2y (NI O0 S&must indldilea@ationdéSad thdhy the
Contracted Party could not meet its response target.

1010. CF Af dzZNB 2F GKS [/ 2y GNIF Ol SRMUSTOBII &

considered a breach of the policy; accordingly, the failure to respond to the

compliance notice will result in an ICANN Compliance inquiry.

PHASE ponly applies to priority 3 requests)

10.11. InPhase 2, Contracted Pa@mplianceTargets for SSAD Prity 3 requests

will beten (10) business days.

10.12. The Central Gateway ManageiSTmeasureComplianceTargets using a

mean response time, not on a peesponse basis. The SSAD will calculate
[ 2y G NI O irBeRnComipliddcéTadgieton the final day of the Response

Target Evaluation Interval.

1013. LF GKS /2y iNIOGSR tIFINIheQa wSaLkRryas
will result in a policy breach, and, accordingly, the Contracted Party will be

subject to compliance enforcement.

10.14. Response Targets and Compliance TarlykiSTbe revewed, at a minimum,
after every six months in the first year, thereafter annually (depending on the

outcome of the first review).

10.15. Response targets for disclosure requests that meet the criteria for fully
automated responses are expected to hether developed during the
implementation phase, but these are expected to be under 60 seconds.
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10.16. The Implementation Review Team should further consider the effect of the SLAs
in instances where additional information is requested from the Gaotad
Party and provided by thRequestor (Please see Recommendati®®
Contracted Party Authorizatidior additional information.)

Recommendation #11. SSAD Terms and Conditions

11.1. The EPDP Team recommends that minimum expectations for appropriate
agreements and policies, such as terms of use for the SSAD, an SSAD privacy
policy, disclosure agreement and an acceptable use policy are further defined
during the implementation phas¢g be subsequently developed and enforced
by the entity responsible for the SSALY ICANN Org or a third party that has
been tasked by ICANN Org to take on this enforcement function). These
agreements and policies MUST take into accalitecommendations from
this policy These agreements and policies are expected to be developed and
negotiated, as appropriate, by thgarties involved in SSAD, taking the below
implementation guidance into account.

11.2 All necessary agreements relating to the processing of data requests via the
SSAD, MUST include clauses relating to cross border transfers, ensuring a
commitment ty the parties, where applicable, to ensure and provide for an
adequate level of data protection.

113. The SSAD Terms and ConditibtsYbe updated as appropriatey ICANN org
to address applicable law and practices.

Implementation guidance

11.4. Privacy Policy for processing of personal data of SSAD UsersR&QAd3tos
and Contracted Parties) by SSAD

The EPDP recommends, at a minimum, the privacy pdli¢§Tinclude
relevant data protection principles, including:
The type(s) opersonal data processed
How and why the personal data is processed, for example,
o verifying identity
o communicating service notices
How long personal data will be retained
The types of third parties with whom personal data is shared
Where applicable, detailsf any international data transfers/requirements
thereof
Information about the data subject rights and the method by which they can
exercise these rights
Notification of how changes to the privacy policy will be communicated
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Transparencyequirements

Data security requirements

Accountability measures (privacy by design, by def@a4ta Protection
Officer DPQ above certain size, etc)

11.5. Terms of Use for SSAD users (SBéduestos and Contracted Parties)
The EPDP recommends, at a minimne terms of usévilUSTaddress:

RequestoRd AYRSYYATFTAOIGAZ2Y 2F GKS O2yGNRfTfS
disclosure decision) based on the following principles:
o Requestos are responsible for damages or costs related to third
party claims arising frori) their misrepresentations in the
accreditation or request process; or (ii) misuse of the requested data
in violation of the applicable terms of use or applicable law(s).
o b20iKAY3 Ay GKSaS GSN¥Ya fAYALGa ye LI
recovery under aplicable laws (i.eRequestos are not precluded
from seeking recovery from controllers where those rights are
provided under law).
o Nothing in these terms shall be construed to create indemnification
obligations for public authoritiRequestos who lack théegal
authority to enter into such indemnification clauses. Further, nothing
in this clause shall alter potentially existing government liability as a
recourse for the operators of the SSAD.
Data request requirements
Loggingand auditrequirements
Ability to demonstrate compliance
Applicable prohibitions
Abuse prevention requirements

11.6. Disclosure agreements for SSRBquestos

The EPDP recommends, at a minimum, disclosure agreertsnBladdress
the requirements folRequestos after data has been disclosed to the
Requestor

Use of the data for the purpose indicated in the request

Requirements for use of data for a new purpose other than the one

indicated in the request

Retention and destruction of dat&®equestos MUST coniin that they will

store, protect and dispose of the gTLD registration data in accordance with
applicable lawRequestos MUST retain only the gTLD registration data for

as long as necessary to achieve the purpose stated in the disclosure request,
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unless oherwise required to retain such data for a longer period under
applicable law.
Lawful use of data

11.7. Acceptable Use Policy for SSRé&questos. TheRequestoMUST accept the
Acceptable Use Policy before disclosure requests can be subrthitealgh
SSAD.

At a minimum, the Acceptable Use Policy MUST include the following
requirements:

TheRequestor

11.7.2.MUST only request data from the current RDS data set (no historic
data);

11.7.2.MUST, for each request for RDS data, provide representations of
the correspondingurpose and lawful basis for the processing,
which will be subject to auditing (see the auditing recommendation
#16for further details);

11.7.3.MAY request data from the SSAD for multiple purposes per request,
for the same set of data requested;

11.7.4.For each stated purpose must provide (i) representation regarding
the intended use of the requested data and (ii) representation that
the Requestomwill only process the data for the stated purpose(s).
These representations will be subject to auditing (aaditing
recommendatior#16further details).

Recommendation #12. Disclosure Requirement

12.1. The EPDP Team recommends

Contracted Parties:
12.1.1.MUST only disclose the data requested by rexjuestoy
12.1.2.MUST return current data or a subset thereof (no historic data);

12.2. Contracted Parties anithe Central Gateway Manager

12.2.1.MUST process data in compliance with applicable law

12.2.2. Where required by applicable law, MUST disclose to the Registered
Name Holder (data subject), on reasonable request, confirmation of the
procesing of personal data relating to them, noting, however, the
nature of legal investigations or procedur@\Y require SSAD and/or
the disclosing entity to keep the nature or existence of certain requests
confidential from the data sybct. Confidential reqestsMAYbe

Page47of 171



EPDPeam Phase BinalReport 31 July 2020

disclosed to data subjects in cooperation with the requesting entity, and
AY | OO2NRIyOS gAGK GKS RIFGlF &adzoe2S0dQa
12.2.3.Where required by applicable law, MUST provide mechanism under
which the data subject may exercisetiight to erasure, to object to
automated processing of its personal information should this processing
have a legal or similarly significant effect, and any other applicable rights;
12.2.4.MUST, in a concise, transparent, intelligible and easily accessible form,
using clear and plain language, provide notice to data subjects, of the
types of entities/third parties which may process their data. For the
avoidance of doubt, Contracted Parties MUST provide the above
described notice to its regimnt customers, andite SSAD MUST provide
the abovedescribed notice to SSAD users. For Contracted Parties, this
notice MUST contain information on potential recipients of #parblic
registration data including, but not limited to the recipients listed in
Recommendation #RequestoPurposes, as legally permissible.
Information duties according to applicable laws may apply additionally,
but the information referenced above MUST be contained as a minimum.

Implementation Guidance

123. Current data means the data reviewey the Contracted Party when making
the determination whether to disclose the data. In order to lower the possibility
of changes to the data during the pendency of an outstanding disclosure
request, e.g., if the registrant updates its contact data, Cated Parties are
encouraged to disclose data as soon as possible following its decision on
whether to disclose. For the avoidance of doubt, historic data refers to the
registration data in place before the request for disclosure was made, not
registraion data that may have changed as a result of any updates made by the
registrant between the time the request for disclosure is reviewed and the
decision to disclose the registration data.

124. The nature of legal investigations or procedures are not limited to criminal
investigations or to other investigations (e.g. many civil investigations require
confidentiality).

Recommendation #13. Query Policy

13.1. The EPDP Team recommends that the Central Gat&laanager:

13.1.1.MUST monitor the system and take appropriate acfibaiuch as revoking
or limiting access, to protect against abuse or misuse of the system;

¥eKS 9t5t ¢SIY SELSOGE (GKFG WHLILINBLNAREGS FOGAZ2YQ sAff 0S8 F
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13.1.2.MAY take measures to limit the number of requests that are submitted by
the sameRequestoiif it is demonstrated that the requests are of an abusive
nature;

G! 0dzaA @S¢ dzaS 2F {{!5 a!, AyOfdzZRS o60o6dzi A a
or more of the folowing behaviors/practices:

13.1.2.1. High volume automated submissions of malformed or
incomplete requests.

13.1.2.2. High volumé® automated duplicate requests that grfrivolous
maliciousor vexatious.

13.1.2.3. Use of false, stolen or counterfeit credentials to access the
system.

13.1.2.4. Storing/delaying and sending higlolume requests causing the

SSAD or other parties to fail SLA performance. When
investigating abuse based on this specific behavior, the concept
of proportionality should be considered.

13.1.3.As with other access policy violations, abusive behavior can ultimately result
in suspension or termination of access to the SSAD. In the eveftahtal
Gateway Managemakes a determination based on abuse to limit the
number of requests from Requesto, the RequestoMMAY seek redreddvia
ICANN org if it believes the determination is unjustified. For the avoidance
of doubt, if theSSADeceives a high volume of requests from the same
Requestor the volume alone must not result in a de facto determioatof
system abuse.

13.1.4.MUST respond only to requests for a specific domain name for which non
public registration data is requested to be disclosed and MUST ex&mine
each requestndividually and not in bulk, regardless of whether the
consideration is done automatically or through meaningful review.

132.The EPDP Team recommends tGantracted Parties

13.2.2.MUST NOT reject disclosure requests from SSAD on the basis of abusive
behavior which has not been determined abusive by @ntral
GatewayManageras per a) and b) abovédowever, Contracted Parties
must also have some means to report this behavior back up to the
CGM/SSAD. The Central Gateway Manager MUST provide a mechanism
for Contracted Parties to report perceived abusive requestors/requests
and provide a determination regarding the requestor/request within the

B¢KS 9t5t ¢SFHY SELISOGA (KFG WKAIK @2tdz2ySQ Attt 0SS FdzNIKSNI
36 For clarity, redress would be in the form of reconsideration by the Central Gateway Manager, for which the

Requestor may provide new information but is not required to do so.

371t is the expectation that this examination is done automatically.

Page49of 171



EPDPeam Phase BinalReport 31 July 2020

timeframe allowed for the Contracted Party poovide a response.
Alternatively, the Contracted Party shall be permitted to delay
providing a response until such time that the Central Gateway
Manager has reviewed the report of abuse and made a determination.

133. The EPDP Team recommends:

13.3.1.TheCentral Gateway Manag®dUST support requests keyed on fully
qualified domain names (without wildcardS).

13.3.2.TheCentral Gateway Manag®UST support the ability of Requestor
to submit multiple domain names in a single requé&st.

13.3.3.For disclosure requests that are not subject to the automated processing
of the disclosure decision, theéentral Gateway Manag®UST route
each domain individually to the Contracted Party respondiiméhe
disclosure decision (this may require SSAD to split a request into multiple
transactions).

13.3.4.Notwithstanding the recommendations relating to the management of
abusive behavior he Central Gateway Managand Contracted Parties
MUST have the capagito handlea reasonablenumber of requests in
alignment with the SLAs established.

13.3.5.TheCentral Gateway Manag®UST only support requests for current
RFaGlI 6y2 RFEGIF Fo2dzi G§KS R2YIFAY VyIYS

13.3.6.The SSAD MUST be able to save the history of the different disclosure
requests, in order to keep traceability of exchanges between the SSAD
Requestos and Contracted Parties via the SSAD. Appropriate safeguards
need to put in place to safeguard this infaatron. Appropriate access to
such relevanactivity statisticsshould be provided to the CPs, as deemed
necessaryto ensure that all relevant information relating to requests for
disclosure are available for consideration in such disclosure decisions.

See also the Acceptable Use Policy requirements in recommend#fidig Terms and
Conditions.

Implementation Guidance

13.4 Abusive behavior can ultimately result in suspension or termination of access to
the SSAD; however, a graduated penalty scheme should be considered in
implementation. There may, however, be certain instances of egregious abuse,
such as counterfeiting atealing credentials, where termination would be
immediate.

38 The PDP Team expects implementation to reasonably determine how many may be submitted at a time,
consistent with the Query Policy.
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13.5

13.6

An SSAD request must be received for each domain name registration for which
non-public registration is requested to be disclosed but it must be possible for
Requestors to submit mufile requests at the same time, for example, by
entering multiple domain name registrations in the same request form provided
that the same request information applies.

Ly NXBf Apprapiate accéss ta such relevattivity statisticsshouldbe
provided to the CPs, as deemed necessaryA Y thismie eRmeéed to be
fAYAGSR (G2 |,/tQa 28y | OGAGAGE D

Recommendation #14. Financial Sustainability

14.1.

14.2.

14.3

14 4.

The EPDP Team recommends that, in considering the costs and financial
sustainability of SSAD, one needs to distinguish between the development and
operationalization of the system and the subsequent running of the system.

The objective is thatite SSAD is financially ssiffficient without causing any

additional fees for registrants. Data subjects MUST NOT bear the costs for

having data disclosed to third partieRequestos of the SSAD data

should primarily bear the costs of maintaining thystem Furthermore, Data

Subjects MUST NOT bear the costs of processing of data disclosure requests,

which have been denied by Contracted Parties following evaluation of the

requests submitted by SSAD usd@GANNMAY contribute to the (partial)

covering of costs for maintaining the Central Gatewsay. clarity, the EPDP

¢SIFY dzyRSNEGFYRa (GKIFIG NBIAAGNIydGa | NB dz
revenue.This revenue does not per se violate the restriction thab R 8 I § |
subjects MUST NOTheark S O2aida F2NJ KFE@GAy3a REGE RA&Ol
Data subjects MUST NOT be charged a separate fee by the Central Gateway for

having their data requested by or disclosed to third parties. However, the EPDP

Team notes that registered name holderglhalways indirectly bear any costs

incurred by registrars and registries. The EPDP Team also understands that the

RAA prohibits ICANN from limiting what Registrars may charge. RAA 3.7.12

aGrasSay ab2idKAYy3 Ay (GKAA | BIMBEBWaS Y i LINB & ON
may charge Registered Name Holders for registration of Registered Names.

The prospective users of the SSAD, as determined based on the implementation
of the accreditation process and Identity Providers to be used, should be
consulted on setting usage fees for the SSAD. In particular, those potential SSAD
requestors who are not part of the ICANN community must have the

opportunity to comment and interact with the IRT. This input should help

inform the IRT deliberations on this tapi

The SSAD SHOULD NOT be considered ageoBtating platform for ICANN or
the contracted parties. Funding for the SSAD should be sufficient to cover costs,

Pageblof 171



EPDPeam Phase BinalReport 31 July 2020

including for subcontractors at fair market value and to establish a legal risk
fund 3 It is crucial to ensure that any payments in the SSAD are related to
operational costs and are not simply an exchange of money foipuodtic
registration data.

145. In relation to the accreditation framework:

14.5.1.Accreditation applicants MUST be charged-®é¢edetermined non
refundable fee proportional to the cost of validating an application,
except under certain circumstances these fees may be waived or
zero for cetain types or categories of applicants which SHOULD be
further defined during the implementation phase.

14.5.2.Rejected applicants MAY-spply, but the new application(s) MAY
be subject to the application fee.

14.5.3.Fees are to be established by the accreditatiothatity. If the
Accreditation Authority outsources the Identity Provider function,
the Identity Provider MAY establish its own fees after consulting the
Accreditation Authority.

14.5.4. Accredited users and organizations MUST renew their accreditation
periodically

Implementation Guidance

146. The EPDP Team expects that the costs for developing, deployment and
operationalizing the system, similar to the implementation of other adopted
policy recommendations, to be initially borne by ICANN“8(@ontracted
Parties and other parties that may be involvéd\s part of the
operationalization of SSAD, ICANN org is expected to consider building on
existing mechanisms or using an RFP process to reduce costs rather than
building the SSAD anditschi#2 y Sy 1 & FNRY &aON} GOK® LG Aa
expectation that the SSAD will ultimately result in equal or lesser costs to
Contracted Parties compared to manual receipt and review of requssts
measure of commercial and technical feasibility

14.7. The subsequent running of the system is expected to happen on a cost recovery
basis whereby historic codfamay be considered. For example, the costs
associated with becoming accredited would be borne by those seeking

39 Given the potential for legal uncertainty and the heightened legal and operational risk on all parties included in

the provison of the SSAD, creation of a legal risk fund refers to the creation of a suitable legal contingency plan,

including but not limited to appropriate insurance cover, and any other appropriate measures that may be deemed

sufficient to cover potential regulaty fines or related legal costs.

40Seealsotheinputthdt / ! bb hNH [INPPHARSR |G GKS 9t5t ¢SIFYQa NBIdSad Ay
Proposed System f@tandardized Access/Disclosifgee https://community.icann.org/x/GIIEC

41For clarity/CANN org will bear its own costs for developing the system. Contracted Parties will be responsible for

their own casts.

42 Historic costs refer to the costs for developing, deploymantl operationalizing of the system.
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accreditation. Similarly, some of tle®st of running the SSABHOULDe
offset by charging fees to the users of the SSAD.

148. When implementing and operating the SSAD, a disproportionately high burden
on smaller operators should be avoided.

149. The EPDP Team recognizes that the fees associated with using the SSAD may
differ for users based on request volume or user type among other potential
factors. The EPDP Team also recognizes that governments may be subject to
certain payment restrictionsyhich should be taken into account as part of the
implementation.

14.10. The fee structure as well as the renewal period is to be determined in the
implementation phase, following the principles outlined above. The EPDP Team
recognizes that it may ridoe possible to set the exact fees until the actual costs
are known. The EPDP Team also recognizes that the SSAD fee structure may
need to be reviewed over time.

Recommendation #15. Logging

15.1. The EPDP Teamcommends thathat the appropriate logging procedures
MUST beput in place to facilitate the auditing procedures outlined in these
recommendations. These logging requirements will cover the following:

1 Accreditation authority
1 Central Gateway Manager
1 ldentity provider
1 Contracted Parties
1 Activity of accredited users such as login attempts, queries
1  What queries and disclosure decision(s) are made
15.2. The EPDP Team recommends:

15.2.1.TheCentral Gateway Manag®éUSTmake logs of all activities of all
entities which interactvith the Central Gateway Managéor
further details, please see below).

15.2.2.LogsMUSTinclude a record of all queries and all items necessary to
audit any decisions made in the context of SSAD.

15.2.3.Logs MUST be retained for a period sufficientaioditing and
complaint resolution purposes, taking into account statutory limits
related to complaints against the controller.

15.2.4.Logs SHOULD NOT contain any personal information. If any
information is logged that does contain personal information,
approprige safeguards need to be in place. LiWsYbe used for
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transparency reports, which may be made publicly availgkee

also recommendation # on reporting requirements).ogged data

that contains personal information MUST remain confidential.

15.2.5.Logs MUSIbe retained in a commonly usgdmachinereadable

format accompanied by an intelligible description of all variables.

15.2.6.Relevant loggeddata MUST be disclosed, when legally permissible, in
the following circumstances:

- In the event of a claim of misuse, logs may be requested for
examination by an accreditation authority or dispute resolution
provider.

Logs should be further available toAIEN and the auditing body.

When mandated as a result of due legal process, including

relevantenforcement and regulatorguthorities, as applicable.
15.2.7.Relevant logged data MAY be disclosed for:

1 General technical operation to ensure proper runninghef
system.

15.2.8.Relevant logs shoulde used as the source to make available any
relevant data. This data should enalitequestos and Contracted

Parties to review their own statistics.

15.3. At a minimum, the following events MUST be logged
1 Logging relatd to the Identity Providéef
1 Logging related to théccreditationAuthority

1 Details of incomingequests for Accreditation

1 Results of processing requests for Accreditation, esguance of the
Identity Credential or reasons for denial

1 Details ofRevocation Requests

1 Indication when Identity Credentials and Signed Assertions have been
Validated.

T Unique reference number

T Logging related to the Central Gateway Manager

1 Information related to the contents of the query itself.

1 Results of processing tlgiery, including changes of state (e.g.,
received, pending, #process, denied, approved, approved with
changes)

1 Rates of:

f disclosure and nowlisclosure;
1 use of eachieason for denialor nondisclosure;
1 divergence between the disclosure andn-disclosure decisions
of a CP and the recommendations of fientralGateway.
T Logging related to Contracted Parties

BC2NJ Ot FNAGex adO2yyY2yieée Aa AYGSYyRSR G2 YSIy | F2NNIG GKIG
447To be further detailed in the implementation phase.
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1 Reguest Response details, e.g., Reason for denial, notice of approval and
datafieldsreleased. Disclosure decisions includingasonfor denial
must be stored.

Recommendation #16. Audits

16.1.

16.2.

The EPDP Teamecommendghat the appropriate auditing processes and
proceduresMUST beout in place to ensure appropriate monitoring and
compliance with the requirements outlined in thesscommendations.

As part of any audit, the auditor MUST be subject to reasonable confidentiality
obligations with respect to proprietary processes and personal information
disclosed during the audit.

More specifically:

Audits of theAccreditation Authority

16.3.

16.4.

16.5.

16.6.

If ICANN outsources the accreditation authority function to a qualified third
party, the accrediting authority MUST be audited periodically to ensure
compliance with the policy requirements as defined in the accreditation
recommendation. Should the accreditation authority be found in breach of the
accreditation policy and requirements, it will be given an opportunity to cure
the breach, but in cases of repeated noompliance or audit failure, a new
accreditation authoritynust be identified or created. ICANN org as the
Accreditation Authority is not required to audit governmental entities, whose
accreditation and audit requirements are defined in Recommendation #2.

Any audit of the accreditation authoritylUSTbe tailored for the purpose of
assessing compliance, and the auditor MUST give reasonable advance notice of
any such audit, which notice shall specify in reasonable detail the categories of
documents, data, and other information requested.

As part of sch audits, the accreditation authority MUST provide to the auditor
in a timely manner all responsive documents, data, and any other information
necessary to demonstrate its compliance with the accreditation policy.

If ICANN serves as the acctation authority, existing accountability
mechanisms are expected to address any breaches of the accreditation policy,
noting that in such an extreme case, the credentials issued during the time of
the breach will be reviewed. Modalities of this review SHO be established in
the implementation phase.
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Audits of Identity Provider(s)

16.7. ldentity Providers MUST be audited periodically to ensure compliance with the
policy requirements as defined in the accreditation recommendation. Should
the Identity Rovider be found in breach of the accreditation policy and
requirements, it will be given an opportunity to cure the breach, but in cases of
repeated norcompliance or audit failure, a new Identity Provider must be
identified.

16.8. Any audit of an Idetity Provider MUST be tailored for the purpose of assessing
compliance, and the auditor MUST give reasonable advance notice of any such
audit, which notice shall specify in reasonable detail the categories of
documents, data and other information requesd.

16.9. As part of such audits, the Identity Provider MUST provide to the auditor in a
timely manner all responsive documents, data, and any other information
necessary to demonstrate its compliance with the accreditation policy.

Audits of Accredited Entities/Individuals

16.10. Appropriate mechanisms MUST be developed in the implementation phase to
SyadzNE I OONBRAGSR SyiAdGASaQ FyYyR AYRAGARdAZ
requirements as defined in the accreditation recommendasigsh and 2 These
could include, for example, audits triggered by verified complaints, random
audits, or audits in response to a sedrtification or seHassessment. Should
the accredited entity or individual be found in breach of the accreditation policy
and requiements, it will be given an opportunity to cure the breach, but in
cases of repeated necompliance or audit failure the matter should be referred
back to the Accreditation Authority and/or Identity Provider, if applicable, for
action.

16.11. Any auditof accredited entities/individuals MUST be tailored for the purpose of
assessing compliance, and the auditor MUST give reasonable advance notice of
any such audit, which notice MUST specify in reasonable detail the categories of
documents, data and othenformation requested.

16.12. As part of such audits, the accredited entity/individual MUST, in a timely
manner, provide to the auditor all responsive documents, data, and any other
information necessary to demonstrate its compliance with the accreditation

policy.
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Recommendation #17. Reporting Requirements

17.1. The EPDP Team recommends that ICANNVI§ Testablish regular public
reporting on the use and functioning tife SSAD. For the avoidance of doubt,
this recommendation does not intend to prevent ICANN org from conducting
additional nonpublic reporting to SSAD users.

17.2 No earlier than 3 mats and no later than 9 months after the
operationalization of SSAD, ICANN ligSTpublish an SSAD Status Report or
dashboard, and continue to do so on a quarterly basis, that will include at a
minimum:

Number of disclosure requests received,
Average esponse times to the disclosure requests, categorized
by priority level,
Number of requests categorized by thiparty purposes /
justifications (as identified in recommendation #4);
Number of disclosure requests approved and denied;

- Number ofdisclosure requests automated
Number of requests processed manually;
Information about financial sustainability of SSAD;
New EDPB guidance or new topical jurisprudence (if any);
Technical or system difficulties;
Operational and systemnhancements.

Implementation guidance

17.3. The EPDP Team recommends that further consideration is given during
implementation to:

1 The frequency of public reportingpublic reporting on a quarterly basis
would be considered reasonable;

1 Data to be eported on, which is expected to include information such
as: a) number of disclosure requests; b) disclosure requests per category
of Requestos; c) disclosure requests pRequestol(for legal entities);
disclosure requests granted / denied, and; respotimes. Please note
that this is a norexhaustive list.

1 Mechanism for public reporting consider the possibility of a publiely
available dashboard instead of in addition b reports that are posted;

1 Needs for possible confidentiality in certain cases such as information
about natural persons and LEA requests. Aggregate data or
pseudonymization could be considered to address possible
confidentiality concerns.
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Recommendation #18. Review of implementation of policy recomendations

concerning SSAD using a GNSO Standing Committee

18.1. The EPDP Team recommends it GNSO CoundlUSTestablisha GNSO

182.

Standing Committee to evaluate SSAD operational issues emerging as a result of
adopted ICANN Consensus Policies and/or their implementation. The GNSO
Standing Committee is intended to examine data being produced as a result of
SSAD operations, amovide the GNSO Council with Recommendations on

how best to make operational changes to the SSAD, which are strictly
implementation measures, in addition to Recommendations based on reviewing
the impact of existing Consensus Policies on SSAD operations.

The EPDP Team also recommends thatGNSO Council uiee following
principles as the basis by which the GNSO Standorgmittee shall conduct its
mission, which must be reflected in its charter:

18.2.1 CompositionThe composition of the GNSO Standing Committee
shall be representative of the ICANN Advisory Committees and GNSO
Stakeholder Groups and Constituencies represented in the current
EPDP Team on the Temporary Specification for gTLD Registration
Data. This coposition shall include at least one member from the
GAC, ALAC, SSAC, RySG, RrSG, NCSG, IPC, BC and ISPCP, as well as at
least one alternate member from each group. Note, the number of
members per group should not impact the consensus designation
process apositions are expected to be considered per group and
not at the individual member leveThe GNSO Council may also
consider inviting ICANN org liaisons as members to the GNSO
Standing Committee.

18.2.2.ScopeA Charter must be developed by the GNSO Coimcil

conjunction with Advisory Committees, e.g., GASK, and ALAC
for the GNSO Standing Committee. The Charter must allow the
Committee to address any operational issues involving the SSAD.
This may include, but is not limited to, topics such as Servicd Lev
Agreements (SLAS)entralization / decentralization,automation,
third party purposes, financial sustainability and operational /
system enhancements. The threshold for accepting an issue being on
GKS Db{h {dFyRAY3 /2YYAUG(GSSQa | ISYyRI
allow any of the groups involved the ability to leatheir interests in
SSAD operations seriously considered by the Committee.
Identification of issues, which the Committee may address shall be
determined using the following two methods:

I. Any policy or implementation topic concerning SSAD

operations maybe raised by a member of the GNSO Standing
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member.

ii. Additionally, the GNSO Council may identify SSAD operational
iIssues. The GNSO @oih may choose to task the GNSO Standing
Committee with evaluation of issues it identifies, in order for the
Committee to provide the Council with consensus
recommendations by the affected stakeholders on how best to
address them.

Recommendations conoeing implementation guidance shall be sent to
the GNSO Council for consideration and adoption, after which they will
be sent to ICANKrgfor further implementation work.

Recommendations which require changes being made to existing ICANN
Consensus Picles shall be recorded and maintained, to be used in the
iIssues scoping phase of future policy development and/or review.

18.2.3.Required Consensu€onsensus Level for GNSO Standing Committee
Recommendations: Recommendations on SSAD operations and
policies aveloped by the Standing Committee must achieve
consensus of the members of the Committee in order to be sent as
formal recommendations to the GNSO Council. For
recommendations to achieve a consensus designation, the support
of the Contracted Partewillbe required. For the purpose of
assessing level of consensus, Members are required to represent the
formal position of their SG/C or SO/AC, not individual views or
positions:For the purposes of determining the level of consensus,
each of the nine groupsomprising consensus must have equal
weight subject to the requirement that CPs must support specific
recommendations

18.2.4.Disbanding the GNSO Standing Commitides Standing Committee
may recommend to the GNSO Council that the Committee itself be
disbanded, should the need arise. In order for the Standing
Committee to recommend to the GNSO Council that it be disbanded,
an affirmative vote of a simple majority tife groups involved is
required. This recommendation would subsequently need to be
adopted by the GNSO Council.

3.6 EPDP Teamariority 2Recommendations

Recommendation #19. Display of information of affiliatedand/or accredited
privacy / proxy providers
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19.1. In the case of domain name registration where affiliated and/oraccredited
privacy/proxyservice is used, e.g., where data associated with a natural person
Is masked, Registrar (and Registry, where applicable) MUST include the full
RDDS data of thapplicableprivacy/proxy service in response to an RDDS
query. The full privacy/proxy RDDS datayalso include a pseudonymized
email.

Implementation notes:

19.2 Once ICANN org hasplemented a privacy/proxy service accreditation
program, his recommendatios19once in effectwill replace or otherwise
supersede EPDP phase 1 recommendatibh

19.3 The intent of this recommendation is to provide clear instruction to
registrars (and registries where applicable) that where a domain registration is
done viaan affiliated and/oraccredited privacy/proxy provider, that data MUST
NOT also be redactedhe working group is intending that domain registration
dataMUSTNOT be both redacted and privacy/proxied

Recommendation #20. City Field

The EPDP Team recommends that the EPDP Phase 1 recomme#dai®opdated
to state that redaction MAY be applied to the city fidld/ NB FSNBy OS (2 G KS
contact information instead of MUST.

Recommendation #21. Data Retention

The EPDP Team confirms its recommendation from phase 1 that regieiu83retain

only those datalements deemed necessary for the purposes of the TDRP, for a period
of fifteen months following the life of the registration plus three months to implement
the deletion, i.e., 18 months. This retention is grounded on the stated policy stipulation
within the TDRP that claims under the policy may only be raised for a period of 12
months after the alleged breach (FN: see TDRP section 2.2) of the Transfer Policy (FN:
see Section 1.15 of TDRP). For clarity, this does not pr&emiestos, including

ICANN Comi@ance, from requesting disclosure of these retained data elements for
purposes other than TDRP, but disclosure of those will be subject to relevant data
protection laws, e.g., does a lawful basis for disclosure exist. For the avoidance of
doubt, this retention period does not restrict the ability of registries and registrars to
retain data elements for longer periods.

Implementation Guidance

For the avoidance of doubt, registrars are required to maintain the data for 15 months
following the life of theregistration and MAY delete that data following the-ifonth
period.
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For clarity, this does not prevent the identification of additional retention periods for
stated purposes by the controllers, as identified and as established by the controllers,
for purposes other than TDRP; this does not exclude the potential disclosure of such
retained data to any party, subject to relevant data protection laws.

Recommendation #22. Purpose 2
The EPDP Team recommends the following purpose be added EPD® Teamhase
1 purposes, which form the basis of the new ICANN policy:

1 Contribute to the maintenance of the security, stability, and resiliency of the
Domain Name System in accordance W@ANN's mission.

3.7 EPDP Teardriority 2 Conclusions

Conclusiong OCTO Purpose

Having considered this input, most members of the EPDP Team agreed that at this

aG1r3Ss GKSNX Aa y2 ySSR (2 LINRLRAS Iy | RRAUGA
of the Qhief Technology Officer (OCTO) in carrying out its mission. This reason for this

agreement is because the newly updated ICANN Purpose 2 sufficiently covers the work

of the OCTO, along with the work of other ICANN org teams such as Contractual

ComplianceaR 2 G KSNARA® a2aid Ffaz 3INBSR (KIId GKS 9t
from proposing an additional purpose(s) would not prevent ICANN org and/or the

community from identifying additional purposes to support unidentified future

activities that may require aess to norpublic registration data.

Conclusiong Accuracy and WOISAccuracy Reporting System

Per the instructions from the GNSO Council, the EPDP Team will not consider this topic
further; instead, the GNSO Council is expected to form a scoping teanther

explore the issues in relation to accuracy and ARS to help inform a decision on
appropriate next steps to address potential issues identified.
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4.1 Next Steps

This Final Report will be submitted to the GNSO Council fooitsideration and

approval If adopted by the GNSO Council, the Final Report would then be forwarded to
the ICANN Board of Directors for its consideration and, potentially, approval as an
ICANN Consensus Policy.
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1. Advisory Committee

AnAdvisory Committee is a formal advisory body made up of representatives from the
Internet community to advise ICANN on a particular issue or policy area. Several are
mandated by the ICANN Bylaws and others may be created as needed. Advisory
committees haveno legal authority to act for ICANN, but report their findings and

make recommendations to the ICANN Board.

2. ALAG At-Large Advisory Committee

ICANN's Atarge Advisory Committee (ALAC) is responsible for considering and
providing advice on thactivities of the ICANN, as they relate to the interests of
individual Internet users (the "Atarge" community). ICANN, as a private sector-non
profit corporation with technical management responsibilities for the Internet's
domain name and address systewill rely on the ALAC and its supporting
infrastructure to involve and represent in ICANN a broad set of individual user
interests.

3. Business Constituency

The Business Constituency represents commercial users of the Internet. The Business
Constituencys one of the Constituencies within the Commercial Stakeholder Group
(CSQG) referred to in Article 11.5 of the ICANN bylaws. The BC is one of the stakeholder
groups and constituencies of the Generic Names Supporting Organization (GNSO)
charged with the regsonsibility of advising the ICANN Board on policy issues relating to
the management of the domain name system.

4. ccNSQ The CountryCode Names Supporting Organization

The ccNSO the Supporting Organization responsible for developing and recommending

tol/l ' bbQa . 2FNR 3Jf20lt L2 xed GomaindIxprovildsy 3 G2 O
a forum for country code togevel domain managers to meet and discuss issues of

concern from a global perspective. The ccNSO selects one person to serve on the

board.

5.ccTLD Country Code Top Level Domain

cCTLDs are twitetter domains, such as .UK (United Kingdom), .DE (Germany) and .JP
(Japan) (for example), are called country code top level domains (ccTLDs) and
correspond to a country, territory, or other geograplocation. The rules and policies

for registering domain names in the ccTLDs vary significantly and ccTLD registries limit
use of the ccTLD to citizens of the corresponding country.

For more information regarding ccTLDs, including a complete database ghdtsi
ccTLDs and managers, please refenttp://www.iana.org/cctld/cctld.htm.
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6. Domain Name Registration Data

Domain name registration data, also referred to registration data, refers to the

information that registrants provide when registering a domain name and that

registrars or registries collect. Some of this information is made available to the public.

For interactions between ICANN Accredited Genericepel Domain (gTLD) registrars

and registrants, the data elements are specified in the current RAA. For country code

Top Level Domains (ccTLDs), the operators of these TLDs set their own or follow their
I32OSNYYSyYyGiQa Ll2fAOe NBIFNRAYI GKS NBIjdzSai

7.Domain Name
As part of the Domain Name System, domain names identify Internet Protocol
resources, such as an Internet website.

8. DNS- Domain Name System

DNS refers to the Internet domaimame system. The Domain Name System (DNS)

helps users to find theway around the Internet. Every computer on the Internet has a
unique addressjust like a telephone numberwhich is a rather complicated string of
numbers. It is called its "IP address" (IP stands for "Internet Protocol"). IP Addresses are
hard to remember. The DNS makes using the Internet easier by allowing a familiar

string of letters (the "domain name") to be used instead of the arcane IP address. So
instead of typing 207.151.159.3, you can typew.internic.net It is a "mnemonic"

device that makes addresses easier to remember.

9. EPDR; Expedited Policy Development Process

A set of formal steps, as defined in the ICANN bylaws, to guide the initiation, internal
and external review, timing and approvalmdlicies needed to coordinate the global
LYGSNySiQa aeadasSy 27F dzyAljdzS ARSY(GAFASNRERO®
only in the following specific circumstances: (1) to address a narrowly defined policy
issue that was identified and scoped aftather the adoption of a GNSO policy
recommendation by the ICANN Board or the implementation of such an adopted
recommendation; or (2) to provide new or additional policy recommendations on a
specific policy issue that had been substantially scoped puslyipsuch that extensive,
pertinent background information already exists, e.g. (a) in an Issue Report for a
possible PDP that was not initiated; (b) as part of a previous PDP that was not
completed; or (c) through other projects such as a GNSO GuidaocesB.

10. GAG Governmental Advisory Committee

The GAC is an advisory committee comprising appointed representatives of national
governments, multhational governmental organizations and treaty organizations, and
distinct economies. Its function is &alvise the ICANN Board on matters of concern to
governments. The GAC will operate as a forum for the discussion of government
interests and concerns, including consumer interests. As an advisory committee, the
GAC has no legal authority to act for ICANM Mall report its findings and
recommendations to the ICANN Board.
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11. General Data Protection Regulation (GDPR)

The General Data Protection Regulation (EU) 2016/679 (GDPR) is a regulation in EU law
on data protection and privacy for all individuals withihe European Union (EU) and

the European Economic Area (EEA). It also addresses the export of personal data
outside the EU and EEA areas.

12. GNSO Generic Names Supporting Organization

The supporting organization responsible for developing and recamimg to the
ICANN Board substantive policies relating to generidégpl domains. Its members
include representatives from gTLD registries, gTLD registrars, intellectual property
interests, Internet service providers, businesses andcmmmercial inteests.

13.Generic Top Level Domain (gTLD)

"gTLD" or "gTLDs" refers to the ttgvel domain(s) of the DNS delegated by ICANN
pursuant to a registry agreement that is in full force and effect, other than any country
code TLD (ccTLD) or internationalized dommame (IDN) country code TLD.

14. gTLD Registries Stakeholder Group (RySG)

The gTLD Registries Stakeholder Group (RySG) is a recognized entity within the Generic
Names Supporting Organization (GNSO) formed according to Article X, Section 5
(September 2009) of the Internet Corporation for Assigned Names and Numbers
(ICANN) Bylaws.

The primary role of the RySG is to represent the interests of gTLD registry operators (or
sponsors in the case of sponsored gTLDs) ("Registries") (i) that aeatbutmder

contract with ICANN to provide gTLD registry services in support of one or more gTLDs;
(i) who agree to be bound by consensus policies in that contract; and (iii) who
voluntarily choose to be members of the RySG. The RySG may include 1Grengss

as defined by Atrticle IV. The RySG represents the views of the RySG to the GNSO
Council and the ICANN Board of Directors with particular emphasis on ICANN
consensus policies that relate to interoperability, technical reliability and stable
operationof the Internet or domain name system.

15.ICANN- The Internet Corporation for Assigned Names and Numbers

The Internet Corporation for Assigned Names and Numbers (ICANN) is an
internationally organized, neprofit corporation that has responsibility for Internet
Protocol (IP) address space allocation, protocol identifier assignment, generic (gTLD)
and countrycode (ccTLD) Tdpevel Domain name system management, and root
server system management functions. Originally, the Internet Assigned Numbers
Authority (IANA) and other entities performed these services under U.S. Government
contract. ICANN now performs thANA function. As a privaeublic partnership,

ICANN is dedicated to preserving the operational stability of the Internet; to promoting
competition; to achieving broad representation of global Internet communities; and to
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developing policy appropriate tits mission through bottorup, consensudpased
processes.

16. Intellectual Property Constituency (IPC)

The Intellectual Property Constituency (IPC) represents the views and interests of the
intellectual property community worldwide at ICANN, with a pare emphasis on
trademark, copyright, and related intellectual property rights and their effect and
interaction with Domain Name Systems (DNS). The IPC is one of the constituency
groups of the Generic Names Supporting Organization (GNSO) charged with the
responsibility of advising the ICANN Board on policy issues relating to the management
of the domain name system.

17. Internet Service Provider and Connectivity Provider Constituency (ISPCP)

The ISPs and Connectivity Providers Constituency is a consgjtuathin the GNSO.

The Constituency's goal is to fulfill roles and responsibilities that are created by
relevant ICANN and GNSO bylaws, rules or policies as ICANN proceeds to conclude its
organization activities. The ISPCP ensures that the views ohé&ttService Providers

and Connectivity Providers contribute toward fulfilling the aims and goals of ICANN.

18. Name Server
A Name Server is a DNS component that stores information about one zone (or more)
of the DNS name space.

19. Non Commercial Stakeragr Group (NCSG)

The Non Commercial Stakeholder Group (NCSG) is a Stakeholder Group within the
GNSO. The purpose of the Non Commercial Stakeholder Group (NCSG) is to represent,
through its elected representatives and its Constituencies, the interests @mzkms

of noncommercial registrants and noncommercial Internet users of generideliep
Domains (gTLDs). It provides a voice and representation in ICANN processes to: non
profit organizations that serve noncommercial interests; nonprofit services ssich a
education, philanthropies, consumer protection, community organizing, promotion of
the arts, public interest policy advocacy, children's welfare, religion, scientific research,
and human rights; public interest software concerns; families or indivicuats

register domain names for noncommercial personal use; and Internet users who are
primarily concerned with the noncommercial, public interest aspects of domain name

policy.

20. Post Delegation Dispute Resolution Procedures (PDDRPS)

PostDelegation Dispte Resolution Procedures have been developed to provide those
harmed by a new gTLD Registry Operator's conduct an alternative avenue to complain
about that conduct. All such dispute resolution procedures are handled by providers
external to ICANN and rege that complainants take specific steps to address their
issues before filing a formal complaint. An Expert Panel will determine whether a
Registry Operator is at fault and recommend remedies to ICANN.
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21. Registered Name

"Registered Name" refers todomain name within the domain of a gTLD, whether
consisting of two (2) or more (e.g., john.smith.name) levels, about which a gTLD
Registry Operator (or an Affiliate or subcontractor thereof engaged in providing

Registry Services) maintains data in a Regl3atabase, arranges for such

maintenance, or derives revenue from such maintenance. A name in a Registry
Database may be a Registered Name even though it does not appear in a zone file (e.qg.,
a registered but inactive name).

22.Registrar

The word "regstrar,"” when appearing without an initial capital letter, refers to a person
or entity that contracts with Registered Name Holders and with a Registry Operator
and collects registration data about the Registered Name Holders and submits
registration information for entry in the Registry Database.

23. Registrars Stakeholder Group (RrSG)

The Registrars Stakeholder Group is one of several Stakeholder Groups within the
ICANN community and is the representative body of registrars. It is a diversetvel
group that works to ensure the interests of registrars and their customers are
effectively advanced. We invite you to learn more about accredited domain name
registrars and the important roles they fill in the domain name system.

24.Registry Opertor

A "Registry Operator" is the person or entity then responsible, in accordance with an
agreement between ICANN (or its assignee) and that person or entity (those persons or
entities) or, if that agreement is terminated or expires, in accordance with an

agreement between the US Government and that person or entity (those persons or
entities), for providing Registry Services for a specific gTLD.

25. Registration Data Directory Service (RDDS)

Domain Name Registration Data Directory Service or RDDS refaesgervice(s)
offered by registries and registrars to provide access to Domain Name Registration
Data.

26. Registration Restrictions Dispute Resolution Procedure (RRDRP)

The Registration Restrictions Dispute Resolution Procedure (RRDRP) is intended to
address circumstances in which a commusbgsed New gTLD Registry Operator
deviates from the registration restrictions outlined in its Registry Agreement.

27.S0O- Supporting Organizations

The SOs are the three specialized advisory bodies that advis€ANN Board of
Directors on issues relating to domain names (GNSO and CCNSO) and, IP addresses
(ASO).
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28. SSAC Security and Stability Advisory Committee

An advisory committee to the ICANN Board comprised of technical experts from
industry and academia agell as operators of Internet root servers, registrars and TLD
registries.

29.TLD- Toplevel Domain

TLDs are the names at the top of the DNS naming hierarchy. They appear in domain
names as the string of letters following the last (rightmost) ".", sagHhnet" in
http://www.example.net The administrator for a TLD controls what sectael

names are recognized in that TLD. The administrators of the "root domain™ or "root
zone" control what TLDs arecognized by the DNS. Commonly used TLDs include
.COM, .NET, .EDU, .JP, .DE, etc.

30. Uniform Dispute Resolution Policy (UDRP)

The Uniform Dispute Resolution Policy (UDRP) is a rights protection mechanism that
specifies the procedures and rules that apphked by registrars in connection with
disputes that arise over the registration and use of gTLD domain names. The UDRP
provides a mandatory administrative procedure primarily to resolve claims of abusive,
bad faith domain name registration. It applieslpto disputes between registrants and
third parties, not disputes between a registrar and its customer.

31. Uniform Rapid Suspension (URS)

The Uniform Rapid Suspension System is a rights protection mechanism that
complements the existingniform DomaiAName Dispute Resolution PoligyDRP by
offering a lowercost, faster path to relief for rights holders experiencing the most
clearcut cases of infringement.

32.WHOIS

WHOIS protocol is an Imeet protocol that is used to query databases to obtain
information about the registration of a domain name (or IP address). The WHOIS
protocol was originally specified in RFC 954, published in 1985. The current
specification is documented in RFC 3912NN'A gTLD agreements require registries
and registrars to offer an interactive web page and a port 43 WHOIS service providing
free public access to data on registered names. Such data is commonly referred to as
"WHOIS data," and includes elements suchha@sdomain registration creation and
expiration dates, nameservers, and contact information for the registrant and
designated administrative and technical contacts.

WHOIS services are typically used to identify domain holders for business purposes and
to identify parties who are able to correct technical problems associated with the
registered domain.
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ISSUBDESCRIPTIONND/ORCHARTEQUESIONS

From the EPDP Team Charter:
(a) Purposes for Accessing Daté/hat are the unanswered policy questions that will
guide implementation?
al) Under applicable law, what are legitimate purposes for third parties to
access registration data?
a2) What legal baseexist to support this access?
a3) What are the eligibility criteria for access to qaublic Registration data?
a4) Do those parties/groups consist of different types of tpedty
Requestos?
a5) What data elements should each user/party have aceaebaged on their
purposes?
a6) To what extent can we determine a set of data elements and potential
scope (volume) for specific third parties and/or purposes?
a7) How can RDAP, that is technically capable, allow Registries/Registrars to
accept accreditatin tokens and purpose for the query? Once accreditation
models are developed by the appropriate accreditors and approved by the
relevant legal authorities, how can we ensure that RDAP is technically capable
and is ready to accept, log and respond to theraditedRequestoR & (21 Sy K

(b) Credentialing, What are the unanswered policy questions that will guide
implementation?
b1) How will credentials be granted and managed?
b2) Who is responsible for providing credentials?
b3) How will thesONBRSY G Al £ & 0SS AyGSaANIGSR Ayid2 NB
systems?

(c) Terms of access and compliance with terms ofquéhat are the unanswered

policy questions that will guide implementation?
cl) What rules/policies will govern usesagcess to the data?
c2) What rules/policies will govern users' use of the data once accessed?
¢3) Who will be responsible for establishing and enforcing these rules/policies?
c4) What, if any, sanctions or penalties will a user face for abusing the data,
including future restrictions on access or compensation to data subjects whose
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data has been abused in addition to any sanctions already provided in
applicable law?

c5) What kinds of insights will Contracted Parties have into what data is
accessed and howis used?

c6) What rights do data subjects have in ascertaining when and how their data
Is accessed and used?

c7) How can a third party access model accommodate differing requirements
for data subject notification of data disclosure?

From the Annex to ta Temporary Specification:

Developing methods to provide potential URS and UDRP complainants with
sufficient access to Registration Data to support géaith filings of complaints
Limitations in terms of query volume envisaged underaacareditation program
balanced against realistic investigatory crosterencing needs.

Confidentiality of queries for Registration Data by law enforcement authorities
Pursuant to Section 4.4, continuing community work to develop an
accreditation and accesmodel that complies with GDPR, while recognizing the
need to obtain additional guidance from Article 29 Working Party/European
Data Protection Board.

Consistent process for continued access to Registration Data, including non
public data, for users with legitimate purpose, until the time when a final
accreditation and access mechanism is fully operational, on a mandatory basis
for all contracted patrties.

From EPDP Team Phase 1 Final Report:

EPDP Team Recommendation #3.

In accordance with the EPDP Te@marter and in line with Purpose #2, the EPDP Team

undertakes to make a recommendation pertaining to a standardised model for lawful
disclosure of norL,ddzo t A O wS3IAAAGNF GA2Y 5FdF ONBFSNNBR {:
1 00S&aaqQu y2g O kisinthd ¢h&terhave begh AnswedzS ahis will

include addressing questions such as:

A Whether such a system should be adopted

A What are the legitimate purposes for third parties to access registration data?
A What are the eligibility criteria faaccess to nopublic Registration data?

A Do those parties/groups consist of different types of thyarty Requestos?

A What data elements should each user/party have access to?

In this context, the EPDP team will consider amongst other issues, discloshee i
course of intellectual property infringement and DNS abuse cases. There is a need to
confirm that disclosure for legitimate purposes is not incompatible with the purposes
for which such data has been collected.
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TSG Policy Questions

1.

2.

~

Result from theEPDP, or other policy initiatives, regarding access teputntic
gTLD domain name registration data.

Identify and select Identity Providers (if that choice is made) that can grant
credentials for use in the systeth.

Describe the general qualifications oR&aquestotthat is authorized to access
non-public gTLD domain name registration data, such as which sorts of
Requestos get access to which fields of rpablic gTLD domain name
NBIAAGNI GAZ2Y RIDBEAOEKSDPI dzZAK2NAT F GA2Y
Detail whether a particular category Blequestos orRequestos in general, can
download logs of their activity.

Describe data retention requirements imposed on each component of the
system.

Describe service Level Requirements (SLRepfir component of the system,
including whether those SLRs and evaluations of component operators against
them are made public, and for handling complaints about access.

Specify legitimate causes for denying a request.

Outline support for correlation viaseudonymity query as described in
Section 7.2.

Outline the selection of an actor model as described in Section 8 and the
appropriate supported components and service discovery as described in
Sections 10.1 through 10.5.

10. Describe the conditions, if anynder which requests would be disclosed to CPs.
11. Provide legal analysis regarding liability of the operators of various components

of the system.

12.Outline a procedure for fielding complaints about inappropriate disclosures and,

accordingly, an Acceptable UBelicy.

EXPECTHRELIVERABLE

Policy recommendations fa standardised model for lawful disclosure/access of-non
public Registration Data

GENERAREQUIREREADING

45 Several noted that this question might not be in scope for the EPDP Team to address.
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Description Link Required
because
Framework Elements for https://www.icann.org/en/syst
Unified Access Modébr em/files/files/framework
Continued Access to Full elementsunified-access
WHOIS Data (18 June 2018) modekfor-discussiorl8junlg
en.pdf

Draft Accreditation and Acces Model Version 1.7 dated 23
model for norpublic WHOIS July 2018
DATA (BC/IPC)

The Palage Differentiated The Palage Differentiated

Registrant Data Access Mode Registrant Data Access Mode

(aka Philly Special) (aka Philly Special\ersion
2.0 dated 30 May 2018

Unified Access Model for https://www.icann.org/en/syst
Continued Access to Full em/files/files/draft-unified-
WHOIS DataComparison of accessmodelsummary
Models Submitted by the elements18juni8en.pdf
Community (18 June 2018)

Article 29 WP OpinioB/2003 hitps://ec.europa.eu/justice/ar
on the application of the data ticle-

protection principles to the  29/docunentation/opinion-
Whois directories (2003) recommendation/files/2003/w

p76_en.pdf

EWG Report Section 4c, RDS https://www.icann.org/en/syst
User Accreditation Principles em/files/files/final-report-
(June 2014) 06junl4en.pdf

EWG ResearadhRDS User https://community.icann.org/d
Accreditation RFI ownload/attachments/457446
98/EWG%20USER%20ACCF
TATION%20RFI%20SUMMAI
%2013%20March%202014.p¢
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https://www.icann.org/en/system/files/files/framework-elements-unified-access-model-for-discussion-18jun18-en.pdf
https://www.icann.org/en/system/files/files/framework-elements-unified-access-model-for-discussion-18jun18-en.pdf
https://www.icann.org/en/system/files/files/framework-elements-unified-access-model-for-discussion-18jun18-en.pdf
https://www.icann.org/en/system/files/files/draft-whois-accreditation-access-model-v1.7-23jul18-en.pdf
https://www.icann.org/en/system/files/files/draft-whois-accreditation-access-model-v1.7-23jul18-en.pdf
https://www.icann.org/en/system/files/files/palage-differentiated-registrant-data-access-model-philly-special-v2.0-18jun18-en.pdf
https://www.icann.org/en/system/files/files/palage-differentiated-registrant-data-access-model-philly-special-v2.0-18jun18-en.pdf
https://www.icann.org/en/system/files/files/palage-differentiated-registrant-data-access-model-philly-special-v2.0-18jun18-en.pdf
https://www.icann.org/en/system/files/files/palage-differentiated-registrant-data-access-model-philly-special-v2.0-18jun18-en.pdf
https://www.icann.org/en/system/files/files/draft-unified-access-model-summary-elements-18jun18-en.pdf
https://www.icann.org/en/system/files/files/draft-unified-access-model-summary-elements-18jun18-en.pdf
https://www.icann.org/en/system/files/files/draft-unified-access-model-summary-elements-18jun18-en.pdf
https://www.icann.org/en/system/files/files/draft-unified-access-model-summary-elements-18jun18-en.pdf
https://ec.europa.eu/justice/article-29/documentation/opinion-recommendation/files/2003/wp76_en.pdf
https://ec.europa.eu/justice/article-29/documentation/opinion-recommendation/files/2003/wp76_en.pdf
https://ec.europa.eu/justice/article-29/documentation/opinion-recommendation/files/2003/wp76_en.pdf
https://ec.europa.eu/justice/article-29/documentation/opinion-recommendation/files/2003/wp76_en.pdf
https://ec.europa.eu/justice/article-29/documentation/opinion-recommendation/files/2003/wp76_en.pdf
https://www.icann.org/en/system/files/files/final-report-06jun14-en.pdf
https://www.icann.org/en/system/files/files/final-report-06jun14-en.pdf
https://www.icann.org/en/system/files/files/final-report-06jun14-en.pdf
https://community.icann.org/download/attachments/45744698/EWG%2520USER%2520ACCREDITATION%2520RFI%2520SUMMARY%252013%2520March%25202014.pdf
https://community.icann.org/download/attachments/45744698/EWG%2520USER%2520ACCREDITATION%2520RFI%2520SUMMARY%252013%2520March%25202014.pdf
https://community.icann.org/download/attachments/45744698/EWG%2520USER%2520ACCREDITATION%2520RFI%2520SUMMARY%252013%2520March%25202014.pdf
https://community.icann.org/download/attachments/45744698/EWG%2520USER%2520ACCREDITATION%2520RFI%2520SUMMARY%252013%2520March%25202014.pdf
https://community.icann.org/download/attachments/45744698/EWG%2520USER%2520ACCREDITATION%2520RFI%2520SUMMARY%252013%2520March%25202014.pdf
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Part 1: How it works: RDAP  https://64.schedule.icann.org/
10 March 2019 meetings/963337

Part 2: Understanding RDAP https://64.schedule.icann.org/
and the Role it can Play in meetings/961941
RDDS Policyl3 March 2019

Technical Study Group on TSGO01, Technical Model for
Access to NoiPublic Access to Noiublic
Registration Data Proposed Reqgistration Data

Technical Model for Access tc

Non-Public Registration Data

(30April 2019)

Final Report on the Privacy & https://gnso.icann.org/sites/de
Proxy Services Accreditation fault/files/filefield 48305/ppsa
Issues (7 December 2015)  i-final-07dec15en.pdf

Definitions- pages €3

Annex B lllustrative

Disclosure Framework

applicable to

Intellectual Property

Rightsholder

Disclosure Requests

pages 8%; 93

Draft Privacy & Proxy

Service Provider

Accreditation

Agreement

BRIEFINGBOBEPROVIDED
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Topic Possible presenters Important
because

RDAR; Q & A session post Francisco Arias, ICANN Org Ensure a

review of ICANN 65 sessions common
understanding
of the workings
and abilities of

RDAP
DEPENDENCIES
Describe dependency Dependent on Expected or
recommended
timing

The negotiation and CPs/ICANN Org
finalization of the data

protection agreements

required according to phase 1

report are a prerequisite for

much of work in phase 2

(suggested by ISPCP)

PROPOSEDMINGANDAPPROACH

Introduction

Objective of EPDPeam is to develop and agree on policy recommendations for sharing
of non-public Registration Datéwith requesting parties (System for Standardized
Access/Disclosure of NdPublic Registration Data).

Until legal assurances satisfactory to relevant gartare provided, the development of
the policy recommendations for a System for Standardized Disclosure/Access will be
agnostic to the modalities of the System.

BCNRPY GKS 9t5t tKIFIaAaS M CAylf wSLRNIY GwSIA&GNI GA2Y 51ilFé 6
the EPDP Phase 1 Final Report], collected from a natural and legal person in connection with a domain name
registration.
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In parallel, the EPDP Team as a whole should engage with ICANN Org on the
development of polig questions that will help inform the discussions with DPAs which
have as its objective to determine what model of System for Standardized Disclosure
would be fully compliant with GDPR, workable and address/alleviate the legal liability
of contracted parts.

Non-exhaustive list of topics expected to be addressed:

Terminology and WorkinDefinitions

Legal guidance needed

Requirements, incl. defining user groups, criteria & criteria/content of request
Publication of process, criteria and contertjuest required
Timeline of process

Receipt of acknowledgment

Accreditation

Authentication & Authorization

Purposes for third party disclosure

Lawful basis for disclosure

Acceptable Use Policy

Terms of use / disclosure agreements, including fulfillmenegél
requirements

Privacy policies

Query policy

Retention and destruction of data

Service level agreements

Financial sustainability

Approach
Determine at the outset:

a) Terminology and workingdefinitions
b) Identify legal guidance needed (note, this is also an ongoing activity throughout
all the topics).

Possible logical order to address the remaining topics:

c) Define user groups, criteria and purposdawful basis per user group
()
d) Authentication / authorization / accreditation of user groups
Q@
e) Criteria/content of requests per user group
Q@
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f) Query policy
Q@
g) Receipt of acknowledgement, including timeline
Q@
h) Response requirements / expectations, including timeline/SLAs
Q@
i) Acceptable Use Policy
Q@
j) Terms of use / disclosure agreements / privacy policies
Q@
k) Retention and destruction of data

[) Overall topic of consideration: financial sustainability

Hereunder further details for each of these topics has been providefiriip to each
section, please use the links below:

a)
b)
c)
d)
e)
f)
g9)
h)
i)
j)
k)
)

Terminology and Working Definitions

Legal Questions

Define user groups, critexiand purposes / legal basis per user group
Authentication / accreditation of user groups

Format of requests per user group

Query Policy

Receipt of acknowledgement, including timeline

Response requirements / expectations, including timeline / SLAs
AcceptableUse Policy

Terms of use / disclosure agreements / privacy policies
Retention and destruction of data

Financial sustainability

Following the completion of this and other worksheets, each topic (including Phase 1
topics) and its scope of work will form the basis of an overall scheduled work plan.
Some topics may be addressed in paralidiile others may have dependencies to

other work before more informed deliberations can be had. Each topic will be given a
set time to conduct issue deliberations, formulate possible conclusions and or possible
recommendations to the policy questionsorielusions or recommendations that

obtain a general level of support will advance forward for further consideration and
refinement towards an Initial Report. The goal is to achieve levels of consensus on the
proposal(s) where possible prior to publication.
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a) Topic: Terminology and Working Definitions

Objective To ensure that the same meaning is associated with the terms used in the
context of this discussion and avoid confusion, the EPDP Team is to agree on a set of
working definitions. It is understoadthat these working definitions merely serve to

clarify terminology used, it is in no way intended to restrict the scope of work or
predetermine the outcome. It is understood that these working definitions will need to
be reviewed and revised, as neededits end of the process.

Materials to review
Terminology used in GDPR and other data protection legislation
Final Report on the Privacy & Proxy Services Accreditation I§gug2ecember
2015)- eDefinitions- pages

Related mind map questioNone

RelatedEPDP Phase 1 Implementatidm be confirmed recommendation #18
implementation may include definitions that may need to be factored into the EPDP
¢SIFYQa LKIFEaAaS H RSTEAOSNIiGA2yaod

Tasks
Confirm whether any definitions are expected to be developed or igohih the
implementation of recommendation #18 (Staff)
Develop first draft of working definitions. (Staff)
EPDP Team to review and provide input (EPDP)
Obtain agreement on base set of definitions (EPDP)
Maintain working document of definitionthrough deliberations (All)

Target date for completiarn30 May 2019
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b) Topic: Legal Questions

Objective: identify legal questions that are essential to help inform the EPDP Team
deliberations on this topic.

Questions submitted to date:

Question Status Owner

1. There is a need to confirm that disclosurt ON HOLD
for legitimate purposes is not incompatible
with the purposes for which such data has The Phase 2 LC has

been collected. noted this question a¢

premature at this
time and will mark
thelj dzZSa A2y
K2f REDP ¢KE
will be revisited once
the EPDP Team has
identified the
purposes for
disclosure.

2. Answer the controllership and legal basic REWORK
question for a system for Standardized Acc
to Non-Public Registration Datassuming a
technical framework consistent with the TS
and in a way that sufficiently addresses iss!
related to liability and risk mitigation with th
goal of decreasing liability risks to Contract
Parties through the adoption of a system fo
Standardazed Access (IPC)

The Phase 2 LC is in
the process of
rewording this
guestion, and, upon
review of the updatec
text, will determine if
the question should
be forwarded to
outside counsel.

3. Legal guidance should be sought on the oN HOLD
possibility of an accreditatichased

disclosure system as such. (ISPCP) The Phase 2 LC has

noted this question a:
premature at this
time and will mark
G§KS 1jdzSaiaa
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4. The question of disclosure to n&U law
enforcement based on Art 6 | f GDPR shou
be presented to legal counsel. (ISPCP)

5. Can a centralized access/disclosure moc
(one in which a single entity is responsible
receiving disclosure requests, conducting tl
balancing test, checkingccreditation,
responding to requests, etc.) be designed il
such a way as to limit the liability for the
contracted parties to the greatest extent
possible? IEcan it be opined that the
centralized entity can be largely (if not
entirely) responsible fothe liability
associated with disclosure (including the
accreditation and authorization) and could
GKS O2y (N} OGSR LI NI
activities strictly associated with other
processing not related to disclosure, such &
the collection and scure transfer of data? I
so, what needs to be considered/articulatec
in policy to accommodate this? (ISPCP)

K2f RéED ¢ KE
will be revisited once
the EPDP Team has
identified the
purposes for
disclosure.

REWORK

The Phase 2 LC is in
the process of seekin
further guidance from
the author of this
guestion, and, upon
review of the
guidance and/or
updated text, will
determine if the
guestion should be
forwarded to outside
counsel.

REWORK

The Phase 2 LC is in
the process of
rewording this
guestion, and, upon
review of the updatec
text, will determine if
the questionshould
be forwarded to
outside counsel.
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6. Within the context of an SSAD, in additio REWORK

to determining its own lawful basis for

disclosing data, does the requestee (entity The Phase 2 LC is in
that houses the requested data) need to
assess the lawful basis of the third party
Requesto? (Question from ICANNG5 from
GACI/IPC)

the process of
rewording this
guestion, and, upon
review of the updatec
text, will determine if
the question should
be forwarded to
outside counsel.

7. To what extent, if any, are contracted REWORK
partiesaccountable when a third party
misrepresents their intended processing, al The Phase 2 LC is in

: - 5
how can this accountability be reduced? (B the process of

rewording this
guestion, and, upon
review of the updatec
text, will determine if
the question should
be forwarded to
outside counsel.

8. BC Proposes that the EPDP split Purpos ON HOLD
into two separate purposes:
Enabling ICANN to maintain the securit

- - . The Phase 2 LC has
stability, and resiliency of the Domain . .
bt YS {84GSY Ay FOC noted this question as

mission and Bylaws though the premature at this
controlling and processing of gTLD tjme and will mark )
registration data. UKS ljdzSaua
Enabling third parties to address K2f RéED ¢ KE
consumer protection, cybersecurity, will be revisited once
intellectual property, cybercrime, and  the GNSO Council ar
DNS abuse involving the use or Boardconsultations

registration of domaimames. counsel be o- Recommendation
consulted to determine if the restated

purpose 2 (as stated above) 1, PUTPEEE B Inae

been completed.

Can legal counsel be consulted to determir
if the restated purpose 2 (as stated above)
possible under GDPRI the above language
is not possible, are there suggi@ns that
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counsel can make to improve this language
(BC)

9. Can legal analysis be provided on how tt REWORK

balancing test under 6(1)(f) is to be

conducte_d, and under which cwcu_mstances The Phase 2 LC is in
6(1)(f) might require a manual review of a

the process of
request? (BC)

rewording this
guestion, and, upon
review of the updatec
text, will determine if
the question should
be forwarded to
outside counsel.

10. If not all requests benefit from manual REWORK
review, is there a legahethodology to define
categories of requests (e.g. rapid response
a malware attack or contacting a non
responsive IP infringer) which can be
structured to reduce the need for manual
review? (BC)

The Phase 2 LC is in
the process of
rewording this
guestion, and, upon
review of the updatec
text, will determine if
the question should
be forwarded to
outside counsel.

11.Can legal counsel be consulted to REWORK
determine whether GDPR prevents higher
volume access for propertredentialed
cybersecurity professionals, who have agre
on appropriate safeguardsf such access is
not prohibited, can counsel provide exampl
of safeguards (such as pseudonymization)
that should be considered? (BC)

The Phase 2 LC is in
the process of
rewording this
question, and, upon
review of the updatec
text, will determine if
the question should
be forwarded to
outside counsel.

12. To identify 6(1)(b) as purpose for REWORK
processing registration data, we should foll
uponthe B&Badvicethat A (i & A f
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necessary to require that the specific third The Phase 2 LC is in

party or at least the processing by the third the process of

party is, at least abstractly, alreaélgown to rewording this

the data subject at the time the contract is question, and, upon

concluded and that the controller, as the  review of the updatec

contractual partner, informs the data subjec text, will determine if

2T GKA& LINAR 2N (2 (K the question should
be forwarded to

B&B should clarify why it believes that the outside counsel.

only basis for ppviding WHOIS s for the

prevention of DNS abuse. Its conclusion in

Paragraph 10 does not consider the other

purposes identified by the EPDP in Rec 1, i

in any event should consider the recent EC

recognition that ICANN has a broad purpos

to:

WY O 2byité tdFhe maintenance of the
security, stability, and resiliency of the
Domain Name System in accordance with
L/ '"bbda YAaaAZ2yQz: ¢
NEetS 2F L/!bb & UK
52YFAY blYS {&daidSyo

13. B&B should advise on the extent to whi RE\WORK
D5t wQa Lzt AO AyidSN
{ahpap;!icable, inlightoll KS 9/ Q& NX The Phase 2 LC is in
a2 AGK NBIFNR G2 (KS T :stg:g;Zthg
the European Commission acknowledgt .
L/ 1 bbQa OSydN:t N duestion and, upon
ensuring the security, stability and review of the updatec
resilience of the Internet Domain Name text, will determine if
System and that in doinsp it acts in the the question should
LlJdzo ft AO Ay (dSNBaladé beforwardedto
outside counsel.

Tasks
- Determine priorityquestions for phase 2 related topics
- Agree on approach and approval process for questions that emerge throughout
deliberations

Target date for completianOngoing
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c) Topic: Define user groups, criteria and purposeswiful basis per user group

Objective
Define the categories of user groups that may request disclosure of / access to
non-public registration data as well as the criteria that should be applied to
determine whether an individual or entity belongs to this auey.
Determine purposes an@Wwful basis per user group for processing data
Determine if and how the Phase 2 standardized framework can accommodate
requests unique to large footprint groups. Consider if those not fitting in any of
the user groups identiéd may still request disclosure/access through
implementation of recommendation #18 or other means.

Related mind map questions

P1Chartera
(a) Purposes for Accessing Dat&/hat are the unanswered policy questions that will
guide implementation?
al) Under applicable law, what are legitimate purposes for third parties to
access registration data?
a2) What legal bases exist to support this access?
a3) What are the eligibility criteria for access to qaublic Registration data?
a4) Do those partiggroups consist of different types of thirgarty
Requestos?

Annex to the Temporary Specification
3. Developing methods to provide potential URS and UDRP complainants with sufficient
access to Registration Data to support gdadh filings ofcomplaints.

Phase 1 Recommendations

EPDP Team Rec #3
A What are the legitimate purposes for third parties to access registration data?
A What are the eligibility criteria for access to npuablic Registration data?
A Do those parties/groups consist of diffettetypes of thirdparty Requestos?

The EPDP Team requests that when the EPDP Team commences its deliberations on a
standardized access framework, a representative of the RPMs PDP WG shall provide an
update on the current status of deliberations so thaetBPDP Team may determine

A

ATkK2g GKS 2DQa NBO2YYSYyRIFGA2ya YIFe& FFSOI

the context of the standardized access framework deliberations.

Note that Purpose 2 is a placeholder pending further work on the issaeaafss in

Phase 2 of this EPDP and is expected to be revisited once this Phase 2 work has been
completed. [staff note linked to purposes but timing to revisit purpose 2 is once phase
2 work has been completed]

Page83of 171



EPDPeam Phase BinalReport 31 July 2020

TSGFinalQ#3

3. Describe the general quiadiations of aRequestothat is authorized to access non

public gTLD domain name registration data, such as which sdremqfestos get

access to which fieldsof ndndzo £t A O 3I¢[ 5 R2YFAY yYIYS NBIAAGNT
FdziK2NRT I GA2Y LIR2fAORED D

Materials to eview.

Description Link Required
because
At the end of June 201TCANNasked Dataflow Matrix, Most
contracted parties and interested Compilation of recent
stakeholders to identify user types and Responses Received effort to
purposes of data elements required Current Version identify
by ICANNpolicies and contracts. The user
individual responseseceived and a types
compilation of the responses are provided
below.

EWG Final Report sets forth a rexhaustive https://www.icann.or
summary of users of the existing WHOIS  g/en/system/files/file
system, including those with constructive o1 s/final-report-
malicious purposes. Consistent with the 06junl4en.pdf-
92DQa YIYyRIGST €€ pages 2@5
examined to identify existing and possible

future workflows and the stakeholders and

data involved in them.

Review purposes established and legal bas https://gnso.icann.org

identified in phase 1 of the EPDP Team /en/drafts/epdp-qgtld-
reqgistrationdata-
spec-final-20feb19
en.pdf(pages 3436 /
67-71)

GDPR Relevant provisions Relevant provisions il
the GDPR See Article
6(1), Article 6(2) and
Recital 40
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https://www.icann.org/en/system/files/files/gdpr-dataflow-matrix-responses-redacted-13oct17-en.xlsx
https://www.icann.org/en/system/files/files/gdpr-dataflow-matrix-responses-redacted-13oct17-en.xlsx
https://www.icann.org/en/system/files/files/gdpr-dataflow-matrix-responses-redacted-13oct17-en.xlsx
https://www.icann.org/en/system/files/files/gdpr-dataflow-matrix-responses-redacted-13oct17-en.xlsx
https://www.icann.org/en/system/files/files/final-report-06jun14-en.pdf
https://www.icann.org/en/system/files/files/final-report-06jun14-en.pdf
https://www.icann.org/en/system/files/files/final-report-06jun14-en.pdf
https://www.icann.org/en/system/files/files/final-report-06jun14-en.pdf
https://gnso.icann.org/en/drafts/epdp-gtld-registration-data-specs-final-20feb19-en.pdf
https://gnso.icann.org/en/drafts/epdp-gtld-registration-data-specs-final-20feb19-en.pdf
https://gnso.icann.org/en/drafts/epdp-gtld-registration-data-specs-final-20feb19-en.pdf
https://gnso.icann.org/en/drafts/epdp-gtld-registration-data-specs-final-20feb19-en.pdf
https://gnso.icann.org/en/drafts/epdp-gtld-registration-data-specs-final-20feb19-en.pdf
https://eur-lex.europa.eu/legal-content/EN/TXT/?qid=1528874672298&uri=CELEX:02016R0679-20160504
https://eur-lex.europa.eu/legal-content/EN/TXT/?qid=1528874672298&uri=CELEX:02016R0679-20160504
https://eur-lex.europa.eu/legal-content/EN/TXT/?qid=1528874672298&uri=CELEX:02016R0679-20160504
https://eur-lex.europa.eu/legal-content/EN/TXT/?qid=1528874672298&uri=CELEX:02016R0679-20160504
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ICO lawful basis for processing info page https://ico.org.uk/for-

organisations/quide
to-data
protection/quideto-
the-generaldata
protection-regulation
gdpr/lawful-basisfor-

processing/

Related EPDP Phase 1 Implementation

None expected

Tasks

Develop first list of categories étequestos based on source materials. (Staff)
Review list of categories dRequestos and determinesligibility criteria. All)
Develop abuse types and scenarios to formulate use cases that determine
requirements for eactiRequestor

Determine purposes and legal basis per user group for processing data (All)
Determine if and how the Phase 2 standardizehfework can accommodate
requests unique to large footprint groups. Consider if those not fitting in any of
the user groups identified may still request disclosure/access through
implementation of recommendation #18 or other means. (All)

Confirm all charteguestions have been addressed and documented.

Target date for completionl3 June 2019

(Revisit purpose 2once phase 2 work has been completed)
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https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/lawful-basis-for-processing/
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/lawful-basis-for-processing/
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/lawful-basis-for-processing/
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/lawful-basis-for-processing/
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/lawful-basis-for-processing/
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/lawful-basis-for-processing/
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/lawful-basis-for-processing/
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/lawful-basis-for-processing/
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d) Authentication / authorization / accreditation of user groups

Objective
- Establish ifwuthentication, authorization and/or accreditation of user groups
should be required

- Can an accreditation model compliment or be used with what is
implemented from EPBDPhase 1 Recommendation #18?

- If so, establish policy principles for authentication, aarthation and/or
accreditation, including addressing questions such as:

- whether or not an authenticated user requesting access to-poblic
WHOIS data must provide its legitimate interest for each individual
query/request.

- If not, explain why not and whaplications this might have on queries from
certain user groups, if any.

Related mind map questions
P1-Chartera/b
(a) Purposes for Accessing Dat/hat are the unanswered policy questions that
will guide implementation?
a7) How can RDAP, that is teatally capable, allow Registries/Registrars to
accept accreditation tokens and purpose for the query? Once accreditation
models are developed by the appropriate accreditors and approved by the
relevant legal authorities, how can we ensure that RDAP is tealycapable
and is ready to accept, log and respond to the accredReduestoRd (21 Sy K
(b) Credentialing; What are the unanswered policy questions that will guide
implementation?
b1) How will credentials be granted and managed?
b2) Who is responsiblfor providing credentials?
oo0 126 gAff (GKS&S ONBRSyGAlfta oS AydSanNy
systems?

Annex to the Temporary Specification

1. Pursuant to Section 4.4, continuing community work to develop an
accreditation and accessodel that complies with GDPR, while recognizing the need to
obtain additional guidance from Article 29 Working Party/European Data Protection
Board.

TSGFinalQ#2
Identify and select Identity Providers (if that choice is made) that can grant credentials

for use in the system.

Materials to review
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Description Link Required
because

Identification and authentication in the TSG https://www.icann.or

modd ag/en/system/files/file
s/technicatmodel
accessnon-public
registrationdata
30aprl9en.pdf

page 2324
EWG Final ReporRDS Contact Use https://www.icann.or
Authorization and RDS User Accreditation g/en/system/files/file
Principles sf/final-report-

06junl4en.pdfpage
3940 and page 657

Draft Framework for a Possible Unified Acc https://www.icann.or

Model for Continued Access to Full g/en/system/files/file
WHOIS DataHow would authentication s/framework
requirements for legitimate users be elementsunified
developed? accessmodekfor-

discussior20augl18
en.pdfpages 910,10
11, 18, 23

Related EPDP Phase 1 Implementation
None expected.

Tasks
Review materials listed above and discuss perspectives on authentication /
authorization.(EPDP)
Confirm definitions of key terms Authorization, Accreditation and
Authentication
Determine full list of policy questions and deliberate each
Determine possible solutions or proposed recommendation, if any
Confirm all charter questions have been addressed and documented

Target date for completion: ICANN 65
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https://www.icann.org/en/system/files/files/technical-model-access-non-public-registration-data-30apr19-en.pdf
https://www.icann.org/en/system/files/files/technical-model-access-non-public-registration-data-30apr19-en.pdf
https://www.icann.org/en/system/files/files/technical-model-access-non-public-registration-data-30apr19-en.pdf
https://www.icann.org/en/system/files/files/technical-model-access-non-public-registration-data-30apr19-en.pdf
https://www.icann.org/en/system/files/files/technical-model-access-non-public-registration-data-30apr19-en.pdf
https://www.icann.org/en/system/files/files/technical-model-access-non-public-registration-data-30apr19-en.pdf
https://www.icann.org/en/system/files/files/final-report-06jun14-en.pdf
https://www.icann.org/en/system/files/files/final-report-06jun14-en.pdf
https://www.icann.org/en/system/files/files/final-report-06jun14-en.pdf
https://www.icann.org/en/system/files/files/final-report-06jun14-en.pdf
https://www.icann.org/en/system/files/files/framework-elements-unified-access-model-for-discussion-20aug18-en.pdf
https://www.icann.org/en/system/files/files/framework-elements-unified-access-model-for-discussion-20aug18-en.pdf
https://www.icann.org/en/system/files/files/framework-elements-unified-access-model-for-discussion-20aug18-en.pdf
https://www.icann.org/en/system/files/files/framework-elements-unified-access-model-for-discussion-20aug18-en.pdf
https://www.icann.org/en/system/files/files/framework-elements-unified-access-model-for-discussion-20aug18-en.pdf
https://www.icann.org/en/system/files/files/framework-elements-unified-access-model-for-discussion-20aug18-en.pdf
https://www.icann.org/en/system/files/files/framework-elements-unified-access-model-for-discussion-20aug18-en.pdf
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e) Criteria / contentof requests per user group

Objective establish minimum policy requirements, criteria and content for requests
per user group as identified under c.

Related mind map questions

P1-Charterc
cl) What rules/policies will govern usesagcess to the data?

Materials to review

Description Link Required

because

Annex B lllustrative Disclosure

Framework applicable to Intellectual

Property Rightdiolder Disclosure
Requestg; pages 8% 93

Privacy & Proxy Service Provider
Accreditation Agreement

Example: .DE Information Request Form

Example: Nominet Request Form

Final Report on the
Privacy & Proxy
Services Accreditatiol
Issues(7 December
2015)

https://www.denic.de
/en/service/whois
service/thirdparty-
requestsfor-holder-
data/

https://www.denic.de
[fileadmin/public/do
wnloads/Domaindate
nanfrage/Antrag_Do
maindaten Rechteint

aber_EN.pdf

https://s3-eu-west
1.amazonaws.com/nc
minet-prod/wp-
content/uploads/201
8/05/22101442/Data
requestform.pdf
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https://gnso.icann.org/sites/default/files/filefield_48305/ppsai-final-07dec15-en.pdf
https://gnso.icann.org/sites/default/files/filefield_48305/ppsai-final-07dec15-en.pdf
https://gnso.icann.org/sites/default/files/filefield_48305/ppsai-final-07dec15-en.pdf
https://gnso.icann.org/sites/default/files/filefield_48305/ppsai-final-07dec15-en.pdf
https://www.denic.de/en/service/whois-service/third-party-requests-for-holder-data/
https://www.denic.de/en/service/whois-service/third-party-requests-for-holder-data/
https://www.denic.de/en/service/whois-service/third-party-requests-for-holder-data/
https://www.denic.de/en/service/whois-service/third-party-requests-for-holder-data/
https://www.denic.de/en/service/whois-service/third-party-requests-for-holder-data/
https://www.denic.de/fileadmin/public/downloads/Domaindatenanfrage/Antrag_Domaindaten_Rechteinhaber_EN.pdf
https://www.denic.de/fileadmin/public/downloads/Domaindatenanfrage/Antrag_Domaindaten_Rechteinhaber_EN.pdf
https://www.denic.de/fileadmin/public/downloads/Domaindatenanfrage/Antrag_Domaindaten_Rechteinhaber_EN.pdf
https://www.denic.de/fileadmin/public/downloads/Domaindatenanfrage/Antrag_Domaindaten_Rechteinhaber_EN.pdf
https://www.denic.de/fileadmin/public/downloads/Domaindatenanfrage/Antrag_Domaindaten_Rechteinhaber_EN.pdf
https://www.denic.de/fileadmin/public/downloads/Domaindatenanfrage/Antrag_Domaindaten_Rechteinhaber_EN.pdf
https://s3-eu-west-1.amazonaws.com/nominet-prod/wp-content/uploads/2018/05/22101442/Data-request-form.pdf
https://s3-eu-west-1.amazonaws.com/nominet-prod/wp-content/uploads/2018/05/22101442/Data-request-form.pdf
https://s3-eu-west-1.amazonaws.com/nominet-prod/wp-content/uploads/2018/05/22101442/Data-request-form.pdf
https://s3-eu-west-1.amazonaws.com/nominet-prod/wp-content/uploads/2018/05/22101442/Data-request-form.pdf
https://s3-eu-west-1.amazonaws.com/nominet-prod/wp-content/uploads/2018/05/22101442/Data-request-form.pdf
https://s3-eu-west-1.amazonaws.com/nominet-prod/wp-content/uploads/2018/05/22101442/Data-request-form.pdf
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Related EPDP Phase 1 lementation

Recommendation #18 (but does NOT require automatic disclosure of information)

Minimum Information Required for Reasonable Requests for Lawful Disclosure:
Identification of and information about thRequestor(including, the
nature/type of business entity or individual, Power of Attorney statements,
where applicable and relevant);

Information about the legal rights of thRequestoand specific rationale

andor justification for the request, (e.g. What is the basis or reason for the
request; Why is it necessary for tiRRequestoito ask for this data?);

Affirmation that the request is being made in good faith;

A list of data elements requested by tRequestoand why this data is limited
to the need;

Agreement to process lawfully any data received in response to the request.

Tasks:
Confirm implementation approach for recommendation #18
Confirm definitions of key terms
Determine full list of policy questionsd deliberate each
Determine possible solutions or proposed recommendation, if any
Confirm all charter questions have been addressed and documented

Target date for completianCANN 65

f) Query policy

Objective Establish minimum poliagquirements for logging of queries, defining the
appropriate controls for when query logs should be made available, and if there should
be query limitations for authenticated and unauthenticated users of the SSAD.

How will access to nepublic registratbn data be limited in order to minimize
risks of unauthorized access and use (e.g. by enabling access on the basis of
specific queries only as opposed to bulk transfers and/or other restrictions on
searches or reverse directory services, including mechante restrict access

to fields to what is necessary to achieve the legitimate purpose in question)?
Should confidentiality of queries be considered, for example by law
enforcement?

How should query limitations be balanced against realistic investigatoss
referencing needs?

Related mind map questions

Pl1-Chartera
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a7) How can RDAP, that is technically capable, allow Registries/Registrars to accept
accreditation tokens and purpose for the query? Once accreditation models are
developed by the appropriate accreditors and approved by the relevant legal
authorities, howcan we ensure that RDAP is technically capable and is ready to accept,
log and respond to the accreditd®equestoR & (21 Sy K

Annex to the Temporary Specification

6 Limitations in terms of query volume envisaged under an accreditation program
balanced

aganst realistic investigatory croseferencing needs.

7 Confidentiality of queries for Registration Data by law enforcement authorities.

Materials to review

Description Link Required
because

SSAC 104SSAC Advisory Regarding Acces https://www.icann.or Describes

Domain Name Registration Data a/en/system/files/file effects of
s/sac10l-en.pdf rate-
limiting.

Related EPDP Phase 1 Implementatidane.

Tasks
Confirm definitions of key terms
Determine full list of policy questions and deliberate each
Determine possible solutions or proposed recommendation, if any
Confirm all charter questions have been addressed and documented

Target date for completion: ICANN 65

g) Receipt of acknowledgement, including timeline

Objective Define policyequirements around timeline of acknowledgement of receipt
and additional requirements (if any) the acknowledgement should contain.

What, if any, are the baseline minimum standardized receipt of acknowledgement
requirements for registrars/registries? Whiatd 2 dziT WdzNBSYy 1 Q NBIljdzSada |y
defined?

Related mind map questions
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https://www.icann.org/en/system/files/files/sac-101-en.pdf
https://www.icann.org/en/system/files/files/sac-101-en.pdf
https://www.icann.org/en/system/files/files/sac-101-en.pdf
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P1-Charterc
cl) What rules/policies will govern users' access to the data?

Materials to review

Description Link Required
because
Phase 1 Final Report Rec. 18 https://gnso.icann.og
Timeline & Criteria for Registrar and Regist /sites/default/files/fil
Operator Responses e/field-file-
attach/epdp-gtld-

registrationdata
specsfinal-20feb19

en.pdfp. 19

Related EPDP Phase 1 ImplementatioRecommendation #18

Timeline & Criteria for Registrar and Registry Operator Respenses

Registrars and Registries must reasonably consider and accommodate requests for

lawful disclosure:

w wSaLRyasS GAYS F2NI I Oly2¢6ft SRIAYT NBOSA LI
Disclosure. Without undue delay, but not more than two (2) business days from

receipt, unless shown circumstances does not make this possible.

Tasks
Confirm definitions of key terms
Determine full list of policy questions and deliberate each
Determine possible solutions or proposed recommendation, if any
Confirm all chartequestions have been addressed and documented

Target date for completion: TBD

h) Response requirements / expectations, including timeline/SLAs

Objective Define policy requirements around response requirements, including
addressing questions such as:

- including addressing questions such as:
- Whether or not full WHOIS data must be returned when an
authenticated user performs a query.
- What should be the SLA commitments for responses to requests for
access/disclosure
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https://gnso.icann.org/sites/default/files/file/field-file-attach/epdp-gtld-registration-data-specs-final-20feb19-en.pdf
https://gnso.icann.org/sites/default/files/file/field-file-attach/epdp-gtld-registration-data-specs-final-20feb19-en.pdf
https://gnso.icann.org/sites/default/files/file/field-file-attach/epdp-gtld-registration-data-specs-final-20feb19-en.pdf
https://gnso.icann.org/sites/default/files/file/field-file-attach/epdp-gtld-registration-data-specs-final-20feb19-en.pdf
https://gnso.icann.org/sites/default/files/file/field-file-attach/epdp-gtld-registration-data-specs-final-20feb19-en.pdf
https://gnso.icann.org/sites/default/files/file/field-file-attach/epdp-gtld-registration-data-specs-final-20feb19-en.pdf
https://gnso.icann.org/sites/default/files/file/field-file-attach/epdp-gtld-registration-data-specs-final-20feb19-en.pdf
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- What are the minimum requirements for respees to requests,
including denial of requests?

Related mind map questions

PXCharteralc

ab) What data elements should each user/party have access to based on their purpose?
a6) To what extent can we determine a set of data elements and potential scope
(volume) for specific third

parties and/or purposes?

c1) What rules/policies will govern users' access to the data?

Phase 1 Recommendatio#3
What data elements should each user/party have access to?

Annex to the Temporary Specification

2. Addressing the feasibility of requiring unique contacts to have a uniform anonymized
email address across domain name registrations at a given Registrar, while ensuring
security/stability and meeting the requirements of Section 2.5.1 of Appendix A.

TSGFnal-Q#6

Describe service Level Requirements (SLRs) for each component of the system,
including whether those SLRs and evaluations of component operators against them
are made public, and for handling complaints about access.

TSGFinalQ#7

Specify legitimat causes for denying a request.

TSGFinalQ#8

Outline support for correlation via a pseudonymity query as described in Section 7.2.

Materials to review

Description Link Required
because
Phase 1 Final Report Rec. 18 https://gnso.icann.org
Timeline & Criteria foRegistrar and Registry /sites/default/files/fil
Operator Responses e/field-file-
attach/epdp-gtid-

registrationdata-
specsfinal-20feb12

en.pdfp. 19
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https://gnso.icann.org/sites/default/files/file/field-file-attach/epdp-gtld-registration-data-specs-final-20feb19-en.pdf
https://gnso.icann.org/sites/default/files/file/field-file-attach/epdp-gtld-registration-data-specs-final-20feb19-en.pdf
https://gnso.icann.org/sites/default/files/file/field-file-attach/epdp-gtld-registration-data-specs-final-20feb19-en.pdf
https://gnso.icann.org/sites/default/files/file/field-file-attach/epdp-gtld-registration-data-specs-final-20feb19-en.pdf
https://gnso.icann.org/sites/default/files/file/field-file-attach/epdp-gtld-registration-data-specs-final-20feb19-en.pdf
https://gnso.icann.org/sites/default/files/file/field-file-attach/epdp-gtld-registration-data-specs-final-20feb19-en.pdf
https://gnso.icann.org/sites/default/files/file/field-file-attach/epdp-gtld-registration-data-specs-final-20feb19-en.pdf
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Final Report on the Privacy & Proxy Servic https://gnso.icann.org Section of

Accreditation Issues (7 December 2015)  /sites/default/files/fil PPSAI
Annex B lllustrative Disclosure efield 48305/ppsai  illustrative
Framework applicable to Intellectual fina-07dec15en.pdf —disclosure

Property Rightsholder Disclosure fram_e_work

Requestg pages 90 92 detal.llng
required
minimum
response

Related EPDP Phase 1 Implementation

Recommendation #18:
Requirements for what information responses should include. Responses where
disclosure of data (in whole or in part) has been denied should include:
rationale sufficient for theRequestorto understand the reasons for the
decision, including, for examplan analysis and explanation of how the
balancing test was applied (if applicable).
Logs of Requests, Acknowledgements and Responses should be maintained in
accordance with standard business recordation practices so that they are
available to be producedsaneeded including, but not limited to, for audit
purposes by ICANN Compliance;
Response time for a response to tRequestomwill occur without undue delay,
but within maximum of 30 days unless there are exceptional circumstances.
Such circumstances mayclude the overall number of requests received. The
contracted parties will report the number of requests received to ICANN on a
regular basis so that the reasonableness can be assessed.
A separate timeline of [less than X business days] will considerdie
NBalLkRyasS (2 W NASyuQ wSlazyloftS 5Aa0f 2adz
evidence is supplied to show an immediate need for disclosure [time frame to
be finalized and criteria set for Urgent requests during implementation)].

Tasks
Confirm definitions of key terms
Determine full list of policy questions and deliberate each
Determine possible solutions or proposed recommendation, if any
Confirm all charter questions have been addressed and documented

Target date for completion: Augus

i) Acceptable Use Policy

Objective Define the policy requirements around:
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https://gnso.icann.org/sites/default/files/filefield_48305/ppsai-final-07dec15-en.pdf
https://gnso.icann.org/sites/default/files/filefield_48305/ppsai-final-07dec15-en.pdf
https://gnso.icann.org/sites/default/files/filefield_48305/ppsai-final-07dec15-en.pdf
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1. How should a code of conduct (if any) be developed, continuously evolve
and be enforced?

2. If ICANN and its contracted parties develop a code of conduthifal

parties with legitimate interest, what features and needs should be considered?
3. Are there additional data flows that must be documented outside of what
was documented in Phase 1?

Can a Code of Conduct model compliment or be used with whaipieimented
from EPDFPhase 1 Recommendation #187?

Related mind map questions

P1-Charterc

cl) What rules/policies will govern users' access to the data?

c2) What rules/policies will govern users' use of the data once accessed?

c3) Who will beesponsible for establishing and enforcing these rules/policies?

c4) What, if any, sanctions or penalties will a user face for abusing the data, including
future

restrictions on access or compensation to data subjects whose data has been abused in
additionto any sanctions already provided in applicable law?

¢5) What kinds of insights will Contracted Parties have into what data is accessed and
how it is used?

c6) What rights do data subjects have in ascertaining when and how their data is
accessed and used?

c7) How can a third party access model accommodate differing requirements for data
subject notification of data disclosure?

Materials to review

Description Link Required
because
GDPR Article 40, Code of Conduct https://gdpr-
info.eu/art-40-gdpr/
Art. 29 Working Party Letter to ICANN https://www.icann.or
11 April 2018 a/en/system/files/cor

respondence/jelinek
to-marby-11aprl8

en.pdf
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Bird & Bird- Code of Conduct and https://www.twobird

Certification ReferencMlaterial (May 2017) s.com/~/media/pdfs/
gdprpdfs/43--guide
to-the-qdpr--codesof-
conductand
certifications.pdf?la=€
n

Example: Cloud Providers Code of Conduc https://cispe.cloud/co
(CISPE) (January 2017) de-of-conduct/

Example: Cloud Providers Code of Conduc https://eucoc.cloud/e

(EU Cloud) (November 2018) n/contact/request
the-eu-cloud-codeof-
conduct.html

Related EPDP Phase 1 Implementatidane.

Tasks
Determine full list of policguestions and deliberate each
Determine possible solutions or proposed recommendation, if any
Confirm all charter questions have been addressed and documented

Target date for completionrAugust

J) Terms of use / disclosure agreements / privapyplicies

Objective Define policy requirements around terms of use for third parties who seek to
access nonpublic registration data:

At a minimum, what required measures are needed to adequately
safeguard personal data that may be made available tacomedited
user/third party?

What procedures should be established for accessing data?

What procedures should be established for limiting the use of data that
is properly accessed?

Should separate Terms of Use be required for different user groups?
Who woud monitor and enforce compliance with Terms of Use?
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What mechanism would be used to require compliance with the Terms
of Use?

Related mind map questions

P1-Charterc

cl) What rules/policies will govern users' access to the data?

c2) Whatrules/policies will govern users' use of the data once accessed?

c3) Who will be responsible for establishing and enforcing these rules/policies?

c4) What, if any, sanctions or penalties will a user face for abusing the data, including
future

restrictionson access or compensation to data subjects whose data has been abused in
addition to any sanctions already provided in applicable law?

TSGFinalQ#4

Detail whether a particular category Blequestos orRequestos in general, can
download logs of their adwity.

TSGFinalQ#10

Describe the conditions, if any, under which requests would be disclosed to CPs.
TSGFinalQ#11

Provide legal analysis regarding liability of the operators of various components of the
system.

TSGFinalQ#12

Outline a procedure fofielding complaints about inappropriate disclosures and,
accordingly, an Acceptable Use Policy

Materials to review

Description Link Required
because

Draft Framework for a Possible Unified Acc https://www.icann.or

Model for Continued Access to Full a/en/system/files/file

WHOIS DataWhat would be the role of s/framework

Terms of Use in a unified access model? elementsunified-
accesanodelfor-
discussior20augl18
en.pdfpages 1416

Related EPDP Phase 1 Implementation

Tasks
Confirm definitions of key terms
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Determine full list of policy questions and deliberate each
Determine possiblsolutions or proposed recommendation, if any
Confirm all charter questions have been addressed and documented

Target date for completionSeptember

k) Retention and destruction of data

Objective Establish minimum policy requirements fetention, deletion and logging
of data retained for parties involved in the SSAD, including but limited to, gTLD
registration data, user account information, transaction logs, and metadata such as
date-and-time of requests

Related mind map questions

P1-Charterc
c2) What rules/policies will govern users' use of the data once accessed?

TSGFinalQ#5
Describe data retention requirements imposed on each component of the system.

Materials to review

Description Link Required
because
GDPR Atrticl&(1)(e) https://gdpr.algolia.co
m/gdpr-article-5
Data retention in the TSG model https://www.icann.or

g/en/system/files/file
s/technicatmode}
accessnon-public
registrationdata
30apri9en.pdfpage
26

Relatel EPDP Phase 1 ImplementatiBf®ecommendation #15:
1. In order to inform its Phase 2 deliberations, the EPDP team recommends that ICANN
Org, as a matter of urgency, undertakes a review of all of its active processes and
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procedures so as to identify and clanent the instances in which personal data is
requested from a registrar beyond the period of the 'life of the registration'. Retention
periods for specific data elements should then be identified, documented, and relied
upon to establish the required revant

and specific minimum data retention expectations for registrars. The EPDP Team
recommends community members be invited to contribute to this data gathering
exercise by providing input on other legitimate purposes for which different retention
periodsmay be applicable.

2. In the interim, the EPDP team has recognized that the Transfer Dispute Resolution

t 2f A08 6a¢5wtév KFa 0SSy ARSYOGATASR Fa KIFGAy
one year and has therefore recommended registrars be requoeétain only those

data elements deemed necessary for the purposes of the TDRP, for a period of fifteen
months following the life of the registration plus three months to implement the
deletion, i.e., 18 months. This retention is grounded on the statdty stipulation

within the TDRP that claims under the policy may only be raised for a period of 12
months after the alleged breach (FN: see TDRP section 2.2) of the Transfer Policy (FN:
see Section 1.15 of TDRP). This retention period does not resigiethlity of

registries and registrars to retain data elements provided in Recommendatiohf4

other purposes specified in Recommendation 1 for shorter periods.

3. The EPDP team recognizes that Contracted Parties may have needsicgments
for different retention periods in line with local law or other requirements. The EPDP
team notes that nothing in this recommendation, or in separate IGAidNdated

policy, prohibits contracted parties from setting their own retention periassich

may be longer or shorter than what is specified in ICANN policy.

4. The EPDP team recommends that ICANN Org review its current data retention
waiver procedure to improve efficiency, request response times, and GDPR
compliance, e.g., if a Registfaom a certain jurisdiction is successfully granted a data
retention waiver, similarhsituated Registrars might apply the same waiver through a
notice procedure and without having to produce a separate application.

Tasks
Confirm definitions of key terms
Determine full list of policy questions and deliberate each
Determine possible solutions or proposed recommendation, if any
Confirm all charter questions have been addressed and documented

Target date for completiorfSeptember
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[) Financialsustainability

Objective Ensure that all aspects of SSAD are financially sustainable. Consider how and
by whom costs of SSAD implementation and management are borne.
Determine if market inefficiencies existed prior to May 2018 and if any exist in a
pos EPDFPhase 1 implemented world.
Should contracted parties and or ICANN bear the cost of a standardized
solution, even if the disclosure of registration data is considered in the public
interest?
If accreditation is a viable solution, should there be aggion fees associated,
or should a fee structure be based on the type (tiered), size, or quantify of
disclosures?
Should or could data subjects be compensated for disclosures of their data?

Related mind map questionsdlone

Materials to review

Description Link Required
because

Related EPDP Phase 1 Implementatiane

Tasks
Confirm definitions of key terms
Determine full list of policy questions and deliberate each
Determine possible solutions or proposed recommendation, if any
Confirm all charter questions have been addressed and documented

Target date for completion: TBD
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Process & Issue Background

On 19 July 2018, the GNSO Countihted an Expedited Policy Development Process
(EPDP) andnharteredthe EPDP on the Temporary Specificationgfbk DRegistration

Data Team. Unlike other GNSO PDP efforts, which are open for anyone to join, the
GNSO Council chose to limit the membership composition of this EPDP, primarily in
recognition of the need to complete the work in a relatively short timeframe and to
resource the effort responsibly. GNSO Stakeholder Groups, the Governmental Advisory
Committee (GAC), the Country Code Supporting Organization (cCNSO),Lingyét

Advisoy Committee (ALAC), the Root Server System Advisory Committee (RSSAC) and
the Security and Stability Advisory Committee (SSAC) were each been invited to
appoint up to a set number of members and alternates, as outlined irchiagter. In

addition, the ICANN Board and ICANN Org have been invited to assign a limited number
of liaisons to thieffort. A call for volunteers to the aforementioned groups was issued

in July, and the EPDP Team held its first phase 1 meetihgdoigust 2018

0 Issue Backgrouh

On 17 May 2018, the ICANN Board approved the Temporary Specification for gTLD

Registration Data. The Board took this action to establish temporary requirements for

how ICANN and its contracted parties would continue to comply with existing ICANN

contradual requirements and communitgleveloped policies relate to WHOIS, while

Ffa2 O2YLX @Ay3d GAGK GKS 9dzZNRPLISIY ! YvA2Y 69! 0C
(GDPR). The Temporary Specification has been adopted under the procedure for

Temporary Policies outled in the Registry Agreement (RA) and Registrar Accreditation

Il ANBSYSYy (G o6w!!lod C2ff2Ay3 FR2LIAZ2Y 2F (KS ¢
immediately implement the Consensus Policy development process set forth in

L/ ! bb Qa4 Thes CongeastiPdlicy development process on the Temporary

Specification would need to be carried out within a grear period. Additionally, the

scope includes discussion of a standardized access system to nonpublic registration

data.

At its meeting on 19 July 2018, the Generic Names Supporting Organization (GNSO)
Council initiated an EPDP on the Temporary Specification for gTLD Registration Data
and adopted the EPDP Team charténlike other GNSO PDP efforts, which are open

for anyoneto join, the GNSO Council chose to limit the membership composition of
this EPDP, primarily in recognition of the need to complete the work in a relatively
short timeframe and to resource the effort responsibly. GNSO Stakeholder Groups, the

47 See section 3.1(a) of the Registry Agreematips://www.icann.org/resources/unthemegbages/orgagmthtmi-
201309-12-en
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Governmental Avisory Committee (GAC), the Country Code Supporting Organization
(ccNSO), the Atarge Advisory Committee (ALAC), the Root Server System Advisory
Committee (RSSAC) and the Security and Stability Advisory Committee (SSAC) were
each been invited to appoinip to a set number of members and alternates, as
outlined in thecharter. In additionthe ICANN Board and ICANN Org have been invited
to assign a limited number of liaisons to this effort.

The EPDP Team publish&iPhase 1 Initial Report f@ublic Commenon 21

November 2018. The EPDP Team incorporated public comments into its PRase 1

Report and the GNSO Council voted to adopt all 29 recommendations within the

9t 5t Q& Fin& RepoBat ita meeting on 4 March 2019. On 15 May 2019, the

ICANN Boarddoptedii KS 9t 5t ¢SIYQa tKFEasS m CAylf wSL®2!
parts of two recommendations:)PPurpose 2 in Recommendation 1 and 2) the option

to delete data in the Organization field in Recommendation 12. As per the ICANN

Bylaws, a consultation will take place between the GNSO Council and the ICANN Board

to discuss the parts of the EPDP Phasecbmmendations that were not adopted by

the ICANN Board. At the same time, an Implementation Review Team (IRT), consisting

of the ICANN organization (ICANN org) and members of the ICANN community, will

now implement the approved recommendations of the ERD® YQa t Kl &S M CAYI
Report. For further details on the status of implementation, pleaselsze.

On 2 May 2019, the EPDP Team begun Phase 2 of itsTarlkscope for EPDP Phase 2

includes (i) dcussion of a system for standardized access/disclosure to nonpublic

registration data, (ii) issues noted in tA@nex to the Temporary Specification fpFLD

Registration Daté ¢ L YLI2 NI I yiG L&aadzSa F2NJ CdzZNIKSNJ / 2 YYdz
deferred from Phase 1, e.g., legal vs natural persons, redaction of city field, et. al. For

further details, please seleere.
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EPDP Team Membership and Attendance

Meeting Activity Summary:

Plenary Meetings:
1 75 Plenary Calls for 155.5 hours
1 12 Face to Face Meetings for 77.5 hours
1 01 Webinar for 1.0 hour
1 86% total participation rate

Small Team Meetings:
9 10 Subgroup Calls for 18.0 hours

Legal Committee Meetings:
1 19 Subgrouggalls for 29.4 hours
1 01 Face to Face Meetings for 1.5 hours

Leadership Meetings:
9 48 Leadership Calls for 47.5 hours
1 04 Leadership Face to Face Meetings for 20.5 hours
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The detailed roster, SOls & attendance can be found at
https://community.icann.org/x/kBdIBg
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The email archives can be foundhdips://mm.icann.org/pipermail/gnseepdp-team/.

Active Members of the Plenary EPDP Team:

Member Type / Affiliation / Name SOl Start Date | Attended % Role
Current Participant
Member
At-Large Advisory Committee 87.9%
AlanGreenberg SOl 3-Apr19 97.7%
Hadia EMiniawi SOl 3-Apr19 97.7% LC
Commercial Business Users Constituency 97.7%
Margie Milam SOl 3-Apr-19 94.8% LC
Mark Svancarek SOl 3-Apr-19 95.4%
GNSO Council 94.3%
RafikDammak SOl 3-Apr19 98.3% | Chair
Governmental Advisory Committee 98.9%
Christopher Lewigvans SOl 15-May-19 93.6%
Georgios Tselentis SOl 3-Apr-19 96.6%
Laureen Kappin SOl 21-Oct19 88.5% LC
ICANN Board 96.1%
Becky Burr Sie] 9-Sep19 84.6% | LC
Chris Disspain SOl 3-Apr-19 93.5%
Intellectual Property Constituency 78.2%
Brian King SOl 4-Aug19 91.0% LC
Franck Journoud SOl 12-Janr19 88.5%
Internet Corporation for Assigned Names & Numbers 95.7%
Daniel Halloran - 3-Apr-19 95.9%
Eleeza Agopian - 6-Dec19 94.3%
Internet Service Providers and Connectivity Providers Constituency 98.4%
Fiona Asonga SOl 3-Apr-19 44.8%
Thomas Rickert SOl 3-Apr-19 86.2% LC
Non-Commercial Stakeholder Group 78.9%
Amr Elsadr SOl 3-Apr-19 67.8%
Johan (Julf) Helsingius SOl 3-Apr-19 75.9%
Milton Mueller SOl 3-Apr-19 81.4%
Stefan Filipovic SOl 21-May-19 84.5%
Stephanie Perrin SOl 3-Apr-19 86.2% | LC
<vacant>
Registrar Stakeholder Group 85.0%
James Bladel SOl 3-Apr19 76.7%
Matt Serlin SOl 3-Apr-19 86.2%
Volker Greimann SOl 16-Apr-19 92.0% LC
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https://community.icann.org/x/wKrDAw
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https://community.icann.org/x/OS4FBQ
https://community.icann.org/x/OgFhBw
https://community.icann.org/x/FgAnAw
https://community.icann.org/x/2YTDAQ
https://community.icann.org/x/rwJpBQ
https://community.icann.org/x/-KlYAw
https://community.icann.org/x/JYU3Ag
https://community.icann.org/x/oQHVBQ
https://community.icann.org/x/mDOfAg
https://community.icann.org/x/-QS5AQ
https://community.icann.org/x/9gHPAQ
https://community.icann.org/x/foBwAg
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Registry Stakeholder Group 90.0%
Alan Woods SOl 3-Apr-19 90.8%
Marc Anderson SOl 3-Apr-19 95.4%
Matthew Crossman SOl 3-Apr19 83.1% LC
Security and Stability Advisory Committee 92.1%
Ben Butler Sie] 3-Apr19 93.1%
Tara Whalen SOl 15-May-19 90.9% LC

Active Alternates of the Plenary EPDP Team:
Member Type / Affiliation / Name SOl Start Date | Attended % Role

Alternate

At-Large Advisory Committee

Bastiaan Goslings SOl 3-Apr-19 50.0%

Holly Raiche SOl 3-Apr19 33.3%
Commercial Business Users Constituency

SteveDelBianco SOl 3-Apr19 | 100.0%
Governmental Advisory Committee

Olga Cavalli SOl 22-May-19 95.6%

Rahul Gosain SOl 3-Apr19 75.0%

Ryan Carroll SOl 18Dec19 100.0%
Internet Service Providers and Connectivity Providers Constituency

Suman Lal Pradhan SOl 3-Apr-19 33.3%
Non-Commercial Stakeholder Group

David Cake SOl 3-Apr-19 90.0%

Tatiana Tropina Sie] 3-Apr-19 77.8% LC

Yawri CarQuiros Sie] 17-Feb20 100.0%
Registrar Stakeholder Group

Owen Smigelski SOl 16-Apr-19

Sarah Wyld SOl 3-Apr-19 98.7%

Theo Geurts SOl 3-Apr-19 80.0%
Registry Stakeholder Group

Arnaud Wittersheim SOl 3-Apr-19 80.0%

Beth Bacon SOl 22-Apr-19 95.7%

Sean Baseri SOl 6-Now19 |  100.0%

Security and Stability Advisory Committee

Greg Aaron SOl 5-Oct-19 77.8%

Rod Rasmussen SOl 3-Apr-19 25.0%
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https://community.icann.org/x/poI2Bg
https://community.icann.org/x/CYQ3Ag
https://community.icann.org/x/xAJ1Aw
https://community.icann.org/x/HRmJBw
https://community.icann.org/x/BaIWBg
https://community.icann.org/x/Pwe6Ag
https://community.icann.org/x/JgyMAg
https://community.icann.org/x/CBQnAw
https://community.icann.org/x/hhWOAw
https://community.icann.org/x/gIOjBg
https://community.icann.org/x/vRaAAw
https://community.icann.org/x/qwh1Aw
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Active Staff Support of the Plenary EPDP Team:
Member Type / Affiliation / Name SOl Start Date Atte(;)ded Role
Staff Support
ICANN (Internet Corporation for Assigned Names & Numbers)
Caitlin Tubergen 3-Apr-2019 LC
MarikaKonings 3-Apr-2019
Berry Cobb 3-Apr-2019
Amy Bivens 3-Jun2019 LC
Terri Agnew 3-Apr-2019
Andrea Glandon 3-Apr-2019
Julie Bisland 20-Jun2019
Michelle DeSmyter 20-Jun2019
Nathalie Peregrine 3-Apr-2019
Former Participants of the Plenary EPDP Team:
Member Type / Affiliation / Name SOl Start Date Atte;)ded Role Depart Date
Former Participant
Member
GNSO Council
Janis Karklins SOl 3-Apr2019 | 97.6% | Chair 3-Juk2020
Governmental Advisory Committee
Ashley Heineman SOl 3-Apr-2019 75.7% 21-Oct2019
ICANN Board
Leon Felipe Sanchez Ambia SOl 3-Apr-2019 88.5% LC 9-Sep2019
Intellectual Property Constituency
Alex Deacon SOl 3-Apr-2019 87.5% 1-Dec2019
Internet Corporation for Assigned Names & Numbers
Trang Nguyen 3-Apr-2019 88.9% LC 10-Apr-2019
Non-Commercial Stakeholder Group
Ayden Fabien Férdeline SOl 3-Apr2019 | 73.5% 27-Jan2020
Farzaneh Badiei SOl 3-Apr-2019 69.2% 27-Jan2020
Registry Stakeholder Group
. sol 22-Apr
Kristina Rosette - 2019 97.6% 7-Aug2019
Alternate
Intellectual Property Constituency
Jennifer Gore SOl 3-Apr-2019 97.6% 13-Feb2020

The detailed attendance records can be found at
https://community.icann.org/x/4o0pHBQ
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https://community.icann.org/x/LZhlAw
https://community.icann.org/x/UhgnAw
https://community.icann.org/x/eIPDAQ
https://community.icann.org/x/oiN-Ag
https://community.icann.org/x/4opHBQ
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The EPDP Team email archives can be fouhtizt://mm.icann.org/pipermail/gnse
epdpteam/.
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in the EPDP Team Fifport. These designations were made following the process as
outlined hereand in accordance with section 3.&tandard Methodology for Making
Decisions of th&NSO Working Group Guideliresswell agthe EPDP Team Charter

Recommendation #

#1 Accreditation

#2 Accreditation of
Governmental
Entities

#3 Criteria and Content

of Requests

#4 Acknowledgement of
receipt

#5 Response
Requirements

#6 Priority Levels

#7  Requestor Purposes

#8 Contracted Party
Authorization

#9 Automation of SSAD
Processing

#10 Determining variable

SLAs for response

times for SSAD

Chair Proposed
Designation

Full Consensus
Full Consensus
Full Consensus
Full Consensus

Strong support but
significant opposition

Divergence

Consensus

Strong support but
significant opposition

Strong support but
significant opposition

Strongsupport but
significant opposition

Groups not supporting
recommendation or part
thereof

GAC (accuracy)

IPC

BC

GAC (Does not support
6.2)

BC (Does not support
6.2)

IPC (Does not support
6.2)

ALAC (Does not support
6.2)

SSAC

NCSG (conditional to
removal of footnote)
GAC (accuracy and
objection to 8.17)

IPC

BC

IPC

BC

ALAC

RrSG (Does not support
SLA for Urgent Request:
SSAC
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#11

#12

#13
#14

#15
#16
#17

#18

policy

#19
of
proxy
#20
#21
#22

SSAD Terms and
Conditions
Disclosure
Requirements

QueryPolicy
Financial
Sustainability

Logging

Audits

Reporting
Requirements
Review of
implementation of
recommendations

concerning SSAD usil

GNSO Standing
Committee

Display of information

affiliated privacy /
providers

City Field

Data Retention
Purpose 2

Full Consensus

Strong support but
significant opposition

Full Consensus
Divergence

Full Consensus
Full Consensus
Full Consensus

Strong support but
significant opposition

Full Consensus

Consensus
Full Consensus
Consensus

IPC
BC

GAC (accuracy)
SSAC

ALAC
GAC
SSAC
IPC
BC

ALAC
BC
IPC
GAC

NCSG

NCSG
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At-Large Advisory Committee (ALAC)

Business Constituency (BC) / Intellectual Property Constituency (IPC)
Non-Commercial Stakeholder Group (NCSG)

Reqistrar Stakeholder Group (RrSG)

Reqistry Stakeholder Group (RySG)
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EN
,( \? AL-ALAGSTF0720-04-01-EN
& ORIGINAL: English

DATE: 29 July 2020
STATUS: Ratified

AT-LARGE ADVISORY COMMITTEE
ALAC Statement on Expedited Policy Development Process (EPDP)

ALAC Statement submitted for inclusion in the Final Report of the Temporary
Specification for gTLD Registration Data Phase 2 Expeditady Development
Process (EPDP)

The ALAC entered into the EPDP making the following statement:

1. The ALAC believes that the EPDP MUST succeed and will be working toward
that end.

2. We have a support structure that we are organizing to ensure thaitwie
present here is understood by our community and has their input and
support.

3. The ALAC believes that individual registrants are users and we have
regularly worked on their behalf (as in the PDP that we initiated to protect
registrant rights whenheir domains expire), if registrant needs differ from
those of the 4 billion Internet users who are not registrants, those latter
needs take precedence. We believe that GDPR and this EPDP are such a
situation.

4. Although some Internet users consult WH@id will not be able to do so in
some cases going forward, our main concern is access for those third parties
who work to ensure that the Internet is a safe and secure place for users
and that means that law enforcement, cybersecurity researchers, those
combating fraud in domain names, and others who help protect users from
phishing, malware, spam, fraud, DDoS attacks and such can work with
minimal reduction in access to WHOIS data. All within the constraints of
GDPR of course.

We have worked valiantly teupport the EPDP process and work on behalf of the now
almost 5 billion Internet users.

The target of Phase 2 of the EPDP was to develop what is now called the System for
Standardized Access/Disclosure to Neublic Registration Data (SSAD) as well as
address a number of issues that were not completed during Phase 1 of the EPDP.

A vast amount of work has been done, but the ALAC believes that if and when the SSAD
is deployed, the probability of its meeting the goals needed by the communities whose
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efforts wesupport will be low. Those communities need access to specific accurate,
usable norpublic data and they need it in a timely and predictable manner.

Key methodologies to achieving this include:

Do not expand the reach of privacy legislation. Redatt data
protected by such laws;

Ensure that data is accurate, and contact information is usabhat is
the only reason that the contact information is there;

To the extent possible and legal, process queries in an automated
fashion resulting in quickesponses (close to instantaneous when
possible).

The Final Report unfortunately does none of this with any certainty.
Specifically:

Phase 1 allowed the redaction of information about legal persons
(companies) as well as natural persons (people) and neggstrars and
registries are doing such full redaction. They are also redacting
regardless of geographic location.

Phase 2 was supposed to fully address the issue of legal vs natural, but
although there was some discussion, the issue is being remandée to t
GNSO Council for possible addressing at some future time.

GDPR requires data to be accurate for the purposes in which it is
processed. In the case of RDS data, that is to know who the registrant is
and to facilitate contact. WHOIS Accuracy studies likareonstrated

that when the information was publicly available, it was woefully
inaccurate. Phase 2 was supposed to fully discuss the issue of accuracy
in relation to the now redacted data. That has not been done. The PDP
was instructed by the GNSO Coutwihot address this topic and the
GNSO Council will consider addressing it in an as yet undefined manner.
Contact with registrants is currently through methods (largely web

forms) which studies have shown are not effective and with no feed

back to the sendr on the extent to which the message may have gone

to the registrant. Further discussion is remanded to the GNSO Council
for possible addressing at some future time.

There are a few use cases which the SSAD will automatically respond to.
The intent was tht as laws and jurisprudence and contractual issues

I RO YyOSs +y GS@2tdziAz2yée XBBkolbe AayY g2 dz
handled in an automated way. The recommended evolution mechanism
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Is a GNSO Standing Committee (SC) which requires that new use cases
be gproved not only by the contracted parties (who may be liable to
penalties if not done properly), but also by the GNSO Council. The SC is
allowed to recommend both pure implementation (requiring GNSO
Council approval to proceed to implementation) and Bo{iehich

would require GNSO policy process such as a PDP before it could
proceed). It is unclear whether new SSAD decisiorcase
recommendations would be treated as implementation, or if a new PDP
(or equivalent) would have to be chartered to actuallpa such

automation (potentially adding years to allow new us&ses).

The ALAC, along with several other groups, accepted the current SSAD
model despite strong reservations because we were assured that the
evolution mechanism would allow change in a picad and timely

manner. Such changes were not guaranteed due to legal and liability
iIssues, but they were possible. Based on what is now known about the
evolution mechanism, and the lack of clarity about how it will work and
how its recommendation will beated by the GNSO Council, the ALAC
would certainly never have agreed to the current SSAD model.

Moreover, although a Standing Committee Recommendation by default
requires a standard majority vote of the GNSO Councll, it is possible that
this could be banged to require a supenajority*2.

The financial model is troublesome. At first glance, it may not be
unreasonable for users of the SSAD to bear a significant part of the
operational costs, but in setting prices to attempt to ensure that, it is
possibé that they may be set so high so as to discourage use. This would
not only result in not meeting those financial objectives but effectively
nullifying the entire effort. There must be flexibility in pricing to ensure
that the SSAD is truly usable. To tead, it is currently unclear to what
extent ICANN may need to subsidize the service.

All of these issues are due to either issues the EPDP was instructed not to address, or
chose not to address, or left the recommendation wording sufficiently vague astto
provide any level of confidence in the outcomes.

All of these issues COULD be suitably addressed by the GNSO Council as it deliberates
over this Final Report.

48A supermajority vote allows a single Stakeholder Group plus one other member of the House to veto
any GNSO action.
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Accordingly, the ALAC is CONDITIONALLY supporting this report subject to the GNSO
Council actions specified below.

If these outcomes cannot be met, the ALAC believes that this report would result in a
multi-yearimplementation resulting in a system which would effectively be a glorified,
overly complex and very expensive ticketing sgstés such, the Final Report, in its
totality but excluding Recommendations #29, would not have our suppdtt

GNSO Council outcomes required for the ALAC to support the EPDP Final Report:

1. GNSO Council agrees that any Evolution Standing Committee
recommendation on additional SSAD decision-cases (that are in full
accordance with the EPDP Policy Recommendation 9.3) will be treated as
Implementation and not require further policy deliberations.

2. Legal vs Natural, Accuracy, WHOIS Accuracy Rep&@yistem and
Anonymized contact email will be fully addressed with full participation in
all aspects of discussions by the ICANN Advisory Committees that wish to
participate. If these issues are deemed to be policy, they must be addressed
by a group empoered to make policy recommendations, led by a qualified,
non-conflicted chair. The GAC, ALAC and SSAC must be involved in setting
the mandate or charter of such groups. The target for completion of all work
should be no later than April 2021.

3. The GNS@ouncil agrees that ratifying the Evolution Standing Committee
recommendations will only require a GNSO Majority as currently called for
in the GNSO Policy Manual.

4. The GNSO Council acknowledges that deliberations during implementation
setting of pricedor the SSAD must involve the future potential users of the
SSAD and not only look at cost recovery but the actual ability and
willingness of SSAD users to pay the prices being set.

Approved unanimously by the ALA@9 July 2020
Submitted on behalf of the ALAC by Alan Greenberg

49 For avoidance of doubt, should the conditions not be met, the ALAC will still support Recommenda2nisut9
not the rest of the report.
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Minority Statement of the Business Constituency (BC) and Intellet®mperty
Constituency (IPC) on the EPDP Phase 2 Final Report

The EPDP Phase 2 Final Report fails to deliver a System for Standardized Access that
meets the needs of its users. Accordingly, the Business Constituency (BC) and the
Intellectual Property Qustituency (IPC) must dissent.

As noted in our statement on the EPDP Phase 1 Final Report, the BC and IPC are

staunch supporters of the ICANN botteup, consensuslriven multistakeholder

model, as shown by our good faith, active participation in thisEEFADase 2 of the

EPDP was chartered to create a standardized system, with twin goals of protecting
NEIAAONI yiaQ LISNE2YIFf RIEIGE YR LINPGARAY3I dza S
access to registrant data when users have a need to process thitagdtdly for their

legitimate purposes. Because the Phase 2 Final Report fails to do so, the Phase 2 Final

Report is unacceptable.

Shared Concerns

The IPC and BC support privacy protection for personal data, and privacy law seeks to
strike a balance beteen the individual right to privacy and other legitimate interests.
Unfortunately, the Phase 2 Final Report fails to strike this balance. This failure is a
detriment to those protecting their own fundamental rights and to those acting in the
public interes or other legitimate interests. The interests of BC members include
promoting user confidence in online communications and business interactions (as
advanced by the EU NIS Directive, for example). The interests of IPC members include
protecting consumerfrom phishing, dangerous counterfeit products, and other fraud

as provided in Article 38 of the EU Charter of Fundamental rights, as well as protecting
intellectual property as provided in Article 17 Section 2 of the EU Charter of
Fundamental Rights.

ThelPC and BC note that the Phase 2 Final Report fails to address several concerns

raised by the European Commission and Belgian Data Protection Authority (DPA), as

gStt a L/!'bbQa 26y |ROAA2NE O2YYAOGGSSay (KSE
representinglaw enforcement and consumer protection interests, the At Large

Advisory Committee (ALAC) representing internet end user interests, and the Security

and Stability Advisory Committee (SSAC) responsible for advising the ICANN Board on

matters relating to thesecurity and integrity of the internet's naming and address

allocation systems.

Concerns shared with the European Commission and Belgian DPA

The European Commissionurged. / ! bb FyR GKS O2YYdzyAide G2 RS
access model that applies to all registries and registrars and provides a stable,
predictable, and workable method for accessing-pablic gTLD registration data for
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users with a legitimate interest or othexdal basis as provided for in the General Data

t N2G0SOGA2Y wS FhdA&EurofearOpmndisBidntstatéd ¢hét it considered this
dvital and urgenf | Y R dzNH SI&eldp/arid briplenie@t a gragmatic and

workable access model in the shortest timeffam LJ2 463 AGK S X. St IA LYy 5t ! 3 ¢
L/ ! bbQa&d &dzZLISNIIA&A2NE FdziK2NARGE RdzS G2 Ada 9
OSYiGNI f ATARRI SNBSS tWwd2¥aY2y aSyasSQ 2LIAz2y A
subjectst ! YF2NIlidzy I GSt &3 failk® providé aintethod foCakogds £ w
Fad FftxX €£Sd Ff2yS | YSdiaKe Redittébleiand02 dzf R 06 S
workable¢ hy GKS O2y(iNI NBXZ (G4KS tKFEaS H CAYLf
location to submit requestsin so doing, itrejects® . St IA LYy 5t ! Qa 3IdzA
of leaving the decision about whether or not to disclose data at the discretion of over
g2 GK2dzalyR aSLINIYGS O2y (NI OGSR LI NIASas y?2
contracts or policies to employ legal counsel, aadatotection officer, or a privacy

professional.

BC and IPC Concerns that are shared by the GAC

N>

2S faz2 aKlFEINB® GKS O2yOSNya 2F GKS D!/ 2y GK
data accuracy and the distinction between legal and natural personiseinJune 22

f SGGSNI G2 GKS Db{ h /Thas/iBues areichtiGal tdthe/pubic2 G SR G K I
interest. Not addressing these issues as part of the current EPDP risks an incomplete

system that will lack key capabilities that promote public safetyredeer, the failure

to deal with these important issues throws doubt upon the legitimacy and effectiveness

of the GNSO policy development process to address issues of importance3blgan

stakeholders and the public intergst. | y F 2 NI dzy I (i éa$ wete ighoke§in D! / Q& LI
Phase 2. Although the GDPR requires data accuracy, the GNSO Council removed

accuracy from the remit of the EPDP Phase 2 work, and the Phase 2 Final Report failed

to address the need to distinguish between legal person and natural peeggstrants.

BC and IPC Concerns that are shared by SSAC and ALAC

The SSAC comment on the EPDP Phase 1 Initial Report (SSAC 111) raised numerous

O2y OSNya GKI G GKS Nrabfaranowd whatlthé SSAG Beliege? idzf R &
necessary and possitiie2 | RRNBX&da aSOdz2NAGe FyRExiloATAGESE
Similarly, the ALAC also expressed concern about failure to address issues related to
distinguishing between legal and natural person registrants aocuracy, among

others, in their May 5, 202 Statement on the Initial Report Addendum.

Substantive Failures of EPDP Phase 2 Final Report

In addition to concerns previously stated by the GAC, ALAC, and SSAC, the following
failures of the Phase 2 Report cause the BC and the IPC to dissent.
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1 Lackof Centralized Disclosure and Insufficient Mechanisms for Evolutdter
Phase 1, we expected to develop a policy supporting centralized decision
making. The inherent inefficiencies and inconsistencies of decentralized
decisionmaking are clear: higheosts to contracted parties, slower disclosure
request processing, and greater likelihood of disputes between requestors and
disclosers as each contracted party applies its own subjective judgment to each
request.

Nevertheless, in the interest of comproraisve agreed to consider (though not
accept) a proposetlybrid modelvhereby disclosure decisions would initially be
mostly decentralized and manual, but would evolve to automated and
centralized processing on the basis of experience gained during the SSAD
implementation and increasing legal clarity concerning the interpretation of
GDPR requirements.

Over time we expected that the system, with appropriate safeguards, would
automatically provide requested registrant data for settled legitimate purposes,
to aacredited requestors with their own lawful bases. For example, accredited
requestors with reasonable evidence of counterfeit sales or copyright
infringement, asserted under penalty of perjury, should rapidly and predictably
receive registrant data for relewt domain names. The clarity, consistency, and
scalability of such a system would greatly enhance the trust and accountability
of the DNS system as access to this data has always done, but is not provided
for in the Phase 2 Final Report.

The Phase 2 Refatoes not enable ICANN to evolve into its natural role of
centralized decision maker. Instead it has the effect of giving the contracted
parties undue discretion to individualigterpret their obligations under the
GDPR and their contracts with ICANNhatit any requirement for
reasonableness, uniformity, or other safeguards. It also fails to provide an
adequate mechanism to permit centralization and automation in the future. In
doing so it permanently locks in the inefficiencies of decentralized deeision
making, such as those resulting in unreasonably long SLAs even for urgent
requests related to imminent threats to life or critical infrastructure.
(Recommendations 9 and 18)

1 Failure to Distinguish Between Natural and Legal Persdg giving contracted
parties the sole discretion to determine whether to differentiate between
natural and legal persons, the Phase 2 Report fails to provide clarity regarding
access to registrant data féegal personshat are not covered by the GDPR.
The EPDP team sought areteived legal advice from Bird & Bird, the external
legal counsel that the EPDP had retained to provide guidance on the GDPR
obligations, on how to distinguish between legal and natural person registrants.
But it then failed to discuss it, over the objexts of the IPC, BC, GAC, SSAC, and
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ALAC. The continued wholesale redaction of the contact data of legal persons is
not required by the GDPR, and it erodes trust, accountability and transparency
of the DNS. As such, this represents an unacceptable faifutee EPDP.
(Recommendation 8)

T Failure to Address Accuracy of Daféhe Phase 2 Report fails to address the
fundamental issue of accuracy of registrant data, as was agreed by the EPDP in
Phase 1, despite the fact that there are adequate tools todayetdy the
accuracy of registrant data. The inaccuracy of WHOIS data has been problematic
for over 20 years. The EPDP Team failed to follow the legal advice it had
requested with respect to the interpretation of accuracy requirements under
the GDPR. The BP Team also failed to follow the advice of the European
Commission, which confirmed that data accuracy is not solely in the interest of
the data subject. Patently false data is not protected under data privacy laws,
and preserving the wholesale redactiohfalse or fictitious registrant data from
the DNS represents another failure of the EPDP, which further erodes trust,
accountability and transparency in the DNS. (Conclusion 2)

1 Inadequate Enforcement Policieshe Phase 2 Report lacks aontractual
accountability for contracted parties to provide data in response to legitimate
requests. As mentioned above, the Phase 2 Report fails to adequately provide
an objective basis and a consistent, predictable and scalable procedure for
accreditedusers to reliably obtain accurate registrant data when there are legal
bases and legitimate purposes for requesting and using data, even when the
data should not have been hidden in the first place. The Phase 2 Report then
fails to empower ICANN to enforcempliance with the weak
recommendations made in the Report. A decentralized SSAD has little value if
there is no mechanism to ensure compliance with Consensus Policy.
Unfortunately, this Report only contemplates enforcement of procedural
requirements andloes not allow ICANN Compliance to review wrongful denials
of legitimate requests. This undermines and delegitimizes the entire policy.
(Recommendations 5 and 8)

The result is a Phase 2 Report that recommends a system and policies that are wholly
inadequate to meet the stated and agreed goals of an SSAD, including the needs of its
users. As a result, the Phase 2 Report fails to maintain the trust, security, and resiliency
of the DNS.

In crafting this policy it is essential that the ICANN community suiggftorts to

address growing abuse of domain names that threatens the security, stability and
resiliency of the DNS and of the Internet ecosystem more broamtigluding the safety

and security of its end users. Recently Neustar, a contracted partyessidg the

overall growth in internet traffic due to the COVID pandemic and accompanying
OdoSNJ Il 6BdA (I NBLIBRIELSRPISER Iy AYyONBlasS:
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upturn in attacks using virtually every metric that we measure. We have obsanved

increase in the overall number of attacks as well as in attack seveérityL y F RRAGA2Y
y20Ay3 (nftigaied mare thah double the number of attacks in Q1 2020 than

iNQ12019 = b Sdza G | aNIndidadelh RRSShiRacking, a techniquehicivDNS

settings redirect the user to a website that might look the same on the surface but often

contains malware disguised as something uséful.

Consensus Designations

The IPC and BC remind the GNSO Council and the ICANN Board that the EPDP Phase 2
Find Report defines policy for a singlgstem(namely the SSADWhile the consensus

call occurs on a recommendatidny-recommendation basis, the recommendations are
inherently interrelated and interconnected because of their impact and influence on

the SSP overall. As such, the result of the consensus call should be considered
holistically at the system level versus strictly on agmommendation basis.

Recommendation #

#1 Accreditation Support
#2 Accreditation of Governmental Entities Support
#3 Criteria and Content of Requests Support
#4 Acknowledgement of receipt Support
#5 Response Requirements Oppose
#6 Priority Levels Oppose
#7 Requestor Purposes Support
#8 Contracted Party Authorization Oppose
#9 Automation of SSAD  Processing Oppose
#10 Determining variable SLAs for response times for SSAD Oppose
#11 SSAD Terms and Conditions Support
#12 Disclosure Requirements Support
#13Query Policy Support
#14 Financial Sustainability Oppose
#15Logging Support
#16 Audits Support
#17 Reporting Requirements Support

#18 Review of implementation of policy recommendations concerning Oppose
SSAD using a GNSO Standing Committee

#19 Display of information of affiliated privacy / prgpviders Support
#20 City Field Support
#21 Data Retention Support
#22 Purpose 2 Support

In addition the IPC and BC oppose the language in the followingaommmendation
sections:
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the description of the legal vs. natural outcome.
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of the move to a hybrid model was conditioned on the ability to move

centralized decisions tthe CGM over time using a Mechanism for Evolution

that would support that.

Conclusion Accuracy (page 60).

Assessing the Overall Value to Requestors

While the EPDP Phase 2 team spent much time and effort in analyzing the financial
sustainability of tle SSAD itself, we believe it is equally important to analyze the costs

Iy R
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registrant data). This is crucial given that the Phase 2 policy mandates that the
requestors @y most if not all costs for the ongoing operation and maintenance of the
SSAD and thus we expect the accreditation and request fees to be paid by requestors
to be significant.

Further, the SSAD policy as currently defined will have a material impazhtelrect
costs on those who have historically relied on WHOIS data. These indirect costs are
related to the following:

1

Non-Timely ResponseBecause of the failures previously described, the
timeframe for responses to disclosure requests will be unaataptiong,
impacting the efficiency of processes related to investigating and managing
issues of abuse and illegality.

Incompleteness As there is no longer the ability to perform-€ol £ f SR WNB O3S NE S
lookups, it is now harder to identify all of the domaiassociated with an event
or attack.

Non-Attribution: Suppression of reverse lookups interferes with the ability to
attribute a criminal or abuse activity with a registrant (actor) in a meaningful
response window (if ever). Requestors, especially cyliackffirst responders,
will rely on proximity factors in lieu of attribution to a greater extent to deploy
countermeasures or mitigate attacks.

Inaccuracy There is no guarantee that data returned will be accurate, nor are
there provisions for independemarties to audit registration data for accuracy.
Requestors are burdened with the cost of disclosure requests with no certainty
of utility or value of the response.

Non-Containment The inability to perform a timely and complete enumeration
of domains asswated with a criminal or abuse activity delays mitigation of first
response to cyberattacks. Attacks will therefore persist well beyond historcal 1
4 hour mitigation objectives. The SLAs as currently defined are insufficient to
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address issues such as giing which has a lifetime of hours rather than days,
or malware attacks which inflict severe and direct costs or losses upon their
victims.

1 Unpredictability: A decentralized and distributed disclosure model will result in
an unpredictable and unreliabkystem for access and disclosure. This blocks
efforts by requestors seeking disclosures from multiple contracted parties for
large numbers of domains associated with a single cybercrime or abuse activity.

We have always acknowledged the need to pay atitagon fees in order to use the
SSAD. However, it is clear that the value and benefits of the SSAD, as defined by the
Phase 2 Final Report, do not come close to justifying the costs (direct and indirect) of
using the SSAD.

Conclusion

When the ICANN Boadmadopted the Temporary Specification in May 2018, it noted,
cthe Board's actions are expected to have an immediate impact on the continued
security, stability or resiliency of the DNS, as it will assist in maintaining WHOIS to the
greatest extent possibi@hile the community works to develop a consensus pélicy! (i
the November 2019 ICANNG66 Montreal meeting, the ICANN Board and CEO reiterated
in the open forum the importance of scalable access to registrant data to ensure the
safety and security of the latnet and its users. The results of over two years of
intense work by the EPDP team amount to little more than affirmation of the-[pre
EPDP] status quo: the elements of WHOIS data necessary to identify the owners and
users of domain names are largely inegsible to individuals and entities that serve
legitimate public and private interests.

For the reasons stated above, our Boagproved missions and purposes compel us to
dissent from the set of policy recommendations set forth in the Phase 2 FinaltRepor

5SALIAGS GKS Lt/ IYyR ./ Q& 060Sai AyaSyiliAizyaszr (K
incapable of handling a purely legal issue created by the GDPR. Regulators and

legislators should note that the ICANN mugitakeholder model has failed the needs o

consumer protection, cybersecurity, and law enforcement. As a result, there is a need

for clear regulatory guidance for the GDPR, and to pursue alternative legal and

regulatory approaches.

About the BC and IPC

The mission of the Commercial and Busingdssrs Constituency (BC) as approved by
G§KS L/ ! b boensdre tNa&RICANN isé@ccountable and transparent in the
performance of its functions and that its policy positions are consistent with the
development of an Internet which...promotes user carfik in online communications
YR 0dzaAySaé&d AYyGSNIOUA2yaXx
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The purpose of the Intellectual Property Constituency (IPC) as approved by the ICANN
. 2 I NR représentiti®e viéws and interests of owners of intellectual property
worldwide withparticular emphasis on trademark, copyright, and related intellectual
property rights and their effect and interaction with Domain Name Systems (DNS), and
to ensure that these views, including minority views, are reflected in the
recommendations made by @hGNSO Council to the ICANN Bdard.
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Minority Statement of the NonCommercial Stakeholders Group (NCSG)

NCSG has not agreed to Recommendations 22, 20 and 7, for the reasons set out below
Recommendation #22: Purpose 2

Purpose 2 in Recommendation #22ramtly saysti / 2 Y G NA 6 dziS G2 GKS YIAY
the security, stability, and resiliency of the Domain Name System in accordance with
L/ !'"bbda YAadaaAzzyde

NCSG strongly opposes this purpose. It is far too vague andeopiad, allowing

ICANN to process gTLBgistration Data in any way it sees fit. All it would require on

L/!bb hNEQ& LINIZI Aa (2 RAGAYS || NBlFIazy O02ya
as Becky Burr admitted in an emsdint to the EPDP Team on behalf of the ICANN

Board

In that email, Burrsay$, { { wZ | & RSTAYSR Ay (GKS .e&ftlgaszx f§A
Section 1.1 ofthe ICANN& f | a3 Of SI NI & adlrdSa dGKFG L/ ! bbc
stable and secure operation (SSR) of the Internet's unique identifier

systems. The Bylaws themselves go on to provide significant detail regarding the scope

of that mission in the context of naes, the root server system, numbers, and

LINR G202 ad¢

In Phase 1, we developedbrksheets for each ICANN purpadetailing the legal bases

and processing activities for all of them. Phase 2 failed to do this. Consequently, this

reformulated Purpose 2 does not indicate why data would need to be disclosed, nor to

whom, nor does it indicate why it would need to be retadrend for how long. Purpose

2, as currently drafted in the Phase 2 Final Report, is also in conflict with the Purpose

specified, explicit and legitimate purposes aad further processed in a manner that is
AYyO2YLIl GAoE S ¢ AHNSUrNG tKe2stal8e ahddzdblit? apedaiian (SSR) of

0KS LYGSNYySiQa dzyAljdzS ARSYUGUAFASNI aeadasSvya Aa
.2 NRQa Ay SNLINBGObIER yYNRYFA i {W 16S\& KMy 3 @Sy S

The NCSG has requested on multiple occasions that the EPDP Team come to a common

dzy RSNRUGI YRAY3 2F 6KI O Aada Ay@2t SR AYy L/ ! bbQs
applies to the processing of gTLD Registration DataAMMNC These requests were
O2yaraitSyidafte RSYASRIZ RSaALAGS 06SAy3a NEBIdzAi NBR
Controller for this purpose.

The EPDP Team has not successfully reached an understanding of how SSR within

L/ ! bbQa& YAa&aaA #ig pukpése, Indrhads IEANN indlicatediit® possession of
any insight to the same. However, as with other legal bases in GDPR, 6(1)(f) creates
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additional obligations on the part of the Controller towards the Data Subject, including
protecting their rights ad interests.

<,

In itsguidelines on using Article 6(1)(f) as a legal$iasi i KS ' yAUSR YA
LYF2NXYIGA2Y [/ 2YYA&aaArAz2ySNRa hTFFAOS al éa
GKSY oFY2y3a 2G0KSNJ OANDdzraidlyOSav dzasS 2
reasonably expect and which have a minimal privacy impactvitigally impossible

for gTLD Registrants to have any expectations on why or how ICANN would disclose or
retain their data based on Purpose 2. These unknown circumstances have not been
identified by ICANN or the EPDP Team, and the only means by whiglisttd®e can

have some form of understanding of this is if registering a gTLD domain name requires
that the Registrant also acquire expertise in the interpretation and application of

L/ ' bbQa .&flgad {dzOK |y SELIS Opatityick 2y A &
L/ !'bbQa 26y aidlFFFX . 2FNR YSYOSNE FyR YS

IR
[,_]

T LIS2L

y 2
Y O

The NCSG believes this purpose is not actually required for ICANN to fulfill its mission; it
was put there so that ICANN Org can satisfy the desires ofphirties, despite the

reference to thirdparty legitimate interests being removed from the revised
recommendation. The ICANN Board seems to believe that this legal basis provides it
with cover from liability, which it likely does not, while completely disregarding the
interests ofthe Data Subjects, which the GDPR is meant to empower.

In order for this purpose to be fair to Registrants, the purpose needs to be broken
down into multiple clearly stated purposes identifying clearly stated processing
activities, which would be commurated and explained to Registrants in a manner
they can easily understand.

Recommendation #20: City Field

The NCSG does not believe that a convincing case has been made to change the
NEO2YYSYRIUAZ2Y YIRS 2y GKS aOAGe FTASERE Ay t
MAY redact. The former recommendation requiring this field to be redacted was based

onlegal advicdvy Bird and Bird in which the following was expressed:

Godmc ¢F1AYy3a ff GKS F620S Ayid2 O2yaAiRSNI
to satisfy the legitimate irdrests test for the publication of the "city" field.

However, this is not clear to us from the information available so far. In

particular:

a) further information will be required to show that the benefits to rights
holders aresufficiently meaningful as to justify universal publication of city
field, rather than being of use in very limited cases; and
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b) more information on the potential impact on the rights and interests of
data subjects is needed.

3.17 The relevantarties would then need to conduct a detailed assessment of
the facts and circumstances to determine whether the interests pursued
2dzi ¢ SAIK GK2asS 2F RIGF &adzoeSOdaoe

This clearly indicates that conducting a balancing test would be required to weigh the

legitimate interests of the thirgparty seeking disclosure of gTLD Registration Data

against the rights of the Registrant involved. The NCSG firmly believes that this needs

to be conducted as part of the processing of a disclosure request via the SSAD, and

shadzf Ry Qi 0SS O2yFflFGiSR gAGK L/ ! bbQ&a LJzN1R2aSa
which is what the EPDP Phase 1 recommendations covered.

This finding by Bird and Bird was reaffirmed in thegirail to Kurt Pritzin which they
said,dThe legal analysis is cleathis is personal data; in principle publication could be
justified on the basis of righfsolders legitimate interests, unless the interests of
individuals @erride this.

How this is applied to the factsestablishing whether there is sufficient interest for
rights holders and balancing this with the interests of registered name holdenrsot
Of SI NJ Odzi v¢

This is all highly suggestive that the City FielgTLD Registration Data should be
treated like all other personal information, and MUST be redacted.

Recommendation #7: Requestor Purposes

The NCSG maintains its disagreement with including a footnote specifying the EU NIS

Directive as a legislativecample creating obligations on applicable regulated entities.

¢CKA&E SEFYLXS 61& I RRSR (G2 GKS NBO2YYSYyRIGAZY
work in which the final report and recommendations were being-tuneed to achieve

as much supportas possiblean ¢ a y23G3 Ay GKS b/ {DQa @ASé=>
attention to be included in the final report, nor were the implications to a policy

allowing disclosure to thirgharties sufficiently considered.

Furthermore, the NCSG does not believe that excluthiggexample will have any
meaningful impact on the ability of applicable entities regulated by the NIS Directive, or
other similar legislation, from requesting disclosure of redacted gTLD Registration Data
from the SSAD.
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Minority Statement of theReqistrar Stakeholder Group (BG)

The EPDP Phase 2 Final Report represents the culmination of years of collaborative
work among the ICANN Community. The RrSG continues to believe that it is in all our
interests to create policies and a system whichb@& G KS NB3IA &G NI NDa
requirements with the needs of those who rely on access topablic registration

data for legitimate and lawful purposes.

Registrars have expressed significant concerns throughout this EPDP Phase 2 process
with the legality, technical feasibility, and costs associated with developing, deploying,
and operating the SSAD. While registrars are more supportive of some
recommendations than others, the recommendations are all highly interdependent and
must be considered hdiically, and we recognize that the end result is greater than

the sum of its parts.

Therefore, in the spirit of ongoing compromise with the interests of other stakeholders,
we support the outcome of the EPDP Phase 2 and the recommendations of this Fina
Report, and we will comply with the resulting Consensus Policies.

We believe that the final recommendations provide sufficient guidance on which to
base a standardized and predictable system, accommodating the recommendations of
EPDP Phase 1 while ajsermitting the necessary flexibility for each registrar to
implement their SSAD operations in a manner they determine to be in accordance with
their often-multi-jurisdictional legaland privacyrelated obligations.

We urge the GNSO Council and ICAN&FdBt adopt all recommendations in the
report, so that we can transition to implementation work and an expeditious launch of
the SSAD.
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Reqistries Stakeholder Group Statement on EPDP Phase |l Final Report

¢tKS wS3IAauNRSa {4 | SK atesRtBeNdorb tiddedzhJPhasé W, { D€ 0 |
recognizes the utility of an SSAD to thpdrties, and supports the recommendations

O2y il AYSR Ay (UKS CAYylf wSLE2NI® ¢KSfoREO2YYSYR
to develop a solution for access personal data tat balances the privacy rights of data

subjects with the legitimate interests of third partigdthough this statement addresses

concerns about certain aspects of the Final Repeve nonethelessaccept the

compromises that form the basis of the SSAD met@ndations. We remain optimistic

about the future development of the SSAD.

Duringover a year of diligence, Registries have stood firm on the principles that this

system must (i) reflect the reality of data protection law as tbday, (ii) prioritize ad

F LILINB LINR | G St & LINE (S O iahehd ottt partsi idtedsty, ard &ii)) LIS NR 2 v |
retain our ability as controllers to fulfill our legal obligations to protect personal data.

Some have noted dissatisfaction with a system based upon theseigleas. We are

nonetheless comfortable standing for these principles as the best way to protect
NEIAAGNI yiaQ LISNER2YIFf RIEGIE YR FdzZf FAEE 2 dzNJ 2

RySG Participated in Good Faith

¢KS 9t5t gFa OKFNIOSNBR (i 2SpecifcSionSHNgIWDOS A F G |
Registration Data should become an ICANN Consensus Policy, as is or with modifications,
GKAES O2YLIX @Ay3a gA0K (GKS D5tw FyR 2% KSNJ NBf
The charter recognizes that the secondary work of evaluatiagstem for the benefit of

OKANR LI NIGASa G2 00Saa F+ NBIAAGNI yiQa LISNA
AaadzsSa aoSNBE FyagSNBR YR FAYFEAT SR Ay LINBL
Ay AGA A REE Repbdidifep Phase | was issoadl9 February 2019, including a

detailed and enforceable recommendation for standardizing the process for third parties

G2 200FAY | NBIFPAINIyLEQa LISNBR2YIFf RIFOGF®
The RySG engaged in Phase Il in good faith to develop a system for the benefit of third
partiSa K2 KIFI @S | fSIAGAYIGS AyaSNBaaGg G2 | O00S:
R2 y20 yYSSR &4dzOK | &adeadSY Ay 2NRSNI (2 FdzZ FA

personal data and respond to third party requests to obtain that personal data. Our
members are regularly and responsibly responding to data requests today without an
SSAD system, in line with the requirements of the Phase | report and our obligations
under law Wewill continue to do so even once the SSAD is operational. Unfortunately,
in many ways the SSAD will make our task more difficult by introducing additional
proOSaaAy3a | yR Nipgebkanaldas. | NBIAAGNI yiQ

S0EPDP Final Adopted Chartet9 July 2018, availabhere.
SLEPDP Final Adopted Chartgt9 July 2018, availabhere.
52SeeEPDP Phase | Final Report, Recommendation 18, avii&éble
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We listened with an open mind to those communities who insist on more access to
personal data and participated in thigqeess in order to find solutions. While we
support the Final Report and the many compromises the group has made, for the reasons
listed below, we have significant concerns that will require continued diligemmang
forward as the community address@splementation.

RySG Prioritized Data Protection

Our starting point in these discussions has always been data protection principles. Data
LINEGSOGA2Y Ay 3ISYSNIfZ IyR D5tw ALISOAFAONT T &
of natural persons and in partitul NJ G KSANJ NAIKG G2 GR3s LINRPGSOU
GKS 9! /2YYAaarzy NBOSydGteé NBAGSNI ISR awis
change the culture and behaviour of all actors involvied the benefit of the

individualsP Simply put, the point of data protection is to protect the personal data of

individuals. Although this should be uncontroversial, our experience over the last two

years suggests otherwise.

In practice, prioritizing data protection means putting the databject first when

considering the impact of how and by whom their data is processed. It means embracing

data minimization and privacy by default as a baseline in order to avoid unnecessary
LIN2EOS&daAy3d 2F |y AYRAODGARIzZ 6 da ¢19S RERY Wt ARILI ISC
policy requirements that restrict our ability as controllers to fulfil our legal obligation to

adequately care for personal data that individuals entrust to us.

With these principles in mindve havestill repeatedly shown flexibilitand worked to
accommodate the interests of third partiesyenwhen doing so required us to make
concessions that could increase risk for contracted parties. While some parties would
like to have gone further, we must draw the line when we are askednoexte in areas
where wehavebeen told repeatedly, by the Phase Il independent legal counsel, by data
protection authorities, and by our own CPH members with EU data protection expertise
¢ that something is not legally permissible or presents significeaks to the data
subject.

The goal of Phase Il was to standardize the process for third parties to request a
NBE 3 A adNI yiQaHowedsrNanthyet insistericdldn dinding a path to enable
virtually automatic access to personal data is not, afterngnanonths of analysis,
beneficial for data subjects. We are concerned that attempts to pursue automatic access
at any cost will ultimately undermine the legality and future viability of the SSAD.

53 GDPR Article 1 (2).

54 Communication from the Commission to the European Parliament and the Council, European Commission, dated

June 24, 2020, p. 5 (emphasis added), availabte.

52 KAfS I NIAOES wmt 2F /KFENISNI 2F CdzyREYSyidlt wiakdaa O0lyz2s6ft.
9dzNR LISIY tFNXAFYSYyd KLFEa OftFNAFASR GKIG SESNDAAS 2F (KI G N

includingonthe Inttly S ®¢ { SS S5ANBOGADBS wnnnknyk9/ 2F GKS 9dz2NRLISIHY ¢t |
on the enforcement of intellectual property rights, availabkere.
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Hybrid Model Reflects Legal and Practical Reality

The hybrd model (i.e., centralized intake with decentralized decisitaking) is a

practical solution that we believe will solve many of the issues requestors cite with the
aGlrddza ljdz2z2 YSGK2R 2F NBljdzSadAay3a | 00Saa G2 NEB
the hybrid model reflects the reality of what is possible under law today.

Bird & Bird confirmed that liability attaches to controllers of data, and even assuming a

fully centralized and automated system that removed discretion from contracted

LI NI A S &<T likelylostc®dmeylr Yy R OSNIF Ay f & Y2aid &dzZzJSNIA&2N
positoncA & G KI G / t a3 MdkdverOiBeyBéalditR DataPredctoh Authority
SYLKIaAl SR GKIG O2yGNRffSNAKALI Aa + FI Oldz €
WRSAAIAYIFHGSQ¢ YR ftA1S6AaS aOlyy2% FFoRAOIFGS d

2

(@p))

FOOSLIWi .ANR 9 .ANR IYR (KS 5t! Qa | ROAOS
S Ol dziA2ySR GKIO GFdZNIKSNI RSt A0SNIdA2ya 2y
RSfl & dza FTNRY RSEAGSNAY3IA 2y 2dzNJ 62N NBYA
Unfortunately, even in the late stages of the EPDP, we continue to hear suggestions for
how certain decisiommaking about registrant personal data could be centralized and
controllership could be assigned by our policy recommendat¥®®ns

Nothing has chared since the EPDP agreed to reject centralization as not meeting the
prerequisite of diminishing liability for contracted parti&d/Ne are concerned that some

LI NOASa SAGKSNI R2y Qi dzy RSNERGFYR 2NJ gAf f Fdz €«
their preferred policy outcomes. Either scenario is not ideal for finding consensus on
implementable policy recommendations.

9SSy GKS GSN)XY GOSYUNXtAT Il GAZ2YE R2SayQia I 00
proposed by those advocating such a model. Only decisiaking, and not the actual
RFGF A0aStFzr KFa SOSNI 0SSy LINI 2F (GKS RA&
Ll2aaSaairayd (GKS dzyRSNIeéeAy3d RIEGEFSE GKA&a A& y2i
unnecessary processing and enhance security for data dsbjestead, such a system

S6PhilBradleyf OKYAS3 g9 wdziK . 2FNRYlFY 6. ANR 9 . ANR [[t0X avdsSadArzy
t NEPOSaaz2NES ¢ {SLIWISYOSNI HAMDPE LIPcI HDOmy d

57 Data Protection Authority (Belgium), Letter to Goran Marby, 4 December 2019, pg. 3, avadable

58 CPH Next Steps Letter, dated January 7, 2020.

9( 8§85y SdIAds WdzA & Hnwn [/ FGSAZNE w /2YYSyida 2y wSO2YYSyREFGAZ
Fdzi2 Y GSR o6& OSYydNI}fAl SR RSOA&aA2Y YI1Ay3a i GKS / Daé RSaLM
the legal guidance obtained the EPDP Team recommends that the following types of disclosure requests are legally

permissible under GDPR for ¢ealized disclosure evaluation (ke as well as processing of disclosure decision) at

the Centralized Gateway Manager when subject to manual processing and review from the start:

- Automated disclosure decisions for cléadzi. G R2 Yl Ay Y I GeGuestsy 3 G NI RSYI NJ ¢

- Automated disclosure decisions for cleait cases of phishing

L/!bb 2NBH Aada (GKS O2y(iNRffSNI 6KSy LINRPOSaaAy3a (GKAA RAAOf 2adzN
0l yR &2 GKFG YStrya GKFG Ay SaasSy0S8S (2 KIFE@S lLye dzyATASR | O

with 2500 contracted parties about what they think is the legal risk they have or you come up with a motions [sic]
GKSNB @2dz RAYAYAaAK (KS fS3alf NBalLRyaroAftAdASa F2NJ G4KS O2yi
25 September 2018, pg, availablehere.
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adds additional unnecessary processing steps, and is inconsistent with basic principles of
data minimization and privacy by default.

WeremainO2 Yy OSNY SR | 62dzi GKS O2ylAydzSR AyairaidsSyc
data disabsure is legally permissible or realistic in the ICANNsgstemdespite no

change in the facts that led us to reject centralization in the first plat@ile we

adzLIL2 NI SR L/ !'bbQa STFF2NIa (2 FAYR |yagSNa |
centralizd system, there istill no guidance that indicates that th@erequisiteliability

shifting is legally possible.

GNSO Standing Committee

The RySGupportsthe concept that the SSAD should be flexible and able to recalibrate
to changed legal or practitaeircumstances. We recognize that the SSAD must be nimble
and able to adapt to an ever shifting landscape of administrative guidance, court
decisions, and new regulations in various jurisdictions. We reject, however, the notion
that the work of the GNSQi&hding Committee must have a predetermined outcome.
Namely, we cannot accept the assumption that the SSAD will inevitably evolve towards
more centralization and more automation of personal data disclosures in the future. The
SSAD must evolve based on faahd data rather than assumptions and conjecture.

As stated above, the hybrid model reflects what is legally possible today. We did not

agree to the hybrid model provided it someday evolves into a centralized model because

we have no basis to know wherbe law will go. We agreed to the hybrid model as a
a2tfdziAzy (2 AYLINRGS 2y GKS aidlddza ljdz2z 6KAf
personal data.

The EPDP working group members should set appropriate expectations within their
stakeholder groups aboutow the SSAD may change over time. While this system may
move in the direction that some of the EPBImbersdesire, it is equally (if not more)
likely that the system will need to become more restrictive, lesomated, or more
decentralized?! Pitchingevolution as a onavay street rather than as responsive to facts
and data sets up this system for failure in the eyes of some members of the community.

Similarly, while we have generally supported the scope of the GNSO Standing
I 2YYAGGSSQa ¢ @gnNdarE codc&ns bbod &ny &ffort to structure this
mechanism in a manner that would cede control of our legal obligations as controllers.
We have resisted efforts to state categorically that certain changes, such as adding new
automation use cases, afneplementation or policy because we cannot predict the

61 Many of the most significant recent decisions and guidance in this area seem to sugtiest festrictions and
enforcement rather than a loosening of requiremerfige, e.g.Case @11/18 Data Protection Commissioner v
Facebook Ireland Limited and Maximillian Schrems ("Schrems II") invalidating-th«&SERrivacy Shield systesep
also, Communication from the Commission to the European Parliament and the Council, European Commission,
dated June 24, 2020, which calls for increased enforcement of GDPR rather than any relaxation of restrictions,
availablehere.
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shape that future guidance might talkm these issuedJnless the European Commission
provides perfect, definitive, and unassailable guidance on a topic, automation proposals
based on new guidance aligely to have residual riskdditional obligationsor require
contractual revisions focontracted parties or the Central Gateway Manager (CGM).

We can easily imagine cases where even straightforward permissible guidance on
additional automation couldequire policy changes. For exampienew guidance is

released that full automation is always permitted provided any entity that has any role

in the processing of the data has a designated Data Protection Officer as defined under

GDPR. Currently our reconendations do not require any party (CGM, Accreditation

Authority, Registries, Registrars, Requestors) to have a Data Protection Qffitiis

scenario, fi further automation use cases were forced on contracted parties through
implementation this couldd A Ay A FAOlI yift & AYyONBIFAS O2yidNI OGSH
the parties involved in the processing did not appoint a Data Protection Officer.

This example illustrates how important it is that we not gtetermine that changes that

are likely to invole legal risk are categorically matters of implementation and not policy.
As controllers, we require the ability to be responsive to the obligations that we have to
the individuals whose personal data we process.

Full Automation is Only Possiblender Narow Circumstances

The RySG supports the concepF | dzi2 Yl A2y H6KSNBE aidSOKYyAO! t
FSHraAoftS | yR (*QARlview tBoseldGaNid dadcasiandafSgdiards to

ensure that data subjects are not subject to unreasonable automated processing of their

data.

As a starting pointfishould be uncontroversial that large scale automation of decisions

that impact data subjectsbut from which theyreceive no benefit is not generally in

0KS 0Sad AydSNBad 2F GKS RIGlEF &adzoeSOGe !''a D!
right not to be subject to a decision based solely on automated processing, including

profiling, which produces legal effect®ncerning him or her or similarly significantly
FFFSOGa Rpirdd& Brtldorinbidbak us that, when presented with all possible

automation use cases proposed by the team, only four did not produce legal or similarly

significant effects for thelata subject*

Our take away from that legal advice is that only a very narrowly defined set of decisions
do not create a legal or similarly significant effect for data subjects. Similarly, the memo

62EPDP Final Report Phase 1, 9.3.

63 GDPR Article 22.

64EPDPiRal Report Phase I, 9.4: (i) Requests from Law Enforcement in local or otherwise applicable jurisdictions
with either 1) a confirmed GDPR 6(1)e lawful basis or 2) processing is to be carried out under a GDPR, an Article 2
exemption; (ii) The investigatioof an infringement of the data protection legislation allegedly committed by
ICANN/Contracted Parties affecting a the registrant by a data protection authority; (iii) Request for city field only, to
evaluate whether to pursue a claim or for statisticatposes; (iv) No personal data on registration record that has
been previously disclosed by the Contracted Party.
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only assesses these use cases under GDPR. As a weswhould be careful about
drawing broad conclusions about legal permissibility that will force contracted parties to
implement requirements that will increase their legal risk.

We are also concerned that these four use cases are now required for futhatiom

on day one of the SSAP despite the EPDP Team not even beginning to engage in any
technical discussion about how an algorithm can reliably (i) identify requests that are
appropriate for automation, or (ii) make decisions in a way that is relialolyrate, and
transparent. We agreed as a plenary that automation had to meet three criteria: (i)
technically feasible, (i) commercially feasible, and (iii) legally permi$8iBlerequiring
automation of the use cases in 9o the basis otheir legal permissibility, we have
collapsed these three importarsafeguardsnto a singular assessment of the legality of
these use cases.

In fact, the closest we have come to any substantive consideration of how an algorithm
could evaluate and make these deorss is the suggestion that the CGM may provide
recommendations on disclosure to contracted parties, and that the algorithm would

f SFNYy FTNRBY FSSRoOoIFOl 2y 6KSGKSNI I O2yiNY OGSR

automated recommendatiof’ Not only doeshis represent a misunderstanding of how
machine learning generally works, we have serious doubts about the reliability of
recommendations made by a system that does not possess the underlying information
that is the basis of our own decisianEven if ouRSOA aA 2y a aVYl (0 OKE
regularity, that correlation does not mean that the algorithm is in fact making accurate
and reliable decisions.

A much more sophisticated approach to machine learning and algorithm training is
needed to assess whetherdbhe use cases are technically feasible. This is why requiring
technical feasibility as an independent factor is an important part of the consideration
of automation use cases. If the parties whow must actually engage in the work of
determining technicaleasibility and building an algorithm cannot do it successfully, we
should not already be locked in to mandatory automation because the technical
feasibility requirement has not been met.

Financial Sustainability Requires Attention

From early in Phasg the RySG advocated for a financial assessment of a proposed SSAD
Ay 2NRSNJ 2 LINRPOGARS AYLERNII YO -rRekitglWel 2
appreciate the work that the ICANN team performed providing us with a cost
assessment. In ligh® ¥ L / sigmibc&né estimated costs for developing and
maintaining the proposed SSAD, we are concerned that this assessment is relegated to

G A0

JdzA R

9t 5t CAYlIf wSLERNIZ dpoényY dat SNJ GKS €83+t IdAREFYyOS 20iGFAYSR

of disclosure requests, favhich legal permissibility has been indicated under GDPR for full automatitakéras

gStt a LINRPOSaaAy3d 2F RAaAOt2adz2NE RSOAaA2y0 al{¢ 0S8 ldzi2Yl

66 EPDP Final Report Phase Il, 9.3.
67 EPDP Final Report Beall, 5.1.1, 5.5.
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a single footnote in the Final Report, especially as we continue to observe pushback from
other constituencies on the premigiat users of the SSAD should bear the costs of
operating the system.

To reiterate a point we raised repeatedly during deliberations, under no circumstances
should a data subject subsidize the ability of a third party to access their personal data
The SAD is intended to provide predictable and standardized access to data and should
be funded by those who directly enjoy the benefits of such a service.

Furthermore, we supportCANN conducting cost benefit analysis to determine the
financial feasibility bsuch a system. Considering the extensive work in Phase | to
establish a standardized process for third parties to request data directly from
contracted parties (Recommendation 18)0 party (data subject or thirgarty
requestor)iswithout a predictableprocesdor requesting personal data. Moreover, any
user not wishing to pay for the SSAD service still retains the optipuarsuing disclosure
requests as established by Phase 1, which is at no cost to the requestor.

In our view, the lack of cost benefinalysisalsopoints to a larger problemthe EPDP
never established beyond anecdotes and conjectugewhat the actual problemwas

that this systemis intended tosolve. We have seen no reliable data that shows that
contracted partyresponses to requests for disclosure are a problem. Data actually
suggests that most appropriately formed queries are responded to and that non
response is generally related t@) inappropriate requests for data protected by
privacy/proxy or (ii) a lack of response from requestors when additional information is
required® The SSAD will not fix either of these requestor mistakes.

Priority 2 Issues Were Addressed

While the RySGsupports further work on the Priority 2 issues of Accuracy, Legal vs.
Natural, and Feasibility of Unique Contacts, we object to the narrative that these issues
were not addressed during Phase Il. In fact, each of these issisesdaeessed in depth,
includingdetailed analysis from Bird & Bird that provides support for maintaining the
status quo. We recommend that further work on these topics not start from a blank slate
but instead onboard the significant work that the EPDP Team conducted on these topics.
We beliee it is important to ensure we are transparent and accurate about our
consideration of these issues to avoid misconceptiorthie community For example:

Accuracy; Bird & Bird confirmed that accuracy under GDPR is a right of the data subject
(and not thid parties) and an obligation of the controllers of d&taMoreover, Bird &
Bird confirmed that the existing procedures under the Registrar Accreditation

68 SeePrivacy and Lawful Access Privacy and Lawful Access to Personal Data at Tucows, 13 March 2020, available
here.
89w dzii K Yy 9 YFGSNRYI ¢l &a
wS3dzAE FGA2y owS3dA |
SR ¢ ! LINAEt HAwAn®

.ANR 3 .ANR [[tU0UX a! ROAOS
09!

Ao
AZ2Y 0 HAMCKCT®HOUL O64aD5tweUly
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Agreement for confirming registrant data are not insufficient to meet the requirements
for accuracy nder GDPR®

Legal vs. Natural We do not dispute that GDPR applies to natural person and not legal
person data. We have emphasized that the practical challenge is reliably determining
whether data falls into either bucket, and how to handle legal persmords that may
contain the data of natural persons. While some have suggested relying on consent as a
mechanism to reduce risk, Bird & Bird confirmed treltance onconsent is not an easy
solution and still involves significant risk of liability fontacted parties’*

Feasibility of Unique Contacts We receivedprecise legal guidance on this issue
recognizing that while pseudonymization and anonymization are useful privacy
enhancing measures, ¢publication of masked emails would not meet thosenstards
because they are specifically intended to ensure contactability of individtilsither,

we note thatthe proposed recommendation language on this issue was presented at
plenary on March 12, 2020 and received no objection, only to be later onfitted the

Final Report3

Controllers Need Flexibility to Fulfill Their Obligations

We support the compromises required to reach agreement on Recommendation 8
(Contracted Party Authorization) but we are concerned that the framework has become
too prescriptve. What started off as guidelines for how the disclosing entity MAY make
a determination has become rigid in how the disclosing entity MUST make a
determination.While Registries support the principle of standardization established by
the working group, there is no way for this policy to account for all variations in local
jurisdictions with different privacy laws and regulations, particularly when requasts
made across borders.Care must be given in implementing and enforcing this
recommendation to ensure that the disclosing entity has enough flexibility to account
for their specific legal and jurisdictional obligatioms order to awoid obviating this
recommendtion as unenforceable.

Purpose 2

The new Purpose 2 language in Recommendation 22 replaces the original Purpmse 2 fr
EPDP Phase 1 Recommendaftiowhich was not agreed to or adopted by the ICANN

RuthBé NRYlYy 3 DI 68§

alt R2FF 6. ANR 3 . ANR [[tO0Z !
G§KS DSYSNIf 5F0F tNR(GSOGA2Y wS3dzZA FGA2y o6wS3AdzA FGA2Yy 069! 0 wun
N 9 opﬂOMrthe[pUrm)oieotxﬂa%@ﬁ étﬁw ﬂajzfapufblﬁ:}'ﬁééyﬂ
d 5| I A A

ZyRSNJ GKS DSYySNI ¢

Nwdzi K . 2F NRYFY 6. ANR
w5{ FYR NBIldANBYSY(a

March 2020.
2wdzti K . 2F NRYFY 6. ANR 39 . ANR [ [t 0Systembar Standakdizedb 2F D5t w lj dz§S4&
1 00S4ak5Aa0f248d2NB ob{{!5h0Z t NADlI Okt NBE& YR taSdzR2y e VYAl

BGeKS 9t5t ¢SEY 3INBSR (2 (GKS RNI T NBO2YYSyRIGAZ2Yy GSEG ¥
uniform anonymized email addss and city field redaction. Staff Support to include these draft recommendations in

GKS I RRSYRdzy 2y tNA2NRGe W AGSYas gKAOK gAft o06S LlzofAakKSR
gnsoepdpteam dated March 12, 2020.
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Board. We reiterate our concern from Phasé*that this purpose does not qualify as a

f SALE at dzN1LI2aSeé PRIRSIAAYSR OYSHKSIRBOw®e al @
maintenance of the security, stability and resiliency of the Domain Name System in

F OO02 NRI yOS g A 0K Ldath subje@tavil Yndesstarid Aoiviheirid&ta will |

0S LINRPOSaaSR 2NJ gKe Al Aa ySOSaalNRo® b2iAy3
purpos€®t YR G KS &LIANRG Ay 6KAOK ¢S 0StASPS AdGQa
object to this purpose.

Conclusio

The RySG committed to participating actively and in good faith to develop appropriate
consensus policy recommendations around access to registrant \daaave focused

on ensuring such recommendations provide a clear path to compliance with the GDPR,
are commercially reasonable and implementable, take into account our differing
business models, and do not inhibit innovation. Consistent with these principles, and
noting the concerns detailed above, we provide our consensus suppothe Final
Report reommendations. We look forward to further consideration and approval by the
GNSO Council.

74EPDP Phase | Finap@d, RySG Phase | Minority Statement, pg. 166, avaitaske

L/ h DdzZA Rl yOS 2y t dzNLJ2 a $ainisxoensiiré thak ydu/ale cléat akidapen HBUE yir NS Y S y

reasons for obtaining personal data, and that what you do with the data is in line with the reasonable expectations

of the individuals concerned. Specifying your purposes from the outset helps y@uaocountable for your

LINEOSaaAyadr YR KStLA &2dz | g2AR WTdzyOlAazy ONBSLIQd LG | f a2
decisions about whether they are happy to share their details, and assert their rights over data where apprhtipriate.

Ad FdzyRIFIYSyidlft (2 o0dAftRAY3 Llzof ACerd NHzali Ay K26 @&2dz dzaS LISN
76 Letter from Martin Botterman to Keith Drazek, dated 11 March 2020, availzle.
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l VYGE2YYdzy AG& Ly Lz
F.1. Request foiISO/AC/SG/Ghput

I OO2NRAY3 (G2 GKS Db{hQ&a t5t alydadfs |y 9t5t
from each GNSGtakeholder Group and Constituency at an early stage of its

deliberations. An EPDP Team is also encouraged to seek the opinion of other ICANN
Supporting Organizations and Advisory Committees who may have expertise,

experience or an interest in the issues A result, the EPDP Team reached out to all

ICANN Supporting Organizations and Advisory Committees as well as GNSO

Stakeholder Groups and Constituencies with a request for input at the start of its

deliberations on phase 2. In response, statements weceiked from:

Yy The GNSO Business Constituency (BC)

The GNSO NeGommercial Stakeholder Group (NCSG)
The Registries Stakeholder Group (RySG)

The Registrar Stakeholder Group (RrSG)

The Internet Service Providers and Connectivity
Providers Constituency (ISPCP)

y
y
y
y

The full statements can be found hetdtps://community.icann.org/x/zIWGBg

All of the input received was added to tE&rly Input review tochnd considered by
the EPDP Team.

F.2. Public Comment forum on the Initial Report

On 7 February 2020, the EPDP Team publishéitizsl Report for public commenThe
Initial Report outline the core issues discussed in relation to the proposed System for
Standardized Access/Disclosure to sarblic gTLDregistration data ("SSAD") and
accompanyingpreliminary recommendations

The EPDP Team used a Google form to facilitate review of public comifRertisive
contributions were received frorENSO Stakeholder Groups, Constituend¢@aNN
AdvisoryCommittees companies and organizatiorig,addition totwo contributions from
individuals. The input provided is at:
https://docs.googlecom/spreadsheets/d/1EBIFCsWigQnMxEcCaKQywCccEVdBc9 ktPA3PU
8nrQk/edit?usp=sharing

To facilitate its review of the public comments, the EPDP Team developed a set of public
comment review tools (PCRTs) and discussion tables (see
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https://community.icann.org/x/Hi6JBY Through online review and plenary sessions, the
EPDP Team completed its review and assessment of the input provided and agreed on
changes to made to the recommendations and/or report.

F.3. Public Comment on the Addendum

On 26 March 2020, the EPDP Team ishield anAddendum to the Initial Report for public
comment The Addendum concerns the EPDP Team's preliminary recommendations and/or
conclusions on the priority 2 itesas listed abwe.

The EPDP Team used a Google form to facilitate review of public comimertsty-eight
contributions were received fromNSO Stakeholder Groups, Constituend¢@a8NN
Advisory Committegscompanies and organizatiorig,addition toone contribution froman
individual. The input provided is at:
https://docs.google.com/spreadsheets/d/1]NSThNtmcVJI8txdAGwOynI5SvrG BRaéwzjR9
gM/edit#gid=2086811131

To facilitate its review of the public comments, the EPDP Team developed a set of public
comment review tools (PCRTs) and discussion tables (see
https://community.icam.org/x/Hi6JBW. Through online review and plenary sessions, the
EPDP Team completed its review and assessment of the input provided and agreed on
which priority 2 recommendations and/or conclusions were ready to be included in this
Final Report.
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| VYBH S3Itf /2YYAGGSS

Phase 2 Questions Submitted to Bird & Bird

1. Considera System for Standardized Access/Disclosure where:

o O2y (i NJ Ol SR LiomNEciudliyrequirédbyd GANMoNS
discloseregistration data including personal data,

o datamust be disclosedver RDAP t&equestos either directly or through an
intermediary request accreditation/authorization body,

o the accreditation is carried out by third party commissioned by ICANKN Ut
CP involvement,

o disclosure takes place in automaed fashion without any manual
intervention,

o data subjectsare being duly informedccordingtd. / ! b b Qa
contractualrequirementsof the purposes for which, and types of entities by
GKAOKYX LISNE2YIlIf RIGIF YIFIe 0SS LINP@ReSaZaSRO
CP to notify data subject about this potential disclosure and tpacdy
processing before the data subject enters into the registration agreement with
the CP, and again annually via the ICANQUIred registration data accuracy
reminder.CP has donso.

Further, assuméhe following safeguards are in place

ICANN or its designee has validated/verified ReguestoRa A RSy G A G e s |y
requiredin eachinstance thatthe Requestor

represents that it has a lawful basis for requesting pmatessing the

RIGIl £

provides its lawful basis,

NBELINSaSyida OGKIFIGO A0 Aa NBLdzSadgay3a 2yt
FaANBESE (G2 LINRPOSaa GKS RFEGIF Ay | O02NR
agreestoEUA G I Y RIF NR O2Yy GNJ OGdz- £ Of I dzaSa T2

ICANN or its designee logs requests for Rpuablic registration data, regularly
audits these logs, takes compliance action against suspected abuse, and makes
these logs available upon request by the data subject.

1. What risk or liability, if any, would th&P face for the processing activity of
disclosure in this context, including the risk of a third party abusing or circumventing
the safeguards?
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2. Would you deem the criteriand safeguards outlined abogafficientto make
disclosure of registration dateompliant?If any risk exists, what improved or
additional safeguards would elimindtthis risk?

3. In this scenario, would the CP be a controller or a procésaad to what extent,
AT O FEftzX Aa GKS [/t Qa f Adonditindian2 A Y LI OG SR

4. Only answer if a risk still exists for the @R risk still exists for the CP, what
additional safeguards might be required to eliminate CP liability depending on the
nature of the disclosure request, i.e. depending on whether éataquested e.g. by
private actors pursuing civil claims or law enforcement authorities depending on
their jurisdiction or the nature of the crime (misdemeanor or felony) or the
associated sanctions (fine, imprisonment or capital punishment)?

Footnote 1 dHere it is important to highlight the special role that safeguards may play in

reducing the undue impact on the data subjects, and thereby changing the balance of rights

YR AyGSNBada G2 GKS SEGSyd GKFGthekKS RFEGE Oz2y
2 @S NN Hpe Bigpg org/ndedia/pdf/resource_center/wp217_legitimatiterests 04

2014.pdj

Footnote 2:https://ec.europa.eu/info/law/lawtopic/data-protection/reform/rules-business
and-organisations/obligations/controlleprocessor/whatdata-controller-or-data-processor en

2. To what extent, if any, are contracted parties liable when a third party that accesses
non-public WHOIS data under an accreditation scheme where badbessor is
accredited for the stated purpose, commits to certain reasonable safeguards similar to a
code of conduct regarding use of the data, but misrepresents their intended purposes
for processing such data, and subsequently processes it in a mammoasistent with
the stated purpose.Under such circumstances, if there is possibility of liability to
contracted parties, are there steps that can be taken to mitigate or reduce the risk of
liability to the contracted parties?

3. Assuming that there is aoficy that allows accredited parties to access fpublic
WHOIS data through an SSAD (and requires the accredited party to commit to certain
reasonable safeguards similar to a code of conduct), is it legally permissible under
Article 6(1)(f) to:

define specific categories of requests from accredited parties (e.g. rapid response
to a malware attack or contacting a noesponsive IP infringer), for which there can
be automated submissions for nguublic WHOIS data, without having to manually
verify the qualifications of the accredited parties for each individual disclosure
request, and/or
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enable automated disclosures of such data, without requiring a manual review by
the controller or processor of each individual disclosure request.

In addition, if it is not possible to automate any of these steps, please provide any guidance
for how to perform the balancing test under Article 6(1)(f).

For reference, please refer to the following potential safeguards:

Disclosure is requiredzy RSNJ / t Q& O2y iNJ} O ¢6AGK L/ !bb
EPDP policy).
/'t Qa O2y (NI OGO 6AGK L/ !bb NBIldANBSE /t G2
which, and types of entities by which, personal data may be processed. CP is
required to notfy data subject of this with the opportunity to opt out before the
data subject enters into the registration agreement with the CP, and again annually
via the ICANMequired registration data accuracy reminder. CP has done so.
ICANN or its degnee has validated thRequestoRad A RSy GAG&X | yR NBI
Requestor
0 represents that it has a lawful basis for requesting and processing the data,
0 provides its lawful basis,
0 represents that it is requesting only the data necesgaryts purpose,
0 agrees to process the data in accordance with GDPR, and
0 agrees to standard contractual clauses for the data transfer.
ICANN or its designee logs requests for-pablic registration data, regularly
audits these logstakes compliance action against suspected abuse, and makes
these logs available upon request by the data subject.

4. Under the GDPR, a data controller can disclose personal data to law enforcement of
competent authority under Art. 6 1 ¢ GDpPRvided the law enforcement authority has
the legal authority to create a legal obligation under applicable law. Certain
O2YYSy il Gd2NAR KIS AYUSNIINBISR af S3If 206f A3
grounded in EU or Member State law.

As to the d&a controller:

a. Consequently, does it follow that the data controller may not rely on Art. 6 1 ¢ GDPR to
RAaOf2asS LISNE2YyIFt RFEGFE G2 16 SYyF2NOSYSyd Id
jurisdiction? Alternatively, are there any circumstances inciWwidata controllers could rely

on Art. 6 1 ¢ GDPR to disclose personal data to law enforcement authorities outside the

RFEGlF O2y GNRffSNNAE 2dz2NAARAOUAZ2YK

b. May the data controller rely on any other legal bases, besides Art. 6 | f GDPR, to disclose
personalRI G G2 t+¢ SYyF2NOSYSyd FdzikK2NAGASA 2dzia
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As to the law enforcement authority:

Given that Art. 6 1 GDPR states that European public authorities cannot use Art. 6 | f GDPR
as a legal basis for processing carrietlinihe performance of their tasks, these public
authorities need to have a legal basis so that disclosure can take place based on another
legal basis (e.g. Art. 6 | c GDPR).

c. In the light of this, is it possible for n&based law enforcement ahorities to rely on

Art. 6 | f GDPR as a legal basis for their processing? In this context, can the data controller
rely on Art. 6 1 f GDPR to disclose the personal data? Hetdmsed law enforcement
authorities cannot rely on Art. 6 1 f GDPR as a legsik for their processing, on what

lawful basis can noEUbased law enforcement rely?

o Executive Summariés
Questions 1 and 2

Executive Summary:

The EPDP Phase 2 team sent its first batch of questions to Bird & Bird on 29 August 2019. Bird &
Bird ansvered this batch of questions in a series of three menhsmo 1was delivered on 9
September 2019. Memo 1 analyzed the legal role of contracted parties in the proposed System
for Standardized Access/Disclosure (SSAD), the sufficiency of the proposed safeguards, and the
risk of liability to contracted parties for disslure via the SSAD. The questions sent to Bird &

Bird are provided in the Annex to this document and include a series of assumptions in Section
1.1 and 1.2 that are part of the factual basis for the responses below.

In response to these questions, BirdB&d noted the following with respect to controllership:

1. Contracted parties are likely controllers in the SSAD since registrants have traditionally
reasonably expected that contracted parties are the controller for disclosure of their
data to thirdparties. It is difficult to show that contracted parties are only serving
L/ !'bb 2NHQa AYUiSNBadazr LI NIAOdzZ I NY & Ay A3
low threshold for controllership.

2. If the EPDP Team wanted to recommend a policy underhwdoatracted parties are
processors in a SSAD, steps could be taken to support this policy goal. Contracted
parties would need to have no substantial influence over key aspects of SSAD data
processing, such as (i) which data shall be processed; (ii) Imgvshall they be
processed; and (iii) who shall have access to the data. There would also be a need for
Go2yaidlyd FyR OF NSFdz ¢ adzZJSNBDAaA2y o6& L/!b

77To be updated when Legal committee signs off on executive summaries
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LINPOS&aa2N) gAGK AyaidNUzO(A2yastdinstRuicti SN¥a 27F
NEIAaAUdGNIyGa GKFEG O2yidNI OGSR LI NIASA NB 2y
website materials, privacy notices, information in domain name registration process).

3. However, the most likely outcome and starting position for supsemy authorities
would be that contracted parties are controllers and likely joint controllers with ICANN
org regarding disclosure of registration data through the SSAD.

Bird & Bird noted the following with respect to SSAD safeguards and liability:

4. Giventhe number of jurisdictions involved, and the likely variety of requests that could
be handled by the SSAD, Bird & Bird could not confirm that the criteria and safeguards
described in the assumptions would make disclosure of data in a fully automated SSAD
compliant.

5. Bird & Bird suggested additional safeguards that the EPDP should consider related to (i)
legal basis, proportionality, and data minimization; (ii) individual rights; (iii) international
data transfer; and (iv) security.

6. Under the GDPR, parti@svolved in the same processing are subject to liability to both
individuals and supervisory authorities. Individual liability is joint and several, meaning
each party involved in the processing is potentially liable for all damages to the data
subject, wth some differing standards for controllers vs. processors. Supervisory
authorities may proceed against controllers or processors, and it is currently unclear
whether joint and several liability applies when multiple parties involved in the same
processfy 3 O0A PSP Sy F2NOSYSyd FFOGA2y AayQil | LILN

1. Are Contracted Parties Controllers or Processors?
Controllers

Liability is significantly impacted by whether Contracted Parties are controllers or
processors. (1.4)

AcontrolleNJ A &4 GKS ayl GdzNF & 2N € S3IFf LISNBR2Y>X LIz
which, alone or jointly with others, determines the purposes and means of the
LINPOS&aaAy3a 2F LISNE2YFf RFEGF®E OHPHD
Whether an entity is a controller is a factual determination basgd od O 2 y i NP f
RFEGF LINRPOS&daaAiAy3a RSOAAAZ2Y A DE ¢tKS NRftS
(2.3)

@SN
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The Article 29 Working Party provided pg®PRyuidanceon the roles of controller and
processor. The EDPB is currently revising this guidance with an updaipated in
the next six months. (2.4, 2.19)

¢KS 95t. Qa4 LINSRSOS&da2NE (KS ! NIAOES wHdop 22N
and foremost role of the concept of controller is to determine who shall be responsible

for compliance with data protectiorules, and how data subjects can exercise the rights

Ay LN} OGAOSo® Ly 20KSNJ g2NRay G2 Ftft20F0S
controller has responsibility for most obligations under the GDPR; but the phrase also

indicates a degreef regulatory expediency: it shows the underlying need to hold

a2YS2yS | O02dzyiilofSo ¢tKA&a OFly AYyTFfdsSyOoS |
says B&B. (2.4)

An entity that makes key decisions (alone, or jointly with others) about (i) what data is
processed; (ii) the duration of processing; and (iii) who has access to data is acting as a
controller, not a processar these are sometimes referred to as the "essential

elements" of processing. (2.6)

An entity can be both a controller and a processdrisWwill be the case where an entity
that acts as a processor also makes use of personal data for its own purposes. (2.7)

Processors

I LINPOS&&a2Nl Aad GKS ayl ddzNFf 2N £ S3lFf LISNAE?2
which processes personaldataorS K t ¥ 2F (GKS O2y G NRBf f SNWE o

CKS I' NIAOES Hdp 22NJAY3I tFNIeée 3FdARFYyOS SYLK
degree of actual control exercised by a party, the image given to data subjects and the
reasonable expectations of data subjects onthedasi2 ¥ (KA a QGAAAOAT A(@E
whether an entity is a controller or processor. (2.5)

I OO2NRAY3I (G2 2tuHdp I LINRPOS&aaz2N aSNWSa aaz2y
the instructions given by the controller at least with regard to the purpose ef th
LINEPOSaaAy3d yR GKS SaaSyidiart StSySyida 27F i

A processor can only process personal data pursuant to instructions of the controller or
as required by EEA or Member State law. (2.7)

Application to the SSAD
Presumption of controllership

In sane cases, "existing traditional roles that normally imply a certain responsibility will
help identifying the controller: for example, the employer in relation to data on his
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employees, the publisher in relation to data on subscribers, the associatiofatioreto

data on its members or contributors”. The relation between a Contracted Party and

registrant (or registrant's contact) could be regarded in a similar way. (2.8) Similarly, the
GAYIF3S 3AAGSYy G2 RIEGF &adz02S00aadzgRSAOKEE NB& al
important consideration for determining controllership. A registrant will typically

expect that Contracted Parties are the controller for disclosure of their data to third

parties. (2.9)

Since Contracted Parties are currently seen asctirgroller for disclosure of data to
third parties, this will lead to a presumption that Contracted Parties continue to be
controllers, even once an SSAD is implemented. (2.9)

| 26 SOSNE &4dzOK | LINBaAdzYLIiA2y OFy QG licilgl &a o
processing activities. WP169 does note that where there is an assumption that a person

is a controller (referred to in WP169 as "control stemming from implicit competence")

that this should only be the case "unless other elements indicate the cgritrBecent

cases from the CJEdUn particular its recent Fashion ID ruligdpave also supported

closer, factspecific analysis. (2.11)

SAFTFAOMA & LINBaSyday3a /2yiaNFOGSR tFNIASa a |

The most important element of aproces¢® a NRBf S Aa GKI G (GKSe@& 2yf
O2y GUNRf f SN LG sAff o RAFTFAOMZ G G2 &aK29
AYyiSNBadta FyR LINRPOS&aaAy3a RIEGEFE 2y L/ ! bbQa o

Disclosure of data is likely to be seen as an inevitableszprence of being a
[ 2y 0UNF OGSR tINlGes y2i a2YSGKAYy3a GKFEG [/ 2y iN
(2.10)

Close factual analysis of technical processing activities

The factual threshold for becoming a controller (determining purposes or means of
proOS&aaAy3av Aa 26 ¢KS GSadsz FOO2NRAYy3 (G2 0
AYyFtdzSyOS 20SNJ GKS LINRPOS&aaAy3a 2F LISNE2Y!I f
participates, as a result, in the determination of the purposes and means of that

LINE OS §2a12)y 3¢ o

In the CJEU's Jehovan Todistajat ruling, the national Jehovah's Witnesses community
2NBFYATIFGA2Y 61 a &aGF3GSR G2 KF@S a3ISYySNrf 1
coordinated data collection by community members (door to door preachersyatya

general leve but it was nevertheless held to have satisfied the test for joint

controllership with those community members. In the CJEU's Fashion ID ruling, it was
sufficient for the website operator to integrate with Facebook platform code, shah

GKS 2LISNI 02NJ 6 KSNBSo6& LI NIAOALI GSR Ay RSOSSN
collection, and was a joint controller with Facebook. (2.14)
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Courts and supervisory authorities are therefore likely to consider that a Contracted
Party is involvedh determining the means of processing, possibly just by
implementing/interfacing with the SSAD. (2.14)

Factors that could support processor status

The key to avoid controller status is being able to show that you are not involved in
determining the "essetmal elements” of processing (2.6).

Also, ICANN monitoring compliance with a contractual requirement to disclose data

O2dzZ R 6S LINRB2F 2F | O2yiUNRffSNI LINPOS&az2N N
supervision by the controller to ensure thorougbmpliance of the processor

with instructions and terms of contract provides an indication that the controller

Ad audAatt Ay TFdA €t yR az2tS O2yGNBRf 2F GUKS LI

A X L oA

Taking steps to clearly inform data subjects that dataiO2 f t SOGSR 2yt & 2y
(e.g. disclosures in domain name registration process, annual data accuracy reminder,

privacy notices, ICANN org website materials) and other presentations that clearly

depict this action as being performedby CPssdelfy L/ ! bbQa o06SKIf ¥ O2 dz
AYRADGARIzZE £ 4 60SO2YAYy3 Y2NB |46 NS 2F L/ ! bbQa
Parties' role as a processor. (2.17)

Summary Contracted Parties most likely joint controllers with ICANN

The most likely outcome and trstarting point for supervisory authorities is that
Contracted Parties are controllers. (2.18)

L/ !'bbQa NRtS Ay RSUGSNNYAYAY3I Llz2NLIR2aS FyR YS
controllers with Contracted Parties for the disclosure of data to third partf2.18)

2. Are the Safeguards Proposed Sufficient to Make Disclosure of Registration Data Compliant?

SSAD safeguards

Given the number of jurisdictions involved, and the likely variety of requests that could
be handled by the SSAD, this opinion cannaifico that the criteria and safeguards
described in the assumptions would make disclosure of data in a fully automated system
compliant. (3.8)

B&B states that care must be taken in processing personal-eatprocessor (either in
breach of its contracivith the controller or otherwise behaving in a way inconsistent
with the instructions of the controller) can become a controller itself, and thus face
breaches (as identified in the table on p.7 of the memo). (3.6)

The safeguards described are helpful, tit need to include additional measures
described below. (3.8)
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Legal basis: safeguards need to (i) consider whether Contracted Parties, not just
Requestor have a legal basis for processing; (ii) account for the particular legal
framework applicable t@ Contracted Party; (iii) ensure that an appropriate
balancing test is performed on legitimate interests, if that is an appropriate legal
basis in a given cag8(and it may not be safe to assume that for a category of
requests that the balance of interests always in favor of disclosure; certain
cases, such as investigations or prosecutions that could lead to capital
punishment, might be especially problematic); and (iv) assurances that improper
data types or volumes will not be disclosedéguestoss .g., rulebased

monitoring or blocking of unusual request sizes, permissioning systemsg. (3.9
3.12)

Individual rights: address how data subject requests are handled, including (i)
access rights to request logs (which may themselves be high risk ofspemial
category" personal data); (ii) appropriate time period for retention of those logs;
(iif) the manner in which information is provided to data subjects; (iv) how to
deal with situations wher@&equestolinsists on not providing information to the
data subject (e.g., law enforcement confidentiality); and (v) requests to restrict
or block processing. (3.133.16)

Data transfer: for international data transfers, EPDP envisages relying on the EU
Standard Contractual Clauses (SCC) legal safeguardingmeenhhowever (i)
someRequestos, including public authorities, will not agree to their terms; (i)

the terms of the SCCs are not easy to comply with, especially at scale; (iii) if EEA
Contracted Parties are processors they cannot directly rely on $G@ssfer

data to ICANN org dRequestos outside of the EEA, so a workaround would

need to be found. (3.17)

Security: safeguards should be proportionate to the risk to data subjects should
their data be compromised. (3.18)

3. What is the Risk afiability to Contracted Parties for Disclosure?

If the safeguards are inadequate or abused/circumvente@®bguestos (or other

aspects of the GDPR are contravened, e.g. inadequate notice or lack of a legal basis for
processing), Contracted Parties cowddd investigations, enforcement orders (e.g.
processing prohibitions), and (financially) both liability to individuals (civil) and liability

to supervisory authorities (fines).

In broad strokes, B&B offers in pertinent parts that (1) where parties aré join
controllers, this does not mean that the parties each have to undertake all elements of
compliance, (2) if CPs are processors, they will only be liable to individuals (civil liability)

78f disclosure is a legal obligation pursuant to EU or EU/EEA Member State laws (including treaties to which the EU or a
relevant member State is a party), there is no need to consitetdgitimate interests test.
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under art. 82 if they have failed to comply with obligations placegrocessors under

the Regulation, or have acted outside or contrary to lawful instructions from the

controller, (3) even when parties are deemed to be joint controllers, recent court

decisions (concerning enforcement by supervisory authorities) have asigad that

joint control does not imply equal responsibility for breaches of the GDPR, and (4) CPs,

as joint controllers with ICANN org, would benefit from clear allocation of
NEBaLRyaArAoAf AGASE dzyRSNJ 4GKS GSN¥Yamist GKS 22
enter into pursuant to GDPR Art. 26.

Liability to individuals
GDPR Atrticle 82 sets out the rules on liability to individuals. (4.2)

Controllers are liable for damages caused by processing that violates GDPR. Processors
are liable for damages causeg processing where the processor has not complied with
processor specific requirements or where the processor acted outside of or contrary to
instructions from the controller. (4.2)

A controller or processor is not liable if it proves it was in no wapaasible for the
event resulting in damages. (4.2)

Where multiple controllers or processors involved in the same processing, each entity is
liable for the entire damages (joint and several liability) to individuals (4.2, 4.3)

If Contracted Parties are ptessors, they are only liable if they fail to comply with
processorspecific obligations under GDPR or act outside or contrary to instructions

from the controller. In such a scenario, it is unlikely Contracted Parties would violate

0 KS 02y i N@&idn$ Heceaisa theASBADISNbomated; the more likely source of
liability for them, therefore, would be for having inadequate security measures, or

failing to comply with the GD{PR's rules on international data transfers. Contracted

Parties could look tadANN org to prescribe security and international transfer

I NN} yaSYSyida (G2 3AAGS /2yiNr OGSR t I NIASa |
NBalLlRyaArofS F2NJ GKS S@Syd IA@BAYy3a NRaS G2 0

Yol

If Contracted Parties are controllers, and if thsare violates GDPR, they are unlikely to

I @2AR fAlFLOAfTAGE (G2 AYRAGARdzZ ta AF (KS& OFy
NBalLRyaArofS F2NJ GKS S@Syd IABAYy3a NRaS G2 0
disclosure event.

Any liabilitycreates the potential that Contracted Parties would be liable for all damages
to the data subject. This risk is highest under a joint controller scenario. (4.5, 4.6).

Contracted Parties held liable for the entirety of damages to a data subject can seek
appropriate contributions from other responsible parties. (4.7)
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As controllers, Contracted Parties and ICANN would have a positive obligation to
address the risk dRequestos seeking improper access to personal data. Safeguards
must be appropriate to theelvel of risk. If &equestorcircumvents SSAD safeguards,
courts might accept that the safeguards were adequate, which would limit Contracted
Parties' primary liability. (4.9, 4.10)

Even in the event of a GDPR breach causedRggaestoy the ContractedParties,
ICANN, and thRequesto’y' @ 6S RSSYSR aAy@2t SR Ay GKS
party jointly and severally liable for damages arising from that breach. Contracted

tF NIASAa FyR L/!bb YIFeé& 6S FofS G2 | NBdzS GKI
the event givingrisetodal 3S¢ o6dzi 20KSNBAAS g2dzdZ R ySSR
Requestomor join theRequestoiin the initial proceedings in order to apportion

damages. (4.11)

Liability to supervisory authorities
Supervisory authorities may proceed agaioshtrollers or processors. (4.12)

It is unclear whether joint and several liability applies where multiple parties are
AYy@2f SR Ay LINRPOS&aaiAyd o0AdSdr SyF2NOSYSy
responsible). (4.13)

There needs to be clear waing in a law, to impose joint and several liabitithis

strengthens the argument that this would have been stated expressly if it was intended

in respect of fines from supervisory authorities. Art. 83(2)(d) makes it clear that

joint/several liabilityR 2 Say Qié F LILX & O2y OSNYy Ay 3 & dzLJSNIIA & 2
Even when parties are joint controllers, recent court decisions (about enforcement by
AadzZLISNIDAaA2NE FdzZiK2NAGASa0 SYLKIFaAl S GKFG 22
for GDPR breaches..18.4)

Contracted Parties and ICANN would therefore benefit from clearly allocated
responsibilities under a joint controllership arrangement (and a joint controllership
arrangement is in any case mandatory, in all joint control siutations, pursuant to GDPR
Art. 26). (4.14)

LG YIe 06S LkRaaAirotsS d2 G411 1S FRGryi(dlFr3asS 2F GK
"consistency") provisions of GDPR to ensure that any enforcement action takes place
GKNRdzZAK L/ !bb 2NHQA . NMzda St antradtédiPariies. A a KY Sy (i
This mechanism is only available where there is ebasder processing of personal

data (entities in multiple EEA member states, or effects on data subjects in multiple EEA
member states). (4.1§4.17)

¢CKS af SR | dzl W2 MB 6 &ve¢ RRNEBAA ALBYAFTAOItf& | RR
0dzi 3IdzZARIF YOS adza3asSada GKFG AF L/ !bb 2NH Yy
Belgian establishment as the main establishment for the processing (i.e., where
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decisions regarding processing aredegait may minimize the risk of enforcement
directly against Contracted Parties. This is a novel and untested approachg ¢4215

Annex:
Legal Questions 1 & 2: Liability, Safeguards, Controller & Processor

As the EPDP Team deliberated on the aeciiire of an SSAD, several questions came up with
respect to liability and safeguards. In response, the Phase 2 Legal Committee formulated the
following questions to outside counsel:

1. Consider a System for Standardized Access/Disclosure where:
2 O2YyGNF OGSR LI NILASE a/taég |NB O2yiN
registration data including personal data,

0 data must be disclosed over RDAR&guestos either directly or through an
intermediary request accreditation/authorization body,

o0 the accreditation is carried out by third party commissioned by ICANN
without CP involvement,

o disclosure takes place in an automated fashion without any manual

intervention,

2 RFEGl &adzaSoOta NS o0SAy3d Ruwdaf @ Ay T2NY
requirements of the purposes for which, and types of entities by which, personal
RFGF Y@ 0SS LINRPOSaAaaSRd /tQa O2yGNI OG oA
subject about this potential disclosure and thjpdrty processing before the data
subjectenters into the registration agreement with the CP, and again annually

via the ICANMequired registration data accuracy reminder. CP has done so.

Further, assume the following safeguards are in place

ICANN or its designee has validated/verified ReguestoRd A RSy (A (& =
required in each instance that tHeequestor
" represents that it has a lawful basis for requesting and processing
0KS RFGF X
provides its lawful basis,
represents that it is regesting only the data necessary for its
LJdzN1J2 8 S =
FaINBESa G2 LINRPOSaa GKS RIFGIF Ay OO
FIANBSa G2 9! adl yRFENR O2y (i N) OGdz f
ICANN or its designee logs requests for-pablic registration data,
regularlyaudits these logs, takes compliance action against suspected
abuse, and makes these logs available upon request by the data subject.
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a. What risk or liability, if any, would the CP face for the processing activity of
disclosure in this context, includinige risk of a third party abusing or circumventing
the safeguards?

b. Would you deem the criteria and safeguards outlined above sufficient to make
disclosure of registration data compliant? If any risk exists, what improved or
additional safeguards wouleliminate79v (0 KA & NA &1 K

c. In this scenario, would the CP be a controller or a proc862pand to what

SEGSYids AT LG +Ftts Ada GKS /tQa tALFLoAfAGE
d. Only answer if a risk still exists for the CPrislastill exists for the CP, what

additional safeguards might be required to eliminate CP liability depending on the

nature of the disclosure request, i.e. depending on whether data is requested e.g. by
private actors pursuing civil claims or law enforeerhauthorities depending on

their jurisdiction or the nature of the crime (misdemeanor or felony) or the

associated sanctions (fine, imprisonment or capital punishment)?

2. To what extent, if any, are contracted parties liable when a third partyatitesses non

public WHOIS data under an accreditation scheme where by the accessor is accredited for the
stated purpose, commits to certain reasonable safeguards similar to a code of conduct
regarding use of the data, but misrepresents their intendedppses for processing such data,
and subsequently processes it in a manner inconsistent with the stated purpose. Under such
circumstances, if there is possibility of liability to contracted parties, are there steps that can be
taken to mitigate or reducehie risk of liability to the contracted parties?

@1 SNB Al A& AYLRNIFYyG G2 KAIKEAIKG GKS &aLISOALFET NBE S GKEFEG al
FYR GKSNBoeée OKIFy3aay3a GKS ol tlyO0S 27F N Zheditinate igtdtests willinBthéS a G a (2
2 @ S NNIhRR Baypiodg/media/pdf/resource_center/wp217_legitimatterests 042014.pdf

80https://ec.europa.eu/info/law/lawtopic/data-protection/reform/rulesbusinessand-organisations/obligations/controller
processor/whatdata-controller-or-data-processor_en
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Question 3

Executive Summary:

The EPDP Phase 2 team sent its first batch of questions to Bird & Bird on 29 August 2019. Bird &
Bird answered this batch of questions in a series of three meiviesio 2was delivered on 10
September 2019 and analyz§ddzS & G A2y a NBf I SR (2 K2¢ GKS f S3A
G§Sadé NBIddZANBR dzyRSNI D5tw ! NI cé6mM0OoF0 O2dz R 6
fashion (Question A) or, if it is not possible to automate such a decision, then how the balancing

test should be performed (Question B). The full questions are provided in Annex A to this

summary andnclude a series of assumptions that are part of the factual basis for the responses

below.

In response to Question A, Bird & Bird noted tbkbowing with respect to automation:

1. The highlyautomated process described by the EPDP team could amount to solely
automated decision making having a legal or similarly significant effect on the data
subjects ("data subjects" here would be the targetsemfuests for nonpublic gTLD
data).

2. This is generally is not permitted unless one of the limited legal bases/exemptions under

GDPR Art. 22(1) would justify the disclosure. This is much narrower than GDPR Atrt.
6(1)(f). It would be difficult for the SSA#& proposed, to meet the GDPR Art. 22(1)
SESYLIiAz2yaT GKS {{!5 Ydzad GKSNBF¥2NB 6S aiN
Article 22 in the first place.

3. To achieve this it would be necessary to limit automatic access/disclosure to situations
where there will beno "legal or similarly significant effects" for the data subject.
Examples provided in the memo include the release of admin contact details fer non
natural registrants in response to malware attacks or IP infringeniéré.process for
dealingwith higherrisk requests should not be fully automated; some meaningful
human involvement (at least, oversight) should be present.

4. Alternatively, the SSAD could potentially be structured so that it does not make a
decision based on its automatic procegsof personal data relating to targets of a
request. For example, the SSAD could publish the categories of requests which will be
accepted and asRequestos to confirm that they meet the relevant criteria. By instead
requiringthe Requestoto conduct the necessary analysis and then certify the outcome
to the SSAD, the SSAD would then arguably not make a decision (to release data) based
on its own automated processing of personal data, so GDPR Art. 22 would not apply.
However, relying on seffertification byRequestos perhaps creates scope for abuse of
the system byRequestos, which (as previous answers explained) could mean liability
for ICANN and the Contracted Parties.

5. As regards authentication of tfiRequestor(as a distinct step from evaluatingeh
grounds or other parameters of a request), Bird & Bird think it would certainly be
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possible to automate the process to authenticate the person making the request. It may
also be possible to automate other aspects of the request process.

In response to Qestion B, Bird & Bird:

1. Set out the EU (WP29)'s official guidance on how the Art. 6(1)(f) legitimate interests
balancing test should be conducted;
2. Noted that if ICANN and Contracted Parties are joint controllers, they must both

establish a legitimate intesd in the processing. So far as Contracted Parties are
concerned, it is likely that the relevant interest will be that of the third party, the
Requestor ICANN, in contrast, may be able to establish its interest in the security,
stability and resiliencefdhe domain name systeras well aghe interest of the third
party requestor, and

3. Provided a high level discussion of safeguards that could be deployed in order to further
tip the scales in favour of the processing envisaged as part of the SSAD.

1. Queston A

Question A asks whether GDPR Article 6(1)(f) (the "legitimate interests" legal basis for
processing) would allow the SSAD to automatically process requests (at least in certain
predefined categories), without requiring manuatequestby-request (i) verification that the
request meets the relevant criteria for disclosure; and (ii) disclosure of the relevant
registration data.

The SSAD could fall within the scope of GDPR Art. 22, rather than purely being concerned with
GDPR Ar6(1)(f)

1 GDPR Art. 6(1)(f) permits automated processintgssthis would amount to

Gl dzi2YF SR AY-RRPAREZ  KREOYEAALEILE 2N A YA

the data subject ("solely automated decision making"), which generally is not tedmi
unless one of the more limited legal bases/exemptions under GDPR Art. 22(1) would
justify the disclosure.

1 While GDPR Article 22 states that a data subject has a "right not to be subject to" such a
decision, in practice Article 22 has been interpeetey regulators as a general
prohibition(i.e. there is no need for the data subject to object to such decisiaking).

1 The process described by the EPDP team could amount to such automated decision
making affecting the target of a request (for instanaden law enforcement wants to
bring a prosecution against individuals running unlawful websites).

1 If art.22 applies to the processing described by the EPD#,$8AD processing
amounts to an automated individual decision having legal or similarigrsficant
effects, it would not be permitted under GDPR Art. 6(1)(f) (the "legitimate interests"
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basis for processing)Art. 22(1) sets out its own, more limited set of grounds on which
Art. 22 decisiormaking can be based.

1 B&B advises that will be hard for the SSAD to meet the exemptions in Art. 22(1); so
therefore, the EPDP should ensure that SSAD processing does not fall within the scope
of Art. 22.

Mitigation strategy 1: avoiding decisions if they might have "legal or similarly significant
effects' for individuals whose data is disclosed

1 One way to achieve this could be by limiting automatic access and disclosure to
AAlGdz GA2ya 6KSNB GKSNB gAftf y2Gd 0SS at S3lft
subject.

1 A decision to release data via the SSAD would not in itself have a "Il eh the
RFGlI &adzaSodaod ¢tKS Y2NB NBftSgFyd G§Sad F2NJ
means something similar to having legal effeomething worthy of attention (e.qg.,
significantly affect the circumstances, behavior or choicesi@findividuals

concerned)y?
T LG Yre 0S LkRraaroftsS (G2 RSGSNNXYAYS OFrGS3I2NRSa
AAYAE NI @ aAIYyAFAOLYyGE STFFSOU 2y (GKS AYRAD

non-natural (company/organizational/institutional) resjrants. Other disclosures

involving registrant data of a natural person may be much more likely to have a
GAAYAETFNI @ aAIYyAFAOFIY(d STFFSOUDE /| 2y aA RSNY
analysis.

1 For decisions more likely to have a "significant dffdzuman review or oversight would
be necessary. "Token" human involvement would not suffice. For the human review
element to count, the controller must ensure meaningful oversight by someone who has
the authority and competence to change the decision.

Mitigation strategy 2: Avoiding SSAD designs that involve processing of personal data about the
target of a request in order to decide whether to comply with the request
¢ LG YIre Ffaz2 o6S LlaarofsS G2 adNHzOGdz2NBE (KS {
2t Ste 2y Fdzi2YFIGSR LINRPOSaaAy3Ide D5tw ! NIA
processingf personal datalf decisions are based on something other than personal
data, GDPR Article 22 does not apply.

1 Therefore, rather than the SSAD requesting details frequestoss (e.g. information
about the target of the request, e.g. the registrant, and why their datagsiired), and

81 According to official guidance, the following are classic examples of decisions that could be sufficiently significant: (i)

RSOAaA2ya (GKIG FFFSOG a2yY82ySQa FAYFYOALFE OANDdzyathdty OSAT 6AA
RSye SYLIX2@8YS8Syid 2LIR2NIdzyAdASa 2N Llzi a2vyS8S2yS i I aSNR2dza RA
education.
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then analyzing that information (automatically) in order to evaluate whether the
relevant criteria for release of nepublic registration data are met, the SSAD could
instead publish the categories of requests which will be accepted, doReguestos to
confirm that they meet the relevant criteria. In this case, the SSAD would not process
personal dataabout the target of the request, in order to reach a decision to release the
data¢ so Article 22 would not apply.

1 As noted for earliequestions, parties involved in the SSAD have a responsibility to take
"appropriate technical and organisational measures" to protect against the risk of
misuse of the SSAD systemRyquestos.

1 Any decision to rely on setrtification, rather than asssing requests, would
therefore need to be balanced carefully against these risk mitigation obligations; this
would likely narrow the occasions when this sgdfclaration approach could be used.
Bird & Bird notes that under such a scheme, the SSAD ciluskRequestos to
provide additional information about the nature of their requdst audit purposes,
but it would not be used to evaluate the request itself (i.e. it would not be used for
automated decisiormaking).

2. Question B

In this questionthe EPDP team asks for guidance on how to perform the balancing test under
COMOOTFO Ol aadzYAyd AGQa y2i LkRraaiofsS (2 Fdziz2Yl

1 Official guidance is that the balancing test should be divided into four steps:
1. Assess the interest which theqressing meets
2. Consider the impact on the data subject
3. Undertake a provisional balancing test
4

. Consider the impact of any additional safeguards deployed to prevent any undue
impact on the data subject.

7 A

Md 'daSaairy3da (K O2y GNRffSNRa tSIAGAYFHGS AydS

T 6l F0u &aléea &2dz Oy flFgFdzZ & LINRPOS&aa AT Al 7

AYiSNBaGa LlzNEdzZSR o6& (GKS O2yGNREfSNI 2N I
1 There are three sulelements to this: (i) legitimacy; (ii) existence of an interest; and (iii)
necessity.
Legitmacy
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f LG asSSsSya GKIFG aft S3-AWPRYhidaS idterdstzcanyp@consitlere® A I K U
as legitimate as long as the controller can pursue this interest in a way that is in
I OO2NRIYyOS gA0GK RFEGFE LINRPGSOGAZ2Y YR 200KSNJ

Establishindinterest” in the processing

1 B&B notes that if ICANN and Contracted Parties are joint controllers, they must both
establish a legitimate interest in the processing. So far as Contracted Parties are
concerned, it is likely that the relevant interest widl that of the third party, the
requestor. ICANN, in contrast, may be able to establish its interest in the security,
stability and resilience of the domain name system as well the interest of the third party
requestor.

T aLYGSNBaidée Aa yS8deéiKS alyYS |a &LlzNLR &
0 Gt dzN1J32aSé¢ A& GUKS &ALISOATAO NBlazy ¢gKeée (K
o aLYiSNBade¢ Aa GKS ONRBIFRSNI adalri1sS aGakKIFG |
the benefit the controller derives, or that society might derive from the
processing. (This also means thaenaists could be public or private; for
example, in the case of actions to prevent trademark infringement, there could
be a private interest for the person whose trademark has been infringed and a
wider public interest in preventing a risk of confusion bg public. This factor
could usefully be noted in the documentation of the balancing test.)
f LYGSNBald Ydzad 0S aNBIFf FyR aLISOAFTAOET y2i
1 Atp.25 WP217 provides a naxhaustive list of contexts in which legitimate interests
may ariseincluding:

0 "Exercise of the right to freedom of expression or information, including in the
media and the Arts"

o Enforcement of legal claims

o Prevention of fraud, misuses of services,
0 Physical security, IT and network security
0 Processing for research purpes

1 The EPDP suggests that potential SSAD safeguards could include requireggdstor
to represent that it has a lawful basis for making the request and that it can "provide its
lawful basis". However, where data will be released pursuant to ar{f$(1)en it
would be more helpful for theequestorto confirm itsinterestin receiving the personal
data.
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Necessity

1 With regard to necessity, B&B advises the proposed processing (disclosure) must be

GySOSaal Neég F2NJ KA&A AyiSNBa

o The CEJU Oesterreichischer Rundfunk case defines thiisxad: K S |

Wy SOSaal NEQXAYLIX ASa GKI G

SYLX 28SR Aa WLINRLRZNIA2YL G
o! 'Y /2dNI 2F FLWSFfa fA]
RSAANIo0fS odzi fSaa GKIyYy A

1 B&B suggests that a relevant factor to sater for necessity could

0o

Ol
| hap thiiNdBeasara y 3 & 2
S G2 @ f S

SorasS a
VYRAALISY

A

be whether a

requestorhas tried to make contact with the individual in any other ways (although this

may be inappropriate in the case of law enforcement requests).

1 B&B notes that the SSAD proposes to r@sjuestors to confirm the
data that is necessary for their purpose.

2. Assessing the impact on the individual

are requesting only

1 B&B says the EDPB suggests a range of factors to be considered when assessing the

impact on the individual:

0 Assessment of impactConsider the direct impact on data subjects as well as
any broader possible consequences of the data processing (e.g., triggering legal

proceedings).

o Nature of the data. Consider the level of sensitivity of the
whether the data is alreadpublicly available.

data as well as

o Status of the data subjeck

| 2Y&ARSNI 6 KSGKSNJ G6§KS RI G

their vulnerability (e.g., children, other protected classes).

0 Scope of processingConsider whether the data will be closely held (lower risk)

versuspublicly disclosed, made accessible to a large number of persons, or
combined with other data (higher risk).

Reasonable expectations of the data subjedConsider whether the data
subject would reasonably expect their data to be processed/disclosedsin thi
manner.

Status of the controller and data subjectConsider negotiating power and any

imbalances in authority between the controller and the data subject.
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1 It may be possible for the SSAD to take account of these factors, by identifying requests
that would pose a high risk for individuals so that those requests receive additional
attention.

1 A classic risk methodology (looking at severity and likelihood) can be used in assessing
risk.

1 This is not a purely quantitative exercise; while a request's mggigs number of data
subjects affected) is relevant, it is not determinatiya potentially significant impact on
a single data subject should still be considered.

3. Provisional balance

1 Once legitimate interests of the controller or third party and tead the individual have
been considered, they can be balanced. Ensuring other data protection obligations are
met assists with the balancing but is not determinative (e.g., SSAD ensuring standard
contractual clauses in place witbquestoss regarding adegpte protection of data is
helpful, because it perhaps reduces risk for individuals, but it is not determinative).

4. Additional safeguards

T .3. NBLRNIAa GKIFIG AF A0Qa y20 Of SINJK2g (KS
consider additional safeguds to reduce the impact of processing on data subjects.

1 These include, for example:
o Transparency
0 Strengthened subject rights to access or port data
0 Unconditional right to opt out

1 WP217, pp. 442, provides more details on safeguards that can help "tip the scales" in
favour of processing (here, in favour of disclosures), in legitimate interests balancing tes

Pagel560f 171



EPDMeam Phase BinalRepot 31 July 2020

Annex: Legal Question 3: legitimate interests and aatated submissions and/or disclosures

a) Assuming that there is a policy that allows accredited parties to accegzubtio WHOIS

data through a System for Standardized Access/ Disclosure ghutdit domain registration

data to third partes ("SSAD") (and requires the accredited party to commit to certain

reasonable safeguards similar to a code of conduct), is it legally permissible under Article 6(1)(f)
to:

define specific categories of requests from accredited parties (e.g. rapid
response to a malware attack or contacting a wiesponsive IP infringer), for
which there can be automated submissions for fypurblic WHOIS data, without
having to manually verify the qualifications of the accredited parties for each
individual disclosureequest, and/or

enable automated disclosures of such data, without requiring a manual review
by the controller or processor of each individual disclosure request.

b) In addition, if it is not possible to automate any of these stegsgad provide any guidance
for how to perform the balancing test under Article 6(1) (f).

For reference, please refer to the following potential safeguards:

5Aa40f2a3dz2NBE A& NBIdZANBR dzy RSNJ /t Qa O2y i NI C
policy).
/It Qa O2y (NI OO 6AGK L/ ! bb NBldZANBa /t G2
which, and types of entities by which, personal data may be processed. CP is required to
notify data subject of this with the opportunity to opt out before the datubject enters
into the registration agreement with the CP, and again annually via the 1&&NNred
registration data accuracy reminder. CP has done so.
ICANN or its designee has validated Requesto 8 A RSy GAGe= | yR NBI
Requestor
© represents that it has a lawful basis for requesting and processing the data,

provides its lawful basis,

represents that it is requesting only the data necessary for its purpose,

agrees to process the data ie@rdance with GDPR, and

agrees to standard contractual clauses for the data transfer.
ICANN or its designee logs requests for-pablic registration data, regularly audits
these logs, takes compliance action against suspected abuse, and makes these logs
available upon request by the data subject.
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Question 4

Executive Summary:

The EPDP Phase 2 team sent its first batch of questions to Bird & Bird on 29 August 2019. Bird &
Bird answered this batch of questions in a series of three meiviesio 3was delivered on 9
September 2019 and analyzes questions about the legal hesks which personal data

contained in gTLD registration data could be disclosed to law enforcement authorities outside
GKS RIFGF O2yGNRBEtSNNaE 2dz2NAARAOIAZY D

Specifically, the memo responds to the following questions:

1 Can a data controller rely on Arec6(1)(c) of the GDPR to disclose personal data to law
SYF2NOSYSy il FdzikK2NAGASa 2dziaiARS GKS RFGLF

1 If not, may the data controller rely on any other legal bases, besides Article 6(1)(f) to
disclose personal data to law enforceméntlzi K2 NA G A S& 2dziaARS GKS
jurisdiction?

1 Is it possible for noieUbased law enforcement authorities to rely on art 6(1)(f) GDPR
as a legal basis for their processing? In this context, can the data controller rely on art
6(1)(f) GDPR to dilbse the personal data? If ndfiJbased law enforcement authorities
cannot rely on art 6(1)(f) GDPR as a legal basis for their processing, on what lawful basis
can norEUbased law enforcement rely?

Overall, Bird & Bird advised that:

1. To apply Ar6(1)(c) there must be "Union law or Member State law to which the
controller is subject” and this ground therefore has limited application where LEA is
2dzi A RS 2F (KS O2yiGNRffSNRaA 2dz2NAaAaRAOGAZ2Yd
2. Under the six lawful bases for processing personal data,|lést&(1)(a} Consent,
6(1)(b)- Contract, 6(1)(d) Vital interests of a person, and 6(1)¢ublic interest or
official authority are not likely applicable for LEA requests.
3. Art 6(1)(f)- Legitimate interest, may be an applicable basis for the comtrethere a
non-EU law enforcement authority makes a request to obtain personal data from a
controller in the EU.
4. If a LEA is outside the EEA, their legal basis for processing under GDPR is not relevant as
they are not subject to GDPR. Organizations diswo® LEAs outside the EEA will still
need a valid basis to do so, which will usually be legitimate interest in ICANN's case.
5. Where the CP is subject to GDPR but is located outside the EEA, they will also be subject
to local law. This means that contrakemay face a conflict of laws.
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1. Can a data controller rely on Article 6(1)(c) GDPR to disclose personal data to law
SYF2NOSYSy(ld FdziK2NAGASE 2dziaARS (GKS RIFGF Oz2y

1 Processing necessary for compliance with a legal obligation to \ectontroller is
subject is only available where the legal obligation is set out in EU or Member State law.

1 Where the controller is subject to disclosure obligations which arise from laws in
jurisdictions outside the EU, the controller cannot rely on@\ft)(c).

1 Controller may be subject to a legal obligation under EU or Member State law to
disclose personal data to a ndtlJ law enforcement authority.

1 MLATs may cover, but when a request comes in where an MLAT exists, the controller
should deny the requeésand refer to the MLAT. Where no MLAT or other agreement
exists, the controller needs to ensure that the disclosure to a third country would not be
in breach of local law.

2. May the data controller rely on any other legal bases, besides Art&B)(f) GDPR, to
RA&AOft2aS LISNB2YIFf RIFIGF (2 ft1¢ SyF2NOSYSyid I d
jurisdiction?

1 6(1)(f) and 6(1)(c) may apply but the other five lawful bases for processing personal data
likely not.

1 Where a norEU law enforcement authdyi makes a request to obtain personal data
from a controller in the EU, the controller may be able to show a legitimate interest
(6(2)(f)) in disclosing the data. The EDPB has also suggested this approach in
correspondence to ICANN (e.g. EE#BE2018).

3.Is it possible for norEUbased law enforcement authorities to rely on Article 6(1)(f) GDPR
as a legal basis for their processing? In this context, can the data controller rely on Article
6(1)(f) GDPR to disclose the personal data? If #ifldbased law enfecement authorities

cannot rely on Article 6(1)(f) GDPR as a legal basis for their processing, on what lawful basis
can nonrEUbased law enforcement rely?

1 As entities of a country, law enforcement authorities are covered by state immunity and
therefore nonEUbased law enforcement authorities are not subject to the GDPR.

1 Even assuming the GDPR could apply toB0ofased law enforcement authorities, it
seems unlikely that law enforcement authorities outside the EU would consider
justifying their processingnder the GDPR.

f NonEUbased law enforcement authorities therefore do not need to assess which GDPR
legal basis they rely on for processing the data.
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1 A controller who transfers data to a LEA outside the EU will nevertheless need to
consider how to meet thebligations in Chapter V (transfers of personal data to third
countries or international organizations).
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Question 5 (Pseudonymized Email Addresses)

The group has discussed the option of replacing the email address provided by the data subject
with an alternate email address that would in and of itself not identify the data subject
(Example: 'sfijgsdfsafgkas@pseudo.nym’). With this approach, two options emerged in the
discussion, where (a) the same unique string would be used for multiple @&gsis by the

data subject (‘pseudonymisation’), or (b) the string would be unique for each registration
(‘fanonymization’). Under option (a), the identity of the data subject mighit need not

necessarily become identifiable by crosgferencing the ontent of all domain name

registrations the string is used for.

From these options, the following question arose: Under options (a) and/or (b), would the
alternate address have to be considered as personal data of the data subject under the GDPR
and whatwould be the legal consequences and risks of this determination with regard to the
proposed publication of this string in the publicly accessible part of the registration data service
(RDS)?

. ANR 9 . ANRQa {dzYYI NB ! yagSNI

We think either option ((a) or (bwould still be treated as the publication of personal data on
the web. This would seem to be a case covered by a statement made in the Article 29 Working
Party's 2014 Opinion on Anonymization techniques [ec.europa.eu]: "when a data controller
does rot delete the original (identifiable) data at evelgvel, and the data controller hands

over part of this data set (for example after removal or masking of identifiable data), the
resulting data set is still personal data." The purpose for making thmaikaddress available,

even though it's masked, is presumably to allow third parties to directly contact the data
subject (e.g. to serve them with court summons, demand takedowns,@sa)it's quite clearly
linked to that particular data subject, at Istaso far as ICANN/Contracted Parties are concerned.
However, either option would be seen as a valuable prierdyancing technology (OPET) /
privacy by design measure.
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Question 6 (Consent)

Registration data submitted by legal person registrants may contain the data of natural
persons. A Phase 1 memo stated that registrars can rely on a registranidesgification as

legal or natural person if risk is mitigated by taking further stepsrsure the accuracy of the
registrant's designation. As a follow up to that memo: what are the consent options and
requirements related to such designations? Specifically: are data controllers entitled to rely on
a statement obligating legal person isgants to obtain consent from a natural person who
would act as a contact and whose information may be publicly displayed in RDS? If so, what
representations, if any, would be helpful for the controller to obtain from the legal person
registrant in thiscase?

As part of your analysis please consult the GDPR policies and practices of the Internet protocol
(IP address) registry RHREEC (the registry for Europe, based in the Netherlands)-IROES
customers (registrants) are legal persons being disgagpublicly in WHOIS. RIREC places

the responsibility on its leggderson registrants to obtain permission from those natural

persons, and provides procedures and safeguards for that-IROREStates mission

justifications and data collection purpossinilar to those in ICANN's Temporary Specification.
Could similar policies and procedures be used at ICANN?

Also see the policies of ARIN, the IP address registry for North America. ARIN has some
customers located in the EU. ARIN also publishes thedalatatural persons in its WHOIS
2dz0 LIz @ ! wLbQa OdzAG2YSNR | NB ylFddzNFf LISNE2Y S

. ANR 9 . ANRQ& {dzYYI NE ! yagSNJ

This document analyses the consent requirements set out in the GDPR and examines consents
optionsfor the purpose of publishing in RDS personal data provided in the context of the
registration of legal person registrants.

Consent requirements

Pursuant to the GDPR, consent must be freely given, specific, informed and unambiguous. Also,
it needs tobe obtained prior to the processing taking place. Controllers must be able to
demonstrate that valid consent has been given and individuals have the right to withdraw
consent at any time. Under the GDPR, the obligation to obtain consent lies withrhelter.

The controller may instruct a third party to obtain consent from individuals on its behalf;
however, doing so will not relieve the controller from its obligations under the GDPR.

Consent options
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On the basis of the above requirements, this doent examines the following options of
obtaining consent for making personal data public in RDS and sets out the compliance
considerations of each option:

1. Controllers seek valid consent directly from individuals

T
1

l

Making personal data public in RDS is optional.

Prior to making personal data public, the controller contacts individuals directly to
seek consent in line with the GDPR.

In the event of refusal to consent or failure to respond, the personal dataetibbe
made public

2. Registrant obtains valid consent and provides evidence to controller

1
T

Making personal data public in RDS is optional.

Prior to making personal data public, the controller requires the registrant to:(a)
obtain individuals' consent; an@) provide to the controller evidence that consent
has been obtained.

In the event of refusal to consent or failure to receive evidence, the personal data
will not be made public

3. Registrant obtains valid consent and controller confirms this with theviddal

1

l

Prior to making personal data public, the controller requires the registrant to:(a)
obtain individuals' consent; and (b) provide to the controller evidence that consent
has been obtained.

Controller follows up with the individual directly: it imfos them that the registrant
has confirmed they have granted consent.

4. Registrant undertakes the obligation to obtain consent

1
T

T

Registrants are allowed to provide ngersonal contact details.

Registration data is made public by default (irrespective aftivar or not personal
data is included).

By means of a statement, registrants undertake to ensure they have obtained
individuals' consent if they choose to provide personal data.
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Question 7 (Accuracy)

Question la

Who has standing to invoke thiccuracy Principle? We understand that a purpose of the
Accuracy Principle is to protect the Data Subject from harm resulting from the processing of
inaccurate information. Do others such as contracted parties and ICANN (as Controllers), law
enforcement, P rights holders, etc. have standing to invoke the Accuracy Principle under
GDPR? In responding to this question, can you please clarify the parties/interests that we
should consider in general, and specifically when interpreting the following passagethizo

prior memos:

f .20K YSY2a NBTFTSNBYOS GaNB{BSHBYOUKSIl GNBESSESI X
limited to the controller(s) or should we account for thiparty interests asvell?

0 A¢CKSNE YI & 0S | dzS a suffideytdor theRNHI & Acgokn® (i K S NJ
Holder to confirm the accuracy of information relating to technical and
administrative contactanstead of asking information of sicontacts directly.

GDPR does not necessarily require that, in cases where the pedsiaahust

be validated, that it be validated by the data subject herself. ICANNhand

relevant parties may rely on thirgarties to confirm the accuracy of personal

data if it sreasonable to do so. Therefore, we see no immediate reason to find
thattheOdzNNB y i LINR OSRdAzZNB & |+ NB Ay adzF A OASY
Accuracy)

0 ALY &adzyz oSOl dzth&Accutndy Riingigleys®aseddn &l
reasonableness standard, ICANN and the relevant parties will be better placed to
evaluate whether thesenpcedures are sufficient. From our vantage point, as
the procedures do require affirmative steps that will help confirm accuracy,
unless there iseason to believe these are insufficient, we see no clear
NEBIljdZA NBYSyYy (i (2 NBOASSG (r&pB 2Mcturadyd YLK a A 3

o df the relevant partiedhad no reason to doubt the reliability of a registrant's
seltidentification, then theylikely would be able to rely on the setfentification
alone, without independent confirmation. However, we understand titet
parties are concerned that some registrants will natderstand the question
and will wrongly seldentify. Therefore, there would be a risk of liability if the
relevant partiedid not take further steps to ensure the accuracythod
NE 3 A a ( NghayididnEmpiRSsaadded(Paragraph 1zLegal v. Natural)

1b{ AYAf I NI &> GKS [S3t+f @ad bl Gdz2NI f LISNE?
data in determining the level of effort required to ensure accurasyhe
FdaSaaySyd 27 e Satadirkited ti2chdsiteyind e imgFancé to

the data subject and the controller(s), or does it include the importance of the data

to third-parties as well (in this case law enforcement, IP rights holders, and others

who would request the data frothe controller for their own purposes)?
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1 6As explained in the ICO guidance, "The more important it is that the personal data is
accurate, the greater the effort you should put into ensuring its accuracy. So if you are
using the data to makdecisions that may significantly affect the individual concerned
2N 20KSNRX @2dz YySSR (2 Lizi Y2NB &Qa&gal2sNli Ay
Natural)

. ANR 9 . ANRQE 9ESOdziA @S {dzYYIl NE

This document examines further considerations in relatothe Accuracy Principle (the parties
with the obligation to comply with this principle, persotiat have the standing to invoke it,
and the basis owhich data accuracy is to be assessédjets out the factors to be considered
when assessing data acegy and provides recommendations of measures to enhance the
accuracy of registration data held by contracted parties.

t F NIASE &adzo2SO0G (G2 ! OOdzaNIF O t NAYOALX S FyR &N

¢CKS 20fA3FLGA2Y (2 O2YLX & 6A0K oomdllerBpt wQa ! OC
Referencesi 2 A NBf SO yi LI NIASaEg Ay GKS we@Odml O& |
relevant controller(s) of WHOIS data.

Parties having the right to invoke the Accuracy Principle

The GDPR provides for a range of remedies: cantpléo supervisory authorities, judicial
remedies and right to compensatidrom a controller or processobData subjects (and where
allowed by national law, their representatives) have the right to exercise all remedies set forth
in the GDPR. In some taaces, these rights may also be exercised by otheatural or legal
persons, for example, those affected by the decision of a supervisory authority or those
suffered damage as a result of an infringement of the GDPR.

Interests of various parties wheronsidering accuracy

The purpose for which personal data is processed is relevant to determining the measures
required to ensure data accurady.K S RI G &dzo2S00iQa Ay(iSNBadGa v
assessing data accuracy. Insothd N dzya i yOoSas GKS O2 yeledBtf £ SND
Although there are a few references to rights of "otheksY L/ hQa | OOdzN} O& 3Idz
is not illuminated further in our review of guidance, case law or literature. Given the fack o
guidance, we do not recommend placing too much emphasis on this point.

Reasonable measures for data accuracy

The Accuracy Principle has not been extensively examined in literature and case law and
references to itare limited. The reasonable and appropriate character of accuracy measures
should beconsideredinthd A 3K 2 F (bes®d apBoaaly, Geing o account,
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among other things, thpurpose and impact of processing list of suggested accuracy
meaaires is set out in this document.
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Question 8 (Automation Use Cases)
Background

1. Under the first scenario, the automation would be carried out within a Central Gateway
tasked with receiving requests from accredited users. The Central Gateway wowdamak
automated recommendation on whether or not the requested data should be disclosed whilst
the ultimate decision of disclosing data would rest with the Contracted Parties, which could
either follow the recommendation or not (Scenario 1.a.). Contra&adies with enough
confidence in the Gateway may choose to automate the decision to disclose the data (Scenario
1.b.).

2. Under the second scenario, the decision to disclose the registrant data would be taken by the
Central Gateway without the Contractdarty being able to review the request. The Central
Gateway would take this decision either (i) after obtaining the relevant data from the
Contracted Party and evaluating the data as part of its decisiaking (Scenario 2.a.), or (ii)
without obtaining the registrant data (in which case, the decision would be based solely on
information about theRequestoand the assertions made in the request) (Scenario 2.b.). One
example given of the latter scenario would be automated disclosure of registratiarfaia
microsoftlogin.com to the verified owner of the trademark MICROSOFT, in response to a
request alleging trademark infringement and asserting intent to process the data for the
establishment, exercise or defence of legal claims. We have been as&essiuime that each
scenario would be subject to a set of safeguards which are included in this memo as Appendix
1.

A. Use cases under Scenario 1:

In light of the advice previously provided in the memos on Question 1&2 (Liability) and
Question 3 (Automatin), please provide the following analysis for each use case in Exhibit 1:

M® tfSIFAS RSAZONAROGS (GKS NRal 2F tAFOoAtAGE F2N
related to automating this recommendation, and to automating the decision to disclose

personal information to a thirgbarty. If there is additional informatiorequired to assess the

risk, please note the additional information needed.

2. Is the decision to disclose personal informationto athilttl Nlieé  RSOAAA2Y 4@
legal effects concerning [the data subject] or similarly significantly affe¥ts @ NJ KSNE g A
the scope of Article 22?

3. Are there additional measures or safeguards that would mitigate the risk of liability?

4. Does automated decisiemaking performed in this manner impact your analysis on the
roles/liability of the parties desibed in the Question 1&2 memo (e.g., Contracted Parties
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B. Use cases under Scenario 2:

In the secondalternative scenaro, where the Central Gateway has the contractual ability to
require the Contracted Parties to provide the data to the Central Gateway:

1. How do the alternative scenarios impact the analysis provided in Questions 1 through 4
above?

2. Whichscenario involves the least risk of liability for Contracted Parties? In responding to this,
please state your assumptions regarding the respective roles of ICANN and contracted parties,
including a scenario where the Centralized Gateway has outsourcéslatemaking to an
independent legal service provider.

C. Additional automation clarifications

1. If the decision to disclose personal data to a third party is automated, in what manner must
the Controller(s) provide the registrant with informationrazerning the possibility of

automated decisiormaking in processing of his or her personal information? How should this
information be communicated to the registrant, and what information pertaining to the
automated decisiormaking must be communicated the registrant in order to ensure fair and
transparent processing pursuant to Article 13?

2. Does the provision of the information in the answer to question C.1 above by the

/| 2YGNREESNDBEALOL FFFSOG GKS NBIA Al Nargotiadtématdd 3 K {
decisionmaking to disclose their personal information to a thpdrty has taken place? Does it
FFFSOG GKS NBIAAGNIyiQad NARIKG (2 200GFAY | &aaz

3. Does the manner in which the decisionkimg is performed above impact the way in which
this information must be provided?

4. What role does proximate cause play in determining whether a decision to disclose produces

a legal or similarly significant effect (i.e. how related must the decisidhtod Of 24 S | NB 3
personal data be to the ultimate legal or similarly significant effect of personal data

processing)? Please describe the risk of liability to the Central Gateway or Contracted Party if,
after receiving personal data, tHRequestorengages in its own processing which has a legal or
similarly significant effect.

5. In Section 1.12 in the previous memo on Automation, Bird & Bird stated: It may also be
possible to structure the SSAD so that it does not involve "a decision basedoso&ljomated
processing”. To expand, rather than the SSAD requesting information from requesters and
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evaluating if the relevant criteria for release of npuablic registration data are met, the SSAD
could publish the categories of requests which will beegted and asRequestos to confirm

that they meet the relevant criteria. In this case, there would be no automated processing
leading to a decision to release the data. The SSAD could ask requesters to provide additional
information about the nature oftteir request for audit purposegbut it would not be used to
evaluate the request itself. Could you please elaborate on how (i) publishing the categories of
requests that will be approved and (ii) requiringRaquestoto manually select the applicable
category and confirm that they meet the criteria for that category of requests would make the
RSOAaA2y (2 RAaOf2asS ayz2ia Fdzi2YlF G§SRéK

.ANR 9 . ANRQA 9ESOdziA @S {dzYYIl NE

This document examines the scenarios and use cases presented by the EPDP Team in relation to
automated decisions for disclosure of npablic registrant data. It identifies the cases of fully
automated decisions that would fall under the scope of Art. 22 GDPR, challenges associated

with Art. 22 and available alternatives. The document further sstgydata protection

safeguards and examines transparency considerations in the SSAD context. Finally, it examines
the status of the parties under each scenario and the associated risk of liability.

Art. 22 decisions and alternatives

Art. 22 GDPR appli¢s fully automated decisions which produce legal or similarly significant
effects. Art. 22 decisions are only allowed in limited cases, which are not likely to apply to the
SSAD context. Fully automated decisions will only be allowed if they: (a) dochmta the

processing of personal data; (b)do not produce legal or similarly significant effects; (c) are
authorised by applicable EU or Member State law which lays down suitable measures to protect
individuals; or (d) are covered by a national derogafrem Art. 22 (for example, for the

purpose of detection of criminal offences). In all other cases, there needs to be meaningful
human involvement in the decision making process.

Do Art. 22 criteria apply to SSAD?

(a) Solely automated processing: For.22 to apply, there needs to be some processing of
personal data, but there is no requirement that only personal data is processed for the

decision. The decision examined here will in most cases involve the processing of personal data
¢ this will be the ase irrespective of whether or not the Central Gateway has access to the
requested data and takes account of such data in the decision making. Apart from Scenario

1.a where the SSAD would only issue an automated recommendation, all other scenarios would
include a decision (to disclose registrant data to third parties) based solely on automated
processing.

(b) Legal or similarly significant effect: the term is not defined in the GDPR; however, it
indicates an elevated threshold. Whether or not the disal@ of registrant data has such an
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effect, will depend on the circumstances of the request: the document assesses the nature of
the effects of disclosure under each use case. We have given clear yes and no answers where
possible: some use cases would bénhfrom further discussion. The role of proximate cause in
determining the effects of a decision has not been examined by courts or supervisory
authorities. There is some discussion in German literature; however, given the lack of wider
discussion, theiews of supervisory authorities on this topic could be useful, as this may permit
automation of the SSAD on the basis that the Central Gateway/CPs are only taking a
preparatory decision.

Safeguards

A list of suggested data protection safeguards is set out in Appendix 2 of this document. This
includes among other things: engaging with supervisory authorities, clearly scoping each use

case and establishing a legal basis, imposing appropriate termsabdslre on thd&requestoy
implementing appropriate security measures, taking measures to comply with the

I 0O02dzy Gl oAt AlGe LINAYOALX S SadlofAakKAy3d LRt AC
appropriate data protection clauses with processors.

Transparency

The manner of providing information is not affected by the existence of automated decision
making; but the content of the information is.

1 The information will typically be provided through the privacy notice; given the
importance of the SSAD in the Domaiame system, it would be appropriate to present
it in a prominent manner.

T It would be most efficient for registrars to provide the relevant information (given their
direct relationship with registrants), irrespective of whether not they are considered
cortrollers in the SSAD context. If they are not controllers, but provide the information
on behalf of the controller, this should be made clear to registrants.

1 Interms of the content, for Art. 22 decisions only, the notice must also include
information abaut: the existence of automated decision, the logic involved and the
significance and envisaged consequences of the processing.

1 The elements of Art. 15 GDPR (right of access) need to be provided on request even if
they have already been included in the st

1 The right of access requires controllers to provide information on the recipients to
gK2Y (GKS RFEdGF aKF@S 0SSy 2NJ gAff 0SS RAa&Of
exemptions, registrants exercising their right of access must be informed abou
disclosures of their data to third parties.

Status of parties
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(a) Under Scenario 1, the ultimate decision to disclose registrant data rests with the CPs.
The analysis carried out in the Liability memo would also apply here and most likely CPs
would ke considered by supervisory authorities as joint controllers along with ICANN.

(b) Under Scenario 2, the situation is less clear. Depending on whether a-oracioro

level approach is adopted, the CPs may be found to be (joint) controllers for theated
decision making and the disclosure of datdRequestos or merely for the disclosure of

data to the Central Gateway. We think the second option (controllers just for the disclosure
of data to the Central Gateway) is the better analysis, but thetpsinot clear. The
outsourcing of the decision making to an independent legal service provider would be
unlikely to alter the above position.

In both scenarios, it would not be plausible to argue that CPs are processors.
Liability of CPs is examinedrespect of:

(a) status of CPs: where CPs are joint controllers, it is important to clearly allocate tasks and
responsibilities by means ah agreement;
(b) type of liability:

9 Liability towards individuals: the rule is joint and sevdiedlility and CPs can be held
liable for the entire damage caused by processing they are involved in, irrespective
of their status. They can only avoid this by demonstrating that they were not in any
way involved in the event giving rise to the damage.€dihse, they have the right
to claim back from the other controllers the part of compensation corresponding to
their responsibility.

9 Liability to supervisory authorities: joint and several liability is less clear here and
there is scope to argue that enfogment action should be imposed based on the
"degree of responsibility” of the party.

In terms of risk, Scenario 2 seems to present lower risk of liability both in respect of
compensation to individuals and of enforcement action by supervisory autharitie
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