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Comments of the

American Intellectual Property Law Association

On the Request for Comments Regarding

The Preliminary Reports of the Whois Task Forces

The American Intellectual Property Law Association (AIPLA) is pleased to present the following comments with respect to the Preliminary Reports of the Whois Task Forces regarding Restricting Access to Whois for Marketing Purposes, Review of Whois Data Collected and Displayed, and Improving Accuracy of Collected Whois Data.

AIPLA is a bar association whose 15,000 members are primarily lawyers in private and corporate practice, in government service, and in the academic community.  AIPLA members comprise a wide and diverse spectrum of individuals involved directly or indirectly in the practice of patent, trademark, copyright, trade secret and unfair competition law, as well as other fields of law affecting intellectual property.  Our members represent both owners and users of intellectual property, including many large and small businesses that make commercial use of Internet websites or otherwise provide services over the Internet.

I. Introduction

As an active member of the Intellectual Property Constituency of ICANN, AIPLA has been involved in Whois issues for many years.  AIPLA is primarily concerned that Whois data be readily available to owners of intellectual property and others as such data is often critical to the effective enforcement of intellectual property rights which are so often violated via the Internet.

II. Comments

Tiered Access (Task Force 1 Recommendations C.7, C.8; Task Force 2 Recommendation 3.5)  
AIPLA believes that access to Whois contact data submitted by domain name registrants should be widely and immediately available to the general public on an anonymous basis, for free, and with only limited restrictions on how the data can be used.  This has been the practice for many years and has proven to be an effective method for increasing public confidence in the Internet and ensuring its stability and commercial success.  The “tiered access” proposals being considered by Task Forces 1 and 2 would fundamentally change the status quo in a manner that will immediately and negatively impact the enforcement of intellectual property rights by making the enforcement of such rights more costly and less effective. 

Moreover, we understand that the tiered access proposals would treat different Whois requesters differently in terms of the range of data to which they would have access.  The general public would have access only to technical, non-contact data, such as the name of the registrar and some nameserver information, and perhaps minimal contact data, such as the name and country of the registrant.   The higher level of access would return more complete contact information for the registrant and administrative contact, although there seems to be some disagreement as to which requesters would receive access to the full range of Whois data that is currently available to all requesters of that information.
In both task forces 1 and 2, it was assumed that some authentication mechanism would need to be in place to require Whois requesters to identify themselves to the Whois provider.  This proposal is a dramatic change from current practice, in which Whois queries can generally be made on an anonymous basis.  
AIPLA is troubled by the idea that the identity of the Whois requester might be revealed to a registrant about whom the requestor is seeking information.  Does ICANN contemplate that the domain name registrant would decide whether and to whom its contact data could be disclosed?  Such a policy would greatly undermine the protection and enforcement of intellectual property rights.  For example, a cybersquatter, once notified that a trademark owner seeks his or her contact data for an infringing domain name, could then immediately transfer the domain name or take other action that could effectively thwart the contemplated enforcement actions of the trademark owner.
Similarly, AIPLA understands that gaining entry to the “upper tier” of the tiered system would also require meeting some set of qualifications about the purpose of the request and the use to which data results could be put.  How this qualification requirement would operate is far from clear.  Would the requester of information need to qualify only once and then have “clearance” to receive upper tier information at any time thereafter?  Or instead, would the requester have to qualify each time data is requested to receive upper tier data?  Either system would impose hurdles and costs that undermine the enforcement of intellectual property rights.    

AIPLA opposes the proposal of tiered access to Whois data. It would immediately impair the protection and enforcement of intellectual property rights and would increase the costs of enforcing intellectual property rights by their owners who have already borne tremendous burdens and expense in seeking to redress cybersquatting, trademark infringement and copyright infringement online.  Adopting a system that restricts the availability of Whois data unfairly tilts the balance of interests in a manner that is counter to the long-term stability and commercial success of the Internet. 

To the extent that ICANN proceeds with considering a tiered access system, there remain several critical questions that require substantial additional study and public comment before any tiered access system could be implemented:

· What are the criteria for a requester to obtain data in the top tier?

· Who determines whether a requester meets those criteria?
· How much will it cost to implement such a system and who will bear the cost?

· How would a tiered access system scale in a distributed environment of over 160 registrars?  In other words, would a requester have to authenticate with each registrar or through a central authority?

· When, if at all, would the identity of requesters be disclosed to registrants?  Would such disclosure be made to all registrants, or only to individuals?  

· If registrants are informed that someone seeks their Whois data, will ICANN implement a lock-down system so that a registrant cannot then immediately transfer a domain name?

· If a domain name were transferred under such circumstances, would ICANN adopt procedures facilitating the transfer of that domain name to a rightful owner?

· For qualified requesters in the top tier, what data would be made available? Would it be at least as much as is currently freely available to all requesters?

Over the years, progress has been made regarding the enforcement of intellectual property rights online.  The current proposals regarding tiered access threaten to greatly undermine that progress with little corresponding benefit.  Publicly available Whois data generally is not a significant contributor to SPAM.  Privacy concerns, though relevant, are clearly outweighed by the many important legitimate uses for Whois information.  AIPLA strongly recommends that ICANN think twice before proceeding with a tiered access system that will undermine intellectual property rights, facilitate criminal activity, and weaken the Internet as a reliable medium for online commerce.  We respectfully submit that transparency, not concealment, is the direction in which ICANN should move.  

We appreciate the transparency and inclusiveness of the process by which ICANN has sought to obtain comments on the Whois Task Force’s Preliminary Reports as well as the opportunity to submit our views on the preliminary recommendations contained in those reports.  We look forward to receiving the Final Reports once they become available.
Michael K. Kirk

Executive Director
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