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Comments of eBay Inc. on the Generic Names Supporting Organization’s (“GNSO”) Whois Task Force Preliminary Reports

eBay is the world’s largest online trading community.  Founded in September 1995, eBay has become one of the most popular shopping sites online.  Today, with over 105 million registered users worldwide and over 25 million listings available at any time, eBay brings together buyers and sellers from across the United States and around the world to facilitate the sale of goods and services by a diverse community of individuals and businesses.  
eBay’s PayPal service is the world’s leading way to transmit money via the Internet.    Servicing over 45 million users worldwide, PayPal facilitates online sales by allowing users to transmit funds not only on the eBay site, but also at countless other online locations.    

eBay appreciates this opportunity to explain how it relies upon speedy, convenient access to Whois data in order to fulfill its role as The World’s Online Marketplace®, and to offer some views on proposals to change how Whois can be queried and the accuracy of the data it contains, as embodied in the preliminary reports of the ICANN Whois Task Forces.  

eBay refers to the Whois database literally hundreds of times a day, virtually every day.  Here is a selective list of how we use Whois.  

Fighting Fraud and Online Misconduct 
eBay devotes considerable resources to preventing, detecting and pursuing fraudulent activity, both on our website and in other online locations. This is a core function of our business, and we simply could not carry it out without real-time, reliable access to Whois data.  Combating phishing provides a good example. 

  
In the past year or two, a new online scam has emerged, which seeks to solicit sensitive financial information, such as credit card and bank account numbers, from unwary victims.  “Phishing” involves sending unsolicited email that appears to come from trustworthy, reputable websites, such as eBay.  Victims are then directed to false or “spoofed” websites, which, for all intents and purposes, appear to be the website of the trustworthy company.  On those websites, victims are asked to divulge personal financial information such as their social security, credit card, and bank account numbers.  
This scam has reached epidemic proportions, and eBay is at the forefront of fighting it. In April 2004, a total of 1125 phishing attacks were reported to the independent website Antiphishing.org, with attacks on eBay accounting for 225 of those, and attacks on PayPal representing 135.  See Anti-Phishing Working Group, Phishing Attack Trends Report April 2004, available at http://www.antiphishing.org/APWG_Phishing_Attack_Report-Apr2004.pdf.  In previous months, going back to November 2003, eBay topped the list.   

eBay takes these attacks very seriously, and Whois is a crucial part of that response.  We conduct a Whois lookup in virtually all of the phishing incidents we learn of.  Without the ability to access Whois immediately and reliably, our ability to track down the perpetrators of these scams would be fundamentally compromised.  

As part of our consumer education efforts, we have directed our users to the freely available Whois database as a way of checking the legitimacy of websites to which they are directed by e-mails generated as part of the phishing scam.  If the Whois information does not look correct, it probably is not correct, and the user should avoid that site in order to prevent serious adverse consequences such as identity theft or financial harm.  

We also use Whois heavily to identify the parties behind websites that accept payments via PayPal and to identify those who may be engaged in misconduct.  Related to the phishing issue, a number of false financial escrow sites have begun to appear.  Because these sites steal money via wire transfer, speed is of the essence.  The swift public availability of access to Whois data in this regard is vitally important.  Our access to data about fraudulent websites allows us to build a strong case against those engaging in misconduct which can then be passed to law enforcement for prosecution.      

Compliance  

 A closely related use of Whois data is its role in our programs to ensure that eBay and PayPal are in full compliance with the myriad legal and regulatory obligations that impact our business.  For an online business operating worldwide, this is a daunting task, but one whose achievement is greatly facilitated by ready access to Whois data. For example, as a licensed money transmitter, PayPal is subject to a host of regulations prohibiting such activities as money laundering and regulating the transmission of funds in connection with online gaming, trafficking in pornography, and other activities.   We cannot possibly achieve compliance with these diverse legal obligations unless we can reliably determine who is behind websites accepting money payments via PayPal, where they are located, and who is responsible for their compliance activities.  We rely on Whois as an indispensable tool in this area.  

Trademark Portfolio Management and Infringement Prevention 

eBay and PayPal are among the most famous brands on the Internet, and we must police and defend these trademarks in order to protect these assets.  Having immediate access to Whois information allows eBay to contact those who may have registered a domain name that is confusingly similar to the distinctive eBay trademark.  In our experience, contacting registrants of potentially infringing domains soon after registration of the domain name is critical to the success of our enforcement program.  If we are able to contact the registrant within days of the registration of the offending domain name, it is much less likely that the registrant will have launched a site or invested any time or effort in developing a site at the problematic domain, meaning that the registrant is more likely to comply with our request to not use the infringing domain.  This prompt contact benefits both the domain name registrant and eBay because the matter is resolved without the need for formal legal action.    The Whois database allows us to identify and contact these registrants, alerting them that their use of our trademark in a domain name registration is potentially infringing, and encouraging them to register a different name in order to avoid consumer confusion.  We are constantly engaged in this process, reviewing hundreds of domain name registrations each week and taking action to prevent or correct third-party trademark misuse as needed.  

Domain Name Portfolio Management 

eBay and PayPal are also heavy users of the domain name registration system, and are constantly expanding and refining our portfolio of registrations.  We have found it essential to maintain daily access to the Whois database to ensure that this portfolio is properly managed, that registrations are renewed in a timely fashion, and that contact data is kept up to date.  In theory it should be possible to rely upon our relationships with competent domain name registrars in order to carry out these functions.  In reality, we have learned that this is not always the case.  We would not be able to efficiently manage our registrations without accessing and reviewing Whois data ourselves on a regular basis.  

Common Characteristics of eBay’s Whois Usage
It is worth pointing out several common threads that run through all the aspects of eBay’s use of Whois data, including those listed above. 

Speed is Of the Essence 

When we use Whois data to help us fight fraud or phishing, we are always racing against the clock.  There is a direct correlation between the amount of time a phishing site is active and its number of victims: the longer the site is up, the more people are harmed.  Serious damage can be inflicted if a site remains online as little as 24 hours, and the exposure grows exponentially as the clock ticks and more and more unsuspecting victims are lured to the “look-alike” site.  We must move as fast as possible to shut these sites down, and that means we need to have access to Whois data as quickly as possible.  
Likewise, with our online fraud investigations of sites abusing PayPal, prompt Whois information about those sites allows us to quickly determine who is behind them and seek to have them shut down or referred to law enforcement officials before illegal activity proliferates.  For instance, when problem sites are hosted by a third party, data retention policies vary widely.  If we cannot move quickly to identify the hosting service with information about the customer that operated a fraudulent or illegal site a couple of weeks, days, or even a few hours ago, the malefactor may be able to disappear from the scene without a trace.   
Finally, with respect to trademark portfolio management, quick access to Whois information allows us to contact those who have registered a confusingly similar domain name. Frequently those registrants are unaware that their activity is potentially infringing and are willing to transfer their registrations to eBay or cancel them.  Our ability to quickly contact these individuals, often eBay users themselves, explain the situation, and promptly resolve the matter, helps these users by keeping them from having to go to the time and expense of setting up a website using the infringing domain name.  In short, timely access to accurate and publicly available Whois data is crucially important to eBay’s continued role as the world’s most popular  online marketplace.
Not Just a “Law Enforcement” Issue  
A great deal of the activity that we are able to track down and rectify through the use of Whois data is illegal, and much of it involves potentially criminal offenses. eBay and PayPal work very closely with law enforcement in a cooperative relationship to combat these problems, and the information we obtain using Whois data is often essential in preparing the case for law enforcement action.  Yet the vast majority of the situations we encounter must be resolved as quickly as possible and without resort to law enforcement authorities.  The resources and expertise of police and prosecutors alone would be overwhelmed if they had the sole responsibility to keep a worldwide online marketplace safe, well-lit and above-board. In practice, only the largest, most complex and serious cases are referred to law enforcement; all others are handled internally. eBay’s investigators and Trust and Safety employees are private sector players who carry out no official function, but they are the ones who need timely and reliable access to Whois data.  If only law enforcement authorities have access to this basic contact data, the laws simply cannot be efficiently enforced online. 
A Little Help from Our Friends 
While in theory eBay employees could initiate all the Whois data requests needed to carry out the functions outlined above, in practice this would be intolerably inefficient.  We rely heavily upon a range of outside research and investigative services to access, analyze and organize Whois data for all the purposes described.  If these services are hampered in their ability to access Whois data from diverse sources, aggregate it, analyze it and add value to it for our needs, then our ability to fight fraud, protect our brand, ensure compliance with legal requirements, and manage our own domain name registrations will suffer. 

The Privacy Perspective
eBay is deeply committed to respecting and protecting the privacy of the tens of millions of individuals who make up our online community.  We are proud of our leading role in the development of online privacy policies, and of the fact that many consumer surveys, including one released just a few weeks ago, have identified us as the most trusted e-commerce website. See Consumers Say eBay Most Trusted Company For Privacy, Reuters, available at http://www.reuters.com/newsArticle.jhtml?storyID=5388532 (June 10, 2004).  We have earned that trust through our diligent efforts to provide a safe and inviting marketplace, and our responsiveness to indicators of fraud or other misconduct.  eBay’s pioneering Feedback system allows potential buyers to see the opinions of other buyers who have transacted with the same seller.  The openness and transparency of the information system at eBay are the very pillars that support the safety and privacy of the marketplace. We do not believe that the current system of unrestricted public access to Whois data constitutes a significant threat to the privacy of our millions of users worldwide.  To the contrary, we think the current system, as used responsibly by eBay and other e-commerce businesses, is a powerful tool in protecting the privacy of these millions of individuals, as well as their freedom from fraud, identity theft, and other harms, as they buy, sell, shop and browse online.  We believe that any proposed changes to the current system must be carefully evaluated to determine their impact on the effectiveness of Whois as a privacy-protection tool. 
Comments on Task Force Recommendations 


We limit our comments to two areas that we believe are the most critical with respect to the three Whois Task Force Preliminary Reports: Tiered Access and Accuracy.   We may wish to expand upon these comments and address other issues at a later date.   

Task Force 1 Recommendations C.7, C.8 & Task Force 2 Recommendation 3.5

eBay has serious concerns with the recommendations regarding “tiered access” in the Preliminary Reports of Task Forces 1 and 2.  As we understand it, a tiered access system would replace the long-standing practice of unrestricted public access to the full range of Whois data with a system which treats different Whois requesters differently in terms of the range of data to which they would have access, their anonymity as requesters, and the speed and convenience of Whois access.  The general public would have access only to technical, non-contact data, such as the name of the registrar and some nameserver information, and perhaps minimal contact data, at most the name and country of the registrant.  The higher level of access would return more complete contact information for the registrant and administrative contact.  It is not clear whether even the highest tier of requesters would obtain the same range of data elements that all Whois requesters can access today.   

We believe that any change to the current system that delays the ability of legitimate users to access Whois information, including registrant contact information, raises serious concerns.  As noted above, eBay uses Whois on a regular basis in such critical areas as investigations of phishing and other fraud, and to contact domain name registrants who may be (unintentionally or otherwise) infringing our trademarks.  Time is absolutely of the essence in this regard, especially with suspect activity that is taking place online.  We would also be quite troubled by a system that automatically notified a domain name registrant of the identity of a party requesting access to the registrant’s contact data.  While this procedure could be innocuous in some cases, it has the potential to unnecessarily complicate and hinder investigations of the most serious cases of online fraud and misconduct.     

There are a number of unanswered questions that must be addressed if ICANN is to proceed with further study of a tiered access system.  First of all, what are the criteria for gaining access to the top tier(s) of information?  Would this be available only to certain entities?  How would businesses like eBay gain access to the top tier?  Who would determine whether a requester has met those criteria?  How would such a system be implemented across all of the accredited registrars? Would each of the 160+ registrars make this determination?  Would each individual request (among the hundreds or thousands that eBay might well generate on a given day) have to be documented, along with the specific justification for each request?  Who would pay for such a system, especially the potentially expensive gate-keeping functions?  
As noted, we also have concerns about the recommendation to disclose the identity of a Whois requester to a registrant or Whois provider.  Under what circumstances would such disclosure take place?  When would it take place, and how would it be done?  
What would be the impact of the new system on third party research and investigative firms?  Would their business models remain viable?  Would there be restrictions on the ability of requesters in the top tier to aggregate, analyze and add value to Whois data?  If so, how would these restrictions increase the cost and/or decrease the utility of such services to customers such as eBay?
What data elements would be in the top tier?  What data elements would be in the public tier?  Would the range and richness of data that is currently available to all members of the public on a real-time, anonymous basis be degraded or compromised, even in the top tier?  Or would additional data elements become accessible that are not now routinely delivered in response to Whois requests?  
This list of questions is indicative, but by no means exhaustive, of the issues that would have to be successfully resolved in order for a tiered access system to be a viable replacement for the status quo with regard to Whois.  We urge ICANN, if it pursues this path, to approach these issues with an open mind, but with the appropriate level of skepticism about whether drastic changes to the current system will result in real improvements in the privacy and online safety of Internet users.  
Task Force 3 (Accuracy) Recommendations

eBay supports the recommendations made by Task Force 3.  The widespread inaccuracy of Whois data is a serious problem which hampers its usefulness, although the prevalence of inaccurate data appears to vary widely.  We strongly support the recommendation to include “last verified date” and “method of last verification,” in the Whois database.  These elements will help to indicate whether other information for that domain name record is accurate, including registrant contact information.  We note that ICANN’s Security and Stability Advisory Committee likewise recommended that these new elements be added to the database.  See Whois Recommendation of the Security and Stability Advisory Committee, available at http://www.icann.org/committees/security/sac003.htm (“Whois data must contain a “Last Verified Date” that reflects the last point in time at which the information was known to contain valid data. It must also contain a reference to the data verification process.”).

We also strongly support Recommendations 8, 9, and 10.  As we have noted above, prompt contact with the person behind a website engaged in suspect activity is often critical in quickly resolving issues of alleged infringing activity.  Therefore, it is very important that email, phone, and fax numbers are accurate.  These recommendations will help to ensure the accuracy of those data elements, as well as the Whois database as a whole.  Similarly, Recommendation 10 recognizes that many times, an individual who registers one domain name with false contact information has registered other domain names with similarly false data.  Requiring registrars to cancel or suspend domain names with false contact data, where that data has been found to be false with respect to another domain name, will greatly enhance the overall accuracy of the Whois database.


Finally, we support Recommendation 12 which suggests graduated sanctions for registrars failing to comply with their contractual obligations under the Registrar Accreditation Agreement (“RAA”).  We believe it is appropriate to look to domain name registrars to take the lead in improving the accuracy of Whois data which they collect and make available.  We understand that the provisions of the RAA may be useful tool for encouraging registrars in this regard, but only if it is vigorously enforced by ICANN.  To do this, ICANN needs tools other than revocation of a registrar’s accreditation, a drastic sanction that it is understandably reluctant to employ. A graduated scale of sanctions, applying different penalties to different violations of the RAA, could give ICANN the needed tools, and incentivize registrars to actively comply with their obligations under the RAA.  Such compliance enforcement will go far to enhancing the overall accuracy of the Whois database.
eBay thanks the GNSO for the opportunity to submit these comments
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