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Response of IPC Constituency to Whois Task Force 2 Survey
PART ONE:  Existing Whois Data Fields
I.
General Information  

IPC members report that they use data elements A-O (listed below) substantially for the purposes reported below in the other sections of this Part.   However, since these data elements generally do not contain personally identifiable information on individuals, we have prioritized obtaining responses on other parts of this questionnaire, and will attempt to respond more fully as to this section later.    


A.
Domain Status 


B.
Domain Name ID 


C.
Domain Name


D.
Registrar ID 


E.
Name of Registrar

F.
Name Server(s)


G.
Name Server (ID)


H.
Creation Date


I.
Expiration Date


J.
Updated Date 


K.
WHOIS Server 


L.
Referral URL 


M.
Created by 


N.
Last Transferred Date 


O.
Last Transferred by 

II.
Registrant Information


A.
ID 

1.
Use:  Use of this data element was unclear.    Queries in .biz, for example, appear to result in the same contact information that is revealed in a general domain name search.  This data element would probably be more useful for searches based on registrant, which most gTLD registries no longer provide.   

2.
Necessity:  see above.  

3.
Concerns: The IPC has no concerns making this data available.


B.
Name

1.
Use: Used to contact and identify those engaged in possibly infringing activity and to identify to whom to send cease & desist letters or licensing demands. Obviously inaccurate name information might give a first indication whether the website is a legitimate site.
2.
Necessity: IPC members indicate that this element is necessary.

3.
Concerns: The IPC has no concerns making this data available.


C.
Address

1.
Use: Used to contact and identify those engaged in possibly infringing activity and to identify where and to whom to send cease & desist letters or licensing demands. Obviously inaccurate address information might give a first indication whether the website is a legitimate site.

2.
Necessity:  IPC members indicate that this element is necessary.  An address is required for service of legal process.

3.
Concerns: The IPC has no concerns making this data available.


D.
Email Address 

1.
Use: Provides a prompt means of contact with the domain name registrant to facilitate investigation and IP enforcement.

2.
Necessity: This information is necessary where it is provided, and should be added in those registries where it is not currently provided.

3.
Concerns: The IPC has no concerns making this data available.


E.
Phone Number 

1.
Use: Provides a prompt means of contact with the domain name registrant to facilitate investigation and IP enforcement.

2.
Necessity: This information is necessary where it is provided, and should be added in those registries where it is not currently provided.

3.
Concerns: The IPC has no concerns making this data available.


F.
Fax Number 

1.
Use: Provides a prompt means of contact with the domain name registrant to facilitate investigation and IP enforcement.

2.
Necessity: This information is necessary where it is provided, and should be added in those registries where it is not currently provided.

3.
Concerns: The IPC has no concerns making this data available.

III.
Technical Contact Information


A.
ID  [see discussion under II-A above] 


B.
Name

1.
Use: Contact info used for inquiries and sending cease & desist notices to ISPs & infringers; aids in identifying possible host of a website.

2.
Necessity: IPC members indicate that this element is necessary.

3.
Concerns: The IPC has no concerns making this data available.


C.
Address

1.
Use: Used to identify those engaged in possibly infringing activity, and to whom to send cease & desist letters or licensing demands.  May indicate if the website is a legitimate site and probable location.

2.
Necessity: IPC members indicate that this element is necessary.

3.
Concerns: The IPC has no concerns making this data available.


D.
E-Mail Address

1.
Use: Used to identify to whom ISP and cease & desist notices/licensing demands are sent.  Also used to identify possible hosts, as well as giving an indication of the site’s legitimacy and probable location.

2.
Necessity: IPC members indicate that this element is necessary.

3.
Concerns: The IPC has no concerns making this data available.


E.
Telephone Number

1.
Use: Used to identify to whom ISP and cease & desist notices/licensing demands are sent.  Also used to identify possible hosts, as well as giving an indication of the site’s legitimacy and probable location.

2.
Necessity: IPC members indicate that this element is necessary.

3.
Concerns: The IPC has no concerns making this data available.


F.
Fax Number

1.
Use: Used to identify to whom ISP and cease & desist notices/licensing demands  are sent.  Also used to identify possible hosts, as well as giving an indication of the site’s legitimacy and probable location.

2.
Necessity: Some IPC members indicate that this element is necessary.

3.
Concerns: The IPC has no concerns making this data available.

IV.
Administrative Contact Information


A.
ID [see response to II-A above] 


B.
Name

1.
Use: Used to identify to whom ISP and cease & desist notices/licensing demands are sent.  Also used to identify possible hosts, as well as giving an indication of the site’s legitimacy and probable location.

2.
Necessity: IPC members indicate that this element is necessary.

3.
Concerns: The IPC has no concerns making this data available.


C.
Address

1.
Use: Used to identify to whom ISP and cease & desist notices/licensing demands are sent.  Also used to identify possible hosts, as well as giving an indication of the site’s legitimacy and probable location.

2.
Necessity: IPC members indicate that this element is necessary.

3.
Concerns: The IPC has no concerns making this data available.


D.
E-Mail Address

1.
Use: Used to identify to whom ISP and cease & desist notices/licensing demands are sent.  Also used to identify possible hosts, as well as giving an indication of the site’s legitimacy and probable location.

2.
Necessity: IPC members indicate that this element is necessary.

3.
Concerns: The IPC has no concerns making this data available.



E.
Telephone Number

1.
Use: Used to identify to whom ISP and cease & desist notices/licensing demands are sent.  Also used to identify possible hosts, as well as giving an indication of the site’s legitimacy and possible location.

2.
Necessity: Some IPC members indicate that this element is necessary.

3.
Concerns: The IPC has no concerns making this data available.


F.
Fax Number

1.
Use: Used to identify to whom ISP and cease & desist notices/licensing demands are sent.  Also used to identify possible hosts, as well as giving an indication of the site’s legitimacy and possible location.

2.
Necessity: Some IPC members indicate that this element is necessary.

3.
Concerns: The IPC has no concerns making this data available.

V.
Billing Contact Information 


A.
ID [ see response to item II-A above] 


B.
Name

1.
Use: Not used in most popular TLDs, but would be useful for investigation and IP enforcement purposes. 

2.
Necessity: This information is necessary where it is provided, and should be added in those registries where it is not currently provided.

3.
Concerns: The IPC has no concerns making this data available.


C.
Address

1.
Use: Not used in most popular TLDs, but would be useful for investigation and IP enforcement purposes. 

2.
Necessity: This information is necessary where it is provided, and should be added in those registries where it is not currently provided.

3.
Concerns: The IPC has no concerns making this data available.


D.
E-Mail Address

1.
Use: Not used in most popular TLDs, but would be useful for investigation and IP enforcement purposes. 

2.
Necessity: This information is necessary where it is provided, and should be added in those registries where it is not currently provided.

3.
Concerns: The IPC has no concerns making this data available.


E.
Phone Number

1.
Use: Not used in most popular TLDs, but would be useful for investigation and IP enforcement purposes. 

2.
Necessity: This information is necessary where it is provided, and should be added in those registries where it is not currently provided.

3.
Concerns: The IPC has no concerns making this data available.


F.
Fax Number

1.
Use: Not used in most popular TLDs, but would be useful for investigation and IP enforcement purposes. 

2.
Necessity: This information is necessary where it is provided, and should be added in those registries where it is not currently provided.

3.
Concerns: The IPC has no concerns making this data available.

PART TWO:  Fields not presently in Whois that would be useful

[The response to this Part lists data elements suggested by one or more IPC members.]   

I.
General Information


A.
Last Verified Date

1.
Use: this would show when the data was last verified.  This would indicate whether the data is possibly outdated or stale, therefore having a high likelihood of inaccuracy.

2.
Necessity: Because it’s not currently offered, it’s impossible to determine whether or not it is necessary.   This information will almost certainly increase the value of Whois data to the IPC, and may become indispensable to online investigations of piracy or trademark infringement. ICANN’s Security and Stability Advisory Committee (SECSAC) recommended that this information be added to the Whois database. See Whois Recommendation of the Security and Stability Advisory Committee, at http://www.icann.org/committees/security/sac003.htm

B.
Last Verified Method



1.
Use: This would show by what method the data was last verified.  





Methodology, or a combination of methodologies will go far to 




indicate the reliability of the data in the Whois database.  



2.
Necessity: This information will increase the value of Whois data




to the IPC, and may become indispensable to online investigations 

of piracy or trademark infringement.  ICANN’s Security and Stability Advisory Committee (SECSAC) recommended that Whois data “contain a reference to the data verification process.” 

II.
Registrant Information


A.
E-Mail Address (where not currently provided)

1.
Use: This element would allow another prompt method of contacting the registrant for a domain name in connection with which infringing activity takes place.

2.
Necessity: Quick response is vital for IP enforcement in the online environment.  Of the contact methods Whois gives information for, E-mail is perhaps the fastest, and certainly the most suitable to the Internet.  Having E-Mail addresses displayed would great facilitate online enforcement.


B.
Telephone Number  (where not currently provided)

1.
Use: Like the E-Mail address data element, a telephone number would allow another prompt means of contacting registrants connected with infringing domain names.  

2.
Necessity: A multitude of methods is needed to ensure at least one open channel of contact with a registrant.  Telephone numbers, while perhaps not as conducive to the Internet as E-Mail, may prove more helpful by quickly facilitating prompt resolutions to taking down infringing material connected with a domain name.

III.
Billing Information- ALL (where not currently provided) 

A.
Use: Billing information is not included in the Whois output for the most popular TLDs.  IP owners would use this information to contact the individual or company connected to a domain name engaged in infringing activity.  As registrars arguably are paid for domain name registrations, they must be paid by someone.  Having access to the billing contact information may more quickly lead to accurate contact information for the registrant.

B.
Necessity: This information is not currently provided in .com, for example, and its necessity is therefore impossible to prove.  As stated above, it may become invaluable for IP enforcement if it promptly leads to accurate registrant contact information.  

IV.
Chain of Title Information (to extent not currently provided, e.g., items M through O of section II in Part One) 

A.
Use:  Data showing previous registrants, dates of transfer, etc., would be useful in documenting the presence or absence of bad faith, recovering domain names lost to fraud or hijacking, and for similar purposes.    

B.  
Necessity:  This information is not currently provided in most gTLDs,  and its necessity is therefore impossible to prove.  If provided, it may become invaluable for IP enforcement for the reasons stated above. 

V.
Date of initial registration

A.  
Use:  To the extent that this does not equate with “date of creation,” this is part of the set of historical data that would be useful for the reasons stated in IV.

B.
Necessity:   This information is not currently provided in most gTLDs,  and its necessity is therefore impossible to prove.  If provided, it may become invaluable for IP enforcement for the reasons stated above. 

VI.
Notice of encumbrances

A.
Use:  A reference to whether there are encumbrances on the domain name registration, and the location where the details of those encumbrances may be reviewed,  would be useful in conducting due diligence on registrants whose registration is a significant financial asset, and in protecting, e.g., purchasers of registrant entities. 

B.
Necessity:  See item V-B above.  

VII.
Actual deletion Date

A.
Use: an actual deletion date would state when a domain name had actually been deleted, as opposed to an expiration date.  Domain names, while technically “expired,” may continue to be active for several months after expiration, increasing the likelihood that they may be re-registered by cybersquatters.

B.
Necessity:  See item V-B above.  

Anonymous Domain Name Registrations
The IPC is aware of a number of proxy registration services offered by some registrars (for example,  Domains by Proxy, offered by GoDaddy.com, and eNom’s ID Protect service).  In compliance with the ICANN Registrar Accreditation Agreement, Sec. 3.7.7.3, registered name holders may license the use of a domain name to a third party licensee, but that registered name holder remains responsible, and “shall accept liability for harm caused by wrongful use of the Registered Name, unless it promptly discloses the identity of the licensee to a party providing the Registered Name Holder reasonable evidence of actionable harm.” RAA 3.7.7.3.  It is the IPC’s understanding that the proxy registration services seek to fall within this provision.  It appears that the proxy registration services with which IPC members are familiar operate under terms and conditions that permit the disclosure of registrant contact data in the circumstances contemplated by RAA 3.7.7.3.  However, we have gathered only very limited anecdotal data about how these services work in practice.

