Markmonitor, an ICANN accredited registrar and leading provider of digital brand management solutions, is pleased to submit the following answers to the Task Force I Questionnaire.

Background Information regarding Markmonitor’s Responses

Markmonitor’s products and services are based in part on WHOIS information purchased on a bulk basis through the bulk access provisions contained in the ICANN Registrar Accreditation Agreement.   Markmonitor is one of several service providers that rely on the bulk-access provisions to develop reports that help identify cyber-criminals, cybersquatters and other persons that may use the Internet for unlawful or illegal purposes.  Markmonitor’s products and services are distributed through its alliance partners (such as Lexis-Nexis) to the legal and law enforcement communities.  Other service providers include some of the nations’ largest legal publishing companies.  Markmonitor’s clients include over 30% of the U.S. Fortune 100.   These companies use its reports and services to protect their customers and consumers from instances of fraud and to enforce civil and criminal laws relating to counterfeit goods, consumer identity theft, computer crimes, copyright and trademark abuse.  The answers set forth below are based upon the perspective of service providers serving the legal and law enforcement communities.     

Questions:

1) ICANN-Accredited Registrars and gTLD Registries make Whois information available through multiple query-based mechanisms, including web-based interfaces and a special network protocol informally referred to as port-43

Whois.  

How do you obtain the Whois information?  Answer  A-C
a.            By submitting queries to a Web-based interface

b.            By submitting queries using special tools, e.g., using


      port-43-based interface

c.            By entering into bulk access licenses with ICANN- accredited registrars.

d.            By obtaining WHOIS data in bulk from an entity that is not an ICANN-Accredited Registrar.  Please specify the type of entity.

e.            Other (Please explain)

f.              I don't know.

All of these methods are used by service providers to gather the information necessary to conduct business as an ICANN accredited registrar and to provide the reports and services necessary to serve the legal and law enforcement community.
2) Are you getting this information directly from an ICANN-Accredited

Registrar [Provide a link] or gTLD Registry [Provide a link]?  Answer A
a.            Yes

b.            No.

c.            I don't know

Bulk license access agreements in the past have been used by service providers to obtain WHOIS data for our business.  Unfortunately, several ICANN accredited registrars have recently changed their policies regarding access to their WHOIS Records on a bulk basis. Some have revised their agreements to include onerous provisions intended to discourage the purchase of the data altogether.   Other registrars unreasonably limit the use of the data in a manner inconsistent with the applicable ICANN agreements. Some registrars refuse to provide the data altogether.  The impact of these actions is significant to the legal and law enforcement community; several service major providers have ceased providing their value-added services altogether. 

3) Do you routinely disseminate the obtained Whois information to third

parties (Yes/No/dont know)?
Answer:  3.1 Yes, 3.2 a, c 

3.1)            If yes, do you disseminate:

3.2)

a. individual WHOIS records

b. WHOIS records in bulk

c. Other (please explain)

d. Don’t know

3.2)      If you answered yes to Number 3, how do you disseminate the

obtained Whois information?
Answer:   a, b, c
a)      I operate a WHOIS proxy that is available through port 43

b)      I operate a WHOIS proxy that is accessible through a web interface

c)      Other (please specify)

d)      Dont know

A service provider like Markmonitor routinely disseminates WHOIS information to it customers and alliance partners in connection with its reports and services provided to the legal and law enforcement community.  The reports are designed to respond to narrowly tailored search parameters.          

4) Approximately how many Whois queries/lookups do you perform on average

per day?
Answer:    d
a.            Less than 10

b.            10-99

c.            100-1000

d.            More than 1000

e.            It varies too much to select the other options: some days it

is many (say, over 1000) and some days none

f.              I don't know

5) Do you store the Whois information?   Answer:    c
a.            Not at all

b.            I cache queries for a short period (less than a week)

c. I store it for longer periods such as more than a week

Storing information is essential for the purposes of proving infringement or other legal claims in Court.  Because reports provided by service providers are used to support the UDRP, as well as civil and criminal litigation, it is important to have access to historical data.  It is particularly important to have historical data to prove “bad faith” under the UDRP since historical records can prove that a particular registrant has a history of warehousing domain names involving famous trademarks.    

6) Please indicate the general purposes of your use of Whois data (you may

select more than one item - choose as many that apply) Answer: b, c, d, f, g, h, I, J,       

a.            For law enforcement by public authorities

b.            For intellectual property enforcement by trademark/copyright

holders or their designated representatives

c.            For development of commercial products or services that

facilitate law enforcement by public authorities.

d.            For development of commercial products or services that

facilitate intellectual property enforcement

e.            For marketing purposes

f.            For inter-registrar domain name transfers

g.            To facilitate spam prevention

h.            To operate a public information service

i.              Statistical research on domain name registrations, Internetusers, etc.

j.              For resale of Whois information as an information service

k. Other: ___________________________________

7) Please provide a brief explanation of your use, if any, of query-based Whois services.  

To the extent that WHOIS information is not available on a bulk basis,   query based Whois services are initiated in response to a Customer’s request for specific reports and services that incorporate WHOIS information.  

8) If you currently use Port 43 to access WHOIS information, and such

access were not available in the future, what other source(s) would you use for such data?

It would be difficult to access WHOIS information in the absence of Port 43.   Port 43 is preferable because the information is provided in a format that meets a clearly defined specification, unlike that available through web-based alternative access.    

9) If you were to use such alternate source(s), what do you believe will be the effect on you or your organization?  

If access were limited to the web-based access through a registrar’s web-site, it would be difficult to obtain the information necessary to continue offering the reports and services offered by service providers.  This is true because registrars frequently limit the number of queries that can be done on their sites and because many registrars have adopted different methods of accessing the information. As a result, there would be insufficient information available to provide the types of reports and services demanded by the legal and law enforcement community.    

10) What is the most important factor driving your access to Whois data as you currently use it?  (Although each answer

may be applicable to you or your organization, please select only the most relevant answer below):  c
   a) the cost

   b) the convenience or need for immediate online access to contact information

c) other-  

Please explain your answer.

The most important factor is unlimited, unfettered and updated access to WHOIS information, preferably on a bulk basis.  Service providers have developed sophisticated search technology adept at searching databases to present information to the end-user that would otherwise not be obtainable through the typical public WHOIS access currently available through registrars.   This advanced search capability is difficult to achieve if service providers do not have access to WHOIS data on a bulk basis.  In order to properly and quickly search the data to compile the most accurate and relevant reports, service providers need unlimited access to WHOIS databases on a bulk basis.      
