September 11, 2003

Chairman Lamar C. Smith

Ranking Member Howard L. Berman

Subcommittee on Courts, the Internet and Intellectual Property
Committee on the Judiciary

United States House of Representatives

Dear Chairman Smith and Congressman Berman:

As a group of ICANN accredited registrars representing a majority of global top level domain (gTLD) registrations, we respectfully submit information for the record of the Hearing on the Internet and the WHOIS Database that you held on September 4, 2003.  

The Committee is to be commended for holding a timely hearing on an issue of importance to the ICANN community and to the interests of U.S. and worldwide consumers and businesses.  We take this opportunity to submit the following remarks that should serve to supplement the record and address certain concerns raised by Committee members during the hearing.  

Most active registrars take their obligations in the ICANN agreements very seriously.  Likewise, we take seriously our relationship with our customers and recognize their concerns regarding the privacy of their personal data and the abuse of WHOIS data that leads to spam and other undesirable practices that degrade the Internet experience.  In any industry, there are actors whose business practices do not live up to the community standard.  However, the general practices among accredited registrars demonstrate compliance with ICANN obligations as well as sensitivity to consumer concerns.

Contractual obligations in the standard ICANN Registrar Accreditation Agreement (RAA) place the responsibility of providing accurate WHOIS data squarely on registrants.  The RAA identifies the specific data that registrars are obligated to collect from registrants during the domain name registration process.  While registrants bear the primary burden of providing accurate WHOIS data, ICANN nevertheless imposes certain requirements on registrars that foster the provision and maintenance of accurate WHOIS data.

First, upon receipt of a complaint concerning inaccurate WHOIS data, registrars are required to contact the registrant in question and notify the registrant that a complaint about inaccurate WHOIS data on their domain name registration[s] has been received.  Registrars provide the registrant with a brief period of time to confirm the accuracy of the WHOIS data or to make any necessary corrections.  Failure to do so can result in the cancellation of the domain name registration.  The seriousness of this sanction underscores the importance registrars and ICANN place on the accuracy of WHOIS data.

Second, ICANN recently adopted the Whois Data Reminder Policy (WDRP).  The WDRP policy, which must be implemented by registrars no later than October 31, 2003 (with the exception of newly accredited registrars who have a longer period for compliance), requires registrars to remind their customers on an annual basis of the obligation to provide and maintain accurate WHOIS data.  The WDRP obligation requires registrars to present each registrant with a copy of the WHOIS record for his or her registration[s] along with an explicit warning that the provision of false WHOIS data can be grounds for cancellation of the registration[s].  Thus, the newly adopted WDRP will serve as an important tool in fostering the accuracy of WHOIS data.

Third, registrants can, and do, update their WHOIS data in the course of managing their account over time.  Registrars typically provide their customers with the ability to update or change their WHOIS data by accessing the registrar’s online storefront.  Notices such as the WDRP will have the effect of driving registrants to their respective registrars’ online websites on a more regular basis.

It must be noted that, even given the above examples, instances of inaccurate WHOIS data will continue to occur.  Frankly stated, individual bad actors who do not wish to provide accurate data at the time of domain name registration will continue to provide inaccurate data despite the best efforts of registrars and ICANN alike.  Additionally, registrars hear complaints from legitimate registrants regarding the lack of privacy in the WHOIS database.  In order to avoid spam and fraud, and to generally preserve their privacy, many registrants – as well as various legal privacy regimes – demand the screening of personal contact data, such as phone numbers and email addresses.  Such concerns about the lack of privacy can also result in the provision of inaccurate WHOIS data by registrants.  Some registrars have responded to consumer demand for privacy protection by instituting programs to guard against the harvesting (bulk copying) of WHOIS data by spammers and by providing registrants with the ability to subscribe to “private registrations” which allow registrants to enter alternate contact data (albeit valid and reliable) in the WHOIS record.  Even in the case of private registrations, registrars cooperate with legitimate interests such as law enforcement and intellectual property holders to reveal the registrant’s actual personal data in appropriate circumstances.          
As demonstrated by the foregoing, registrars undertake significant effort to facilitate accurate WHOIS data and to provide registrants with some level of protection against harm that can arise from the public display of their personal data.  While the WDRP notice requirement is another tool to ensure greater accuracy of WHOIS data, requirements of this nature are not without cost.  Communications, data processing and personnel costs of compliance are significant, even more so for registrars having sizeable customer bases.  Designing and implementing procedures, programs and systems that run in an automated fashion is not a trivial exercise for an industry that operates on very thin margins.  Additional requirements would impose significant unanticipated costs, such as drafting new legal agreements, designing software systems, implementing new processes and increased customer service support.  

Despite registrars’ best efforts, it must be recognized that the verification of registrant data is subject to real world limitations.  Verification of personal contact data in the U.S. alone is an uncertain task.  Given the fact that registrants for gTLD names reside in every region of the world, it is not a stretch to say that it is impossible to verify every registrant’s data prior to completing registration or to confirm that the registrant actually resides at a proffered address or is the subscriber to a proffered telephone number.  One telling example encountered by a registrar concerns a registrant’s address that was listed as “120 meters past McDonald’s on Rue Flat Road.”  While this may appear to be facially false data, the registrar noted that a hotel on the same street stated its address as, ”240 meters past McDonald's.”  Should the registrant in this example re-iterate said address in response to a complaint about inaccurate WHOIS data, would the registrant have a basis to cancel the registration in question?  

In conclusion, registrars take their obligations to their customers and to ICANN very seriously.  They implement a variety of methods in an effort to maintain accurate Whois data and will continue to do so.  We would appreciate the inclusion of this letter in the record of the hearing.  Please do not hesitate to call on us for any questions that you might have.
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