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18 February 2014
To: ICANN Board 
From: SSAC Chair 
Via: SSAC Liaison to the ICANN Board 
We hereby forward to you an SSAC document: SAC065:SSAC Advisory on DDoS Attacks Leveraging DNS Infrastructure.
This document is intended for the Internet technical community, particularly authoritative and recursive Domain Name System (DNS) operators, network operators, the Internet Corporation for Assigned Names and Numbers (ICANN), and policy makers. It explores several unresolved critical design and deployment issues that have enabled increasingly large and severe Distributed Denial of Service (DDoS) attacks using the DNS. While DDoS attacks can exploit multiple characteristics of network infrastructure and operations, the prevalence and criticality of the DNS means that securing it is both challenging and urgent. These unresolved DNS issues and related DDoS attacks pose a real and present danger to the security and stability of the Internet.

Per our usual practice we are submitting this document to the Board 48 hours prior to publication.
The SSAC welcomes comments from the Board concerning this Advisory and thanks the Board for its consideration of this important document.   
Patrik Fältström
Chair, ICANN Security and Stability Advisory Committee
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