Draft Report for the Study of Accuracy of WHOIS Registrant Contact Information
The report is heavy on detail related to survey methodology, and I have attempted to extract some useful statistics and conclusions.

Firstly, I would point at the following statement:

“However, the cost of ensuring accuracy will escalate with the level of accuracy sought, and ultimately the cost of increased accuracy would be passed through to the registrants in the fees they pay to register a domain.

I think this is correct, and indeed in the many years spent on WHOIS working groups, it was always something I pointed out.
Then we have:

“Cooperation among all registrants and other ICANN constituents will be needed to eliminate any commercial disadvantage accruing from enforcing greater accuracy.”

Actually, it seems utopic to expect “all registrants” to cooperate in a solution, their behaviour is the problem.

As to the study itself:

We are told that the study involved a sampling of registrant data from the following gTLDs – com/net/org/info/biz, in total 1419 samples, on an overall population of 101.225.988 registrations (the sum total of domains of the five gTLDs). Furthermore the study concludes that “only 23% of WHOIS records can be considered fully accurate”, and then goes on to say that allowing for mild inaccuracies this percentage could increase to 46% that were traceable by using due dilligence.

We are also told that 14.7% of the sampling resulted in proxy/privacy service registrations.
The next meaningful content of the report is on pages 17 through 21, under the title of “Barriers to Accuracy”

Under “Privacy concerns” we are told that since there is no “unlisted” option as with a telephone directory, this “creates the motivation to give partial or obscured details for those who do not want their information so publically displayed”.
It also correctly states that: “In most registry type systems which could reveal information about a person’s identity and address (…examples…), there is an inherent tradeoff between the accuracy of the information and the degree of unrestricted and/or undocumented access.”
Again, under “Value Perception” we find this correct conclusion: “Many registrants do not perceive any adverse consequences to having incorrect information about them in WHOIS, etc.”  Registrants also have “reduced motivation to keep their WHOIS information current.” And also – “The sense was that domain names are so cheap and easily acquired, there is little value in them except where the name itself carries commercial value”.

Furthermore, in the next section – “Barriers to accuracy at the point of data entry – from the requirements” we find the following interesting conclusion and recommendation: “No proof of identity or address is required when registering a domain name, which removes many barriers to entering inaccurate information. Requiring that the registrant name and address at least match that of the credit card which was used to pay for the account would go some way towards addressing this, given that reasonably stringent proof of identity and address are usually required to obtain a credit card. This however would still not be a complete removal of this barrier, because there is a large market for stolen credit card details, and a determined thief could easily arrange for registration to occur in the short window of time between theft and card shutdown. The cheapness of the domains relative to credit card charges for the vendor make the repeated checking against credit card details for continuity of registration unlikely.
Finally, in the last section – “Barriers to accuracy in maintenance of accurate data”, there is the following important conclusion: “The process of combining WHOIS information from many different registrars for the current process, highlighted the near impossibility of a cost efficient centralized checking process, since different registrars used different fields in different ways, and mapping everyone successfully into a consistent set of fields ultimately required a large degree of manual work. A centralized database would, by virtue of being a larger data repository, make pattern based checking (such as credit card companies use to flag possible fraud activity) more powerful. However, like the removal of all other barriers already discussed, there would be costs involved in doing so which ultimately would need to be borne by the registrants in their fees.”
To summarize:

In my opinion this was a worth-while study that was undertaken, since it serves to abolish come of the “myths” that were commonplace in the years of discussions on WHOIS. We should declare that authenticity of registrant WHOIS data has always been a major concern for the ISPCP. I would also suggest a comment be submitted expressing our support for the results of this survey, since they address issues that our constituency has for many years identified:

· The lack of any meaningful verifications on registrant’s submitted WHOIS data.

· The difficulty of instrumenting such verifications due to cost involved, and to the diverse registration input procedures of different registrars.

· The impossibility, with over 100 million generic top level domain names already purchased from multiple vendors, to consolidate WHOIS registrant data into a centralized database, with suitable accuracy verification procedures.

· The fact that due to the extremely slim margins that registrars obtain for the sale of domain names, almost any improvements instrumented to improve accuracy of registrant data, would have to be charged to the registrants.

· That contrary to consistent outcries from certain parties to the historical WHOIS debate, which objected to any accuracy mechanisms that might result in additional charges to registrants, claiming these to be confiscatory, this study concludes from interviews with a sampling of registrants, that: “The sense was that domain names are so cheap and easily acquired, there is little value in them except where the name itself carries commercial value”.

· Actually, the only registrant data that has accurate information related to the registrant, is the credit card used for the transaction (obviously excepting instances of stolen cards).

Finally, I think the suggestion contained in the draft report which states:

Requiring that the registrant name and address at least match that of the credit card which was used to pay for the account would go some way towards addressing this, given that reasonably stringent proof of identity and address are usually required to obtain a credit card,  is a good one and could be implemented without cost to the registrars (it would be an automatic template field check). In fact this could be extended to require matching against registrant or the administrative or technical contact (one of the three). It would also help with domain names already in the registered pool, as they would be subject to this matching requirement on renewal of the domain registration.

