gTLD Registry Constituency Statement for Whois Task Force 1

Draft 6 – 16 April 2004

This statement is submitted to the ICANN Generic Name Supporting Organization (GNSO) Whois Taskforce 1 on behalf of the gTLD Registry Constituency.

It should be noted that much of what Task Force I does relies on what Task Force II does.  If Task Force II makes a recommendation that no data other than non-sensitive data would be displayed, then privacy and data mining become less significant issues.  If Whois just shows domain name, IP address, Registrar, creation and expiration date, data mining could be reduced to minimal levels and port 43 concerns could mostly disappear.  Because Task Force I and Task Force II are working concurrently, this statement does not assume any particular conclusions from Task Force II.

Process Summary
The gTLD Registry Constituency arrived at the positions described in this statement primarily through email discussions occurring from February through April 2004 supplemented to a small degree by discussions occurring as part of agendas for the in-person constituency meeting in Rome on 2 March 2004 and regular constituency teleconference meetings on 17 and 31 March 2004 and 7 April 2004.  All constituency registry members were included in email discussions on the constituency list.  Primary contributions were made by the following registry members: DotCoop (.coop), Global Name Registry (.name), Neulevel (.biz), Public Interest Registry (.org), SITA (.aero) and VeriSign (.com & .net).   All nine registries participated in voting regarding specific elements of this statement and responses to questions discussed.  

Issue Analysis – Impact on the Constituency
Operational Impact
The operational impact of changes to Whois access requirements can be very significant on registries depending on what the nature of the changes are, whether the registry is thick or thin, what implementation time frames are required, available resources, etc.  It should also be expected that operational impact can be significant for registrars, possibly even more than registries because the registrars are the custodians of the primary Whois information and are typically the interface with registrants and their contacts.

Registry and registrar Whois systems as they exist today are relied on by millions of users around the world so any changes will potentially affect many if not all of those users.  Consequently, it is critical to also consider the operational impact on the various types of Whois users outside of the registry and registrar constituencies.

One specific operational consideration that must be considered is the following: until such time as other means are available for registrars to obtain contact information of registrants associated with other registrars, registrars will need access to Whois data regarding registrants and administrative contacts in order to be able to comply with the new Registrar Transfer Policy; registries and independent dispute providers will also need access to such data in order to fulfill their roles in the Transfer Dispute Resolution Policy.

Financial Impact
As with operational impact, financial impact to registries of changes to Whois access requirements would vary depending on what the nature of the changes are, whether the registry is thick or thin, what implementation time frames are required, etc. Until specific requirements are defined, it is not possible to quantify financial impact.

Some factors that could lead to increased cost for registries are:

1. The need for manual intervention in providing Whois service

2. Requirements that increase the likelihood of automated Whois queries

3. Complex requirements that cannot be standardized across multiple registries

4. Policies that increase the likelihood of litigation and other forms of dispute resolution

5. Requirements to provide different Whois services for different localities

6. Requirements that conflict with local law and thereby create burden on registries for negotiations and legal fees

7. Changes to the publicly available information - many registrants use Whois for monitoring their registration information and a number of web hosting firms and ISPs use it to confirm registration of domain names; changes to publicly available information could shift additional work to the registry

Any Whois access requirement changes that increase the likelihood of any of these factors occurring can be expected to have financial impact.  

Implementation Timeframe Estimates
Registries, large and small, will require full product development cycles to implement any significant changes to Whois systems.  These cycles vary by registry but can be longer than six months after final requirements are defined.  Registrars also have similar requirements. 

Because so many applications rely on Whois information, advance notice must be provided to the community at large to allow sufficient time for such applications to be modified to accommodate changes.  Because of the widespread global use of Whois information, it is not unreasonable to expect that at least six months notice should be given to the Internet community for any significant changes to Whois access.

Questions Discussed by the Constituency
The gTLD Registry Constituency specifically raised and discussed six questions relating to the work of Whois Task Force 1.  Summaries of the responses to the questions are provided below.

Question 1: What types of access should be made available for viewing WHOIS information? (Web-based access, Port 43, Bulk Access, etc.)

	Question 1 Response
	% Agree
	Comments

	Web-based Whois access should be at the discretion of any registry/registrar. 
	78%


	No registries opposed this; two abstained.

For web-based Whois, access control is more limited than port 43 or IRIS.  Web-based Whois seems most appropriate for a registry’s or registrar’s customers.  

Web-based Whois operates on a different port than both the Nicname/Whois protocol (port 43) and the CRISP Working Group's new protocol, IRIS.  For web-based Whois, access control is more limited than port 43 or IRIS.  Web-based Whois services use the Nicname/Whois protocol (and in the future, possibly IRIS) to gather Whois information from other registrars and registries.  It is very difficult for web-based Whois services to gather information from other web-based Whois services.  Therefore, at a minimum the Nicname/Whois service on port 43 or a protocol like IRIS must be kept open.  However, it should be noted that the Nicname/Whois service does not provide adequate controls for tiered access. 

 

	 Any implementation of Whois access should permit registries to customize Whois access to applicable law. 
	100%
	

	Web-based and port 43 Whois service should not be required of registries and registrars as it is in current agreements with ICANN.  (status quo)
	100%
	

	Port 43 Whois access should only be required if it can be implemented to accommodate privacy legislation in the country where the registry operates.  
	100%
	The CRISP IRIS protocol may be able to accommodate this concern.   

	Bulk access should not be allowed for marketing purposes. 
	100%
	

	Whois bulk access should not be required as it is under current unsponsored registry agreements. 
	89%
	No registry opposed this; one abstained.

Legal restrictions are an important part of an answer to question 1.  For example, sponsored registries cannot provide Bulk Access to Whois to anyone except ICANN no matter what the outcome of the task force. 

Privacy considerations are coming to the fore more and more both on a national and European level and any opinion we volunteer on access to Whois is intimately connected to the legal restrictions of registry jurisdiction. 

IP community or law enforcement may need bulk access or something like it.  

	We recognize that certain parties (e.g., law enforcement, IP) may at times need to have better access to Whois. We suggest that a technical solution be identified  which allows legitimate parties to search for the information they need, without requiring registries to turn over all data they have in the Whois (i.e., current bulk access).  IRIS could be considered as a potential technical solution.
	55%
	Only five registries voted on this response; all five supported it.

	As restrictions are and likely to remain standardized, it would be good to consider standardizing the request format too. With regard to access for registrars, an ICANN-administered registry of authorized IP numbers would be useful. 
	100%
	

	Non-registry and non-registrar access should be on a need-to-know basis and limited to users that can demonstrate a legitimate need for the information.  For example, law enforcement agencies with an appropriate legal basis for a request, e.g., a subpoena, should be able to have access to personal information when necessary for law enforcement purposes. Intellectual property researchers should have access subject to agreements limiting its use. 
	78%
	Only seven registries voted on this response and all of them supported it.


Question 2: What has been the effect on registry systems of having to make available WHOIS information via Port 43 and the web?

	Question 2 Response
	% Agree
	Comments

	The effect on registry systems varies by registry.  There has been little or no effect on the thin registry Whois offered for .com and .net.  Larger thick registries have experienced operational problems arising from very high rates of requests on port 43, thereby requiring monitoring and maintenance of requisite servers.  Smaller registries have not experienced significant negative impact.
	89%
	One registry, RegistryPro, abstained because it has not yet experienced these problems, but such issues are anticipated after launch. 



Question 3: Have we noticed a problem with data mining?  If so, do we have any facts to support this?
	Question 3 Response
	% Agree
	Comments

	Registry Whois data mining tends to be more significant with larger thick registries.  Data is available to support problems incurred. Some registries have received spam complaints from registrants.
	89%
	One registry, RegistryPro, abstained because it has not yet experienced these problems, but such issues are anticipated after launch.  


Question 4: If the answer to 3 is yes, have we instituted any mechanisms to   deal with such mining (i.e., put in speed bumps on Port 43, or a cloudy GIF on web-based access?  If yes, what has been the effect of instituting these measures?

	Question 4 Response
	% Agree
	Comments

	Registries have instituted the following types of mechanisms to deal with data mining: 1) limitations on port 43 access; 2) timeouts which temporarily block high-rate users; 3) reduced returns on wildcard queries; 4) system tuning; 5) blocking IP numbers of large-volume abusive requests; and 6) rate controls.  Publication of the delete pending list for registrars as required for RGP resulted in reduced mining for some registries.
	89%
	One registry, RegistryPro, abstained because it has not yet experienced these problems, but such issues are anticipated after launch.  



	Registries  must  be allowed to 

Implement anti-data-mining controls. Because restrictions have unpleasant side-effects for innocent parties, including registries and registrars, standardization of anti-data-mining practices should be considered to minimize undesirable side effects.  
	100%
	


Question 5: Is it feasible to have tiered access to WHOIS information (i.e., only some groups being able to use Port 43, while all others using web based access)? If so, how could that be implemented?  What are the pros and cons? What issues would still need to be worked out?

	Question 5 Response
	% Agree
	Comments

	Yes, it is feasible to have tiered access to Whois information. 
	100%
	The biggest burden with doing tiered access lies in the administration of authorization and authentication and not within the logistics of writing or running the service itself. IRIS will have specific mechanisms to allow registries/registrars to off-load this burden to policy-management entities (note: the protocol does not mandate the use of these mechanisms). This is important as it allows consistency of tiered access within a policy jurisdiction. Without such consistency, tiered access is much less useful. 

The two-tier Whois as described would require coordination between registries and registrars to avoid confusion amongst the relevant parties. Any moves toward tiered access would need to take into account the parties and their use of Whois information, i.e., the question of legitimate parties. 

	ICANN should administer an access rights database to WHOIS information, with appropriate separate treatment for different TLDs where necessary. 
	100%
	The issue of data privacy will inevitably lead to restricting Whois access and eventually create a situation where certain parties will have "better" access than others to Whois data. 

Providing a centralized administration of access rights will reduce a burden on each individual registry and move the responsibility for granting the access rights to the party which prescribed it. 

It is not clear that ICANN should administer access to Whois; registries should do that; but it does seem like it might be desirable for ICANN to authenticate access rights based on community input.  

	Whois policy decisions should be based on the technologies that will be available (e.g., IRIS) not just those that exist today - port 43 Whois and "cloudy gif images". 
	89%
	No registry opposed this; one did not vote.

CRISP's protocol documents ("IRIS") have finished last call in the working group and are now being sent to the IESG for their review and comment. 

	The Whois framework must provide ways for registries and registrars to ensure that they can comply fully with their local legislation requirements. For example registries and registrars operating in Europe must be able to comply with European data regarding personal data processing. 
	89%
	No registry opposed this; one did not vote.




Question 6:  In other words, how can we ensure that legitimate parties (however that is defined) have access to Whois information, but also reduce data mining and the burdens on our systems?

	Question 6 Response
	Agree
	Comments

	The objectives of Whois must be clearly defined before the problem of data mining can be addressed. 
	100%
	

	Identification of “legitimate parties” is a core problem. 
	100%
	

	The question for a TLD registry is not just whether it can develop its own side of the IT solution, it must be sure that users (e.g., registrars and registrants) can comfortably follow. 
	100%
	


Concluding Statements
1.
It is essential to deal with the paramount concern of personal privacy along with the needs of intellectual property and law enforcement as limited exceptions to the protection of privacy. 

2.
We recognize that certain parties may at times need to have access to a number of elements listed in the current form of WHOIS.  A technical means of providing this tiered access (i.e., allowing these parties to access the information, while preventing others from getting the information) could be through the IRIS protocol developed by the CRISP working group of the IETF.  When finalized, we believe that a comprehensive review of this technical solution be undertaken.  We believe a more detailed effort is needed to identify any specific parties that need access to selected elements and what information should be obtained about such access.

3.
Cost benefit analysis should be done when considering any significant changes in Whois requirements.

4. 
Careful consideration should be given to the feasibility of registrars and registries to implement any proposed changes in Whois requirements including but not limited to enforcing such requirements.  And sufficient time should be allowed for any associated migration.

5.
The Whois framework must provide ways for registries and registrars to ensure that they can comply fully with their local legislation requirements.

PAGE  
9

