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1
Introduction

This document is a compilation of existing work on Internationalized Domain Names (IDNs). It responds to the GNSO Council resolution on 22 September 2005 that “request(ed) staff to provide a background document listing all past Board decisions regarding the implementation of IDNs, and the status of the IDN guidelines” … and “establish clearly roles of:

· President’s Advisory Committee on IDN

· IDN registry review group (gtld and cctld reps) to develop Guidelines for the Implementation of the IETF IDN standards

· GAC work on IDNs

· GNSO/ccNSO policy development initiative.” 

Members of the ICANN community are involved in both discussions within and outside the ICANN framework on this topic. The document is not an exhaustive document – it seeks to gather the most relevant information on prior IDN work in order to inform the GNSO council members.  

2
ICANN Board Resolutions

2.1
ICANN Board meeting in Kuala Lumpur, 23 July 2004
http://www.icann.org/minutes/kl-resolutions-23jul04.htm 
Whereas, the ICANN Board recognizes that it is important that the Internet evolve to be more accessible to those who do not use the ASCII character set.

Whereas, the Board notes that the internationalization of the Internet’s domain name system must be accomplished through standards that are open, non-proprietary, and fully compatible with the Internet's existing end-to-end model and that preserve globally unique naming in a universally resolvable public name space.

Whereas, the IETF has adopted a four-part protocol suite defining a standard for internationalized domain names in applications that was published as RFCs 3490, 3491, 3492, and 3454.

Whereas, a broad range of registries, experts, and other stakeholders in the ICANN community have been working hard for several years to develop registry-level registration policies, for example RFC 3743.

Whereas, the ICANN Board has had Working Groups investigate facts and identify issues that may arise concerning IDN’s and these Committees have reported to the community.

Whereas, the Board reiterates the importance of implementing the technical standards for IDN’s in a coordinated manner, that does not destabilize the global, single root, unique identifier system.

Whereas the Board recognises that significant work remains to be undertaken outside of ICANN's scope in order to provide end-to-end availability of IDN's to end-users and that close co-ordination of these efforts is needed.

Whereas, ICANN is committed to the further study of IDNs in the TLD space, and commits to facilitating venues in which IDN can be discussed, and encourages venues to further encourage the implementation of IDNs.

Resolved [04.68] that the ICANN staff report to the Board and community on the implementation status of IDNs and pending issues.

Resolved further [04.69] that the ICANN staff work with registries and other administrators who use IDNs to report back on usability, successes, and other relevant experiences.

Resolved [04.70] to thank the IDN Workshop organizers and participants for their important contributions to the Workshop, and sharing of knowledge on issues surrounding the implementation of IDN.

Resolved [04.71] that the Board instructs the President to establish a President's Advisory Committee on IDN, to provide the Board and ICANN community with advice on issues that relate to IDN policies, in particular issues that impact the implementation of IDN especially at the top level.
2.2 
ICANN Board meeting in Tunisia, 31 October 2003 
http://www.icann.org/announcements/advisory-31oct03.htm
Whereas, the Internationalized Domain Name Committee was established by resolution 01.94 to serve as a general coordination body for the work on policy issues related to Internationalized Domain Names (IDNs);

Whereas, the IDN Committee has issued a series of reports and recommendations regarding IDNs and related issues;

Whereas, in October 2002 the Internet Engineering Steering Group approved the publication of three proposed standards defining an application-level mechanism for IDNs;

Whereas, the ICANN community would like to thank the following IDN Committee members for their service on the IDN Committee: Masanobu Katoh (Committee Chair), Mouhamet Diop, Patrik Fältström, Qiheng Hu, John Klensin, Sang-Hyon Kyong, Stuart Lynn, Elisabeth Porteneuve, Mohd Sharil Tarmizi and Vincent Wen-Sung Chen.

Whereas, the President in consultation with the Chair of the IDN Committee formed a new President's IDN Registry Implementation Committee composed of interested registries, registrars, and technical experts to consider and exchange information on ways to resolve the issues associated with implementation of IDN capabilities in existing top level domains;

Whereas the Board requested the following individuals to serve on the President’s IDN Registry Implementation Committee, the Board would like to thank the following members: Masanobu Katoh (chair), Neil Edwards, Patrick Falstrom, Hiro Hotta, Kenny Huang, Cary Karp, Andrew McLaughlin, Ram Mohan, Hualin Qian, James Seng, Mark Blanchet, YangWoo Ko, Edmon Chung, Yann Courtel, Geir Rasmussen, Tom McGarry, and Tina Dam.

Whereas as the Chair informs the Board that the work of the IDN Committee is complete as to the current formulation of members.

Whereas the committees have successfully reached the conclusion of their work, the successful implementation of IDN will continue to involve the exchange of information on ways to resolve the issues associated with implementation of IDN capabilities in existing top level domains.

Whereas the ICANN Board wishes to express its extreme gratitude to Mr. Katoh for his services in chairing and leadership in the area of ICANN’s IDN work, beginning with the Internal Working Group, the IDN Committee and the President’s IDN Registry Implementation Committee. 

Hereby resolved [03.172] to bring to a close the work of the IDN Committee, and the President’s IDN Registry Implementation Committee. 

Resolved [03.173] that ICANN will continue to participate and provide guidance on the community’s work with the objective to achieve coordinated implementation of IDN.
2.3
ICANN Board meeting on 27 March 2003:

Mr. Katoh moved, with Dr. Quaynor's second, that the Board adopt the following resolutions:

[1] Whereas, the Board has repeatedly recognized the importance of adding to the domain-name system Internationalized Domain Name (IDN) capabilities to enhance the accessibility of the domain-name system to all those using non-Roman alphabets;

[2] Whereas, ICANN's agreements with the operators and sponsors of top-level domain registries provide that ICANN authorization is required to begin accepting registrations of domain names with hyphens in the third and fourth positions;

[3] Whereas, a broad range of registries, experts, and other stakeholders in the ICANN community have been working hard for several years to develop registry-level registration policies and rules, in anticipation of the completion of standards-track IDN protocols by the IETF;

[4] Whereas, a three-part protocol suite defining a standard for internationalized domain names in applications was published as RFCs 3490, 3491, and 3492;

[5] Whereas, the participants in the Internationalized Domain Name Registry Implementation Committee (IDN-RIC) have been working together with ICANN staff to develop a commonly agreed statement of Guidelines for the Implementation of Internationalized Domain Names, a draft of which was presented at the ICANN Public Forum on 26 March 2003;

[6] Whereas, collaborative work on the draft Guidelines is continuing, with the affected registries under contract indicating their general agreement with the draft's approach, subject to further editing and communications with the Internet Architecture Board;

It is:

[7] Resolved that the ICANN Board endorses the IDN implementation approach set forth in the draft Guidelines for the Implementation of Internationalized Domain Names, as they may be amended in further consultation with registry operators, for implementation of IDNs;

[8] Resolved further that the President is authorized to implement the Guidelines by authorizing registration of IDNs in registries with agreements with ICANN on the basis of those Guidelines; and

[9] Resolved further that the Board recommends the Guidelines to other registries, and encourages broad participation by registries, language experts, and others in consultative, collaborative, community-based processes to study and develop appropriate language-specific IDN registration rules and policies.

There was some discussion of the appropriate way of referring to the technical standards as they moved through the IETF's standards-track process. As a consequence of this discussion, it was agreed to add "or evolve in view of new technical standards" to clause [7] immediately before "for implementation of IDNs".

Mr. Abril i Abril noted that the proposed resolutions dealt with only a small portion of the issues he felt the Board should address concerning IDNs. Dr. Quaynor stressed the need for close consultation on IDN issues with the affected linguistic communities. 

The Board then voted on the following resolutions:

Whereas, the Board has repeatedly recognized the importance of adding to the domain-name system Internationalized Domain Name (IDN) capabilities to enhance the accessibility of the domain-name system to all those using non-Roman alphabets;

Whereas, ICANN's agreements with the operators and sponsors of top-level domain registries provide that ICANN authorization is required to begin accepting registrations of domain names with hyphens in the third and fourth positions;

Whereas, a broad range of registries, experts, and other stakeholders in the ICANN community have been working hard for several years to develop registry-level registration policies and rules, in anticipation of the completion of standards-track IDN protocols by the IETF;

Whereas, a three-part protocol suite defining a standard for internationalized domain names in applications was published as RFCs 3490, 3491, and 3492;

Whereas, the participants in the Internationalized Domain Name Registry Implementation Committee (IDN-RIC) have been working together with ICANN staff to develop a commonly agreed statement of Guidelines for the Implementation of Internationalized Domain Names, a draft of which was presented at the ICANN Public Forum on 26 March 2003;

Whereas, collaborative work on the draft Guidelines is continuing, with the affected registries under contract indicating their general agreement with the draft's approach, subject to further editing and communications with the Internet Architecture Board;

It is:

Resolved [03.47] that the ICANN Board endorses the IDN implementation approach set forth in the draft Guidelines for the Implementation of Internationalized Domain Names, as they may be amended in further consultation with registry operators or evolve in view of new technical standards, for implementation of IDNs;

Resolved further [03.48] that the President is authorized to implement the Guidelines by authorizing registration of IDNs in registries with agreements with ICANN on the basis of those Guidelines;

Resolved further [03.49] that the Board recommends the Guidelines to other registries, and encourages broad participation by registries, language experts, and others in consultative, collaborative, community-based processes to study and develop appropriate language-specific IDN registration rules and policies.

The Board adopted the resolutions by a 16-0-0 vote.

3
IDN President’s Advisory Committee

The Advisory Committee is in the last stages of formation. The scope and responsibility of the Committee is to provide the Board and ICANN community with advice on issues that relate to IDN policies and technical aspects, in particular issues that impact the implementation of IDNs at the top level.

Principles surrounding the formation of the Committee: 

- Ensure that the discussions regarding IDNs within the ICANN community contribute to the development of the name space. 

- Ensure that such discussions promote the use of languages on the Internet in a manner that increases the stability and interoperability of the Internet.

- Strengthen inclusion, coordination and collaboration of all organizations involved in IDN discussions and the developing implementation of multilingual domain name solutions. 

- Ensure discussions between the different organizations and stakeholders (technical, political, government, private sector) on challenges in the successful implementation of IDNs in ICANN's area of responsibility, including the DNS.

- Contribute towards the ongoing discussions and identification of challenges in the successful implementation of IDNs.

4
IDN Workshops

The following is a list of IDN workshops ICANN has organized. Additional sessions and workshops have been held on a continued basis in various regions, some of which are listed in other places within this document.
4.1  
Vancouver, December 2005 (planned)
This workshop is expected to focus on implementation of IDNs at the top level. 
On 14 September 2005 ICANN issued a formal call for papers concerning deployment of Internationalized Top Level Domains. In connection with this, an IDN-Vancouver Discussion Forum was launched to (i) invite all interested parties to provide suggestions for topics and questions that should be addressed during the workshop, and (ii) review posted or submitted papers concerning IDNs at the top level.  The workshop and related forum were announced at: http://icann.org/announcements/announcement-14sep05.htm 

ICANN also posted papers concerning internationalized top level domain name deployment:

· National and Local Characters for DNS Top Level Domain (TLD) (J.Klensin, Internet Draft) 

· 

 HYPERLINK "http://icann.org/announcements/idn-tld-cdnc.pdf" 
The Proposal for Internationalizing ccTLD Names, By Chinese Domain Name Consortium (CDNC)
 

· New gTLD Questions Paper (ICANN Staff) 
4.2  
Luxembourg, 13 July 2005

The main focus of the Luxembourg IDN workshop was on the revision of the IDN Guidelines.  The Guidelines revision was initiated primarily to minimize the risk of cyber-squatting and consumer confusion; and secondly to focus on the implementation of IDNs at the top level.

The IDN Workshop panel agreed that the revision of the current set of ICANN Guidelines for the Implementation of Internationalized Domain Names should be based on the following principles:


Since IDN may appear on any level in any domain,

· A document is needed that, in clear, unambiguous language, describes the conditions and considerations which attach to the responsible implementation of IDN as it may be applied in all such contexts.

· The successor document to the current guidelines must maximize the ability of a registry to support IDN in all regards where it is reasonably needed, and must minimize the ability for the abuse of IDN for deceptive purposes.

Policies based on script are needed in addition to those based solely on language, and developing script-based policies should be an immediate focus of action.

The workshop was open to the public and was web-cast. 

- Real-time captioning is available online at: http://icann.org/meetings/luxembourg/captioning-idn-workshop-13jul05.htm 

- Further details regarding the program are available online at:
http://icann.org/meetings/luxembourg/idn-workshop-13jul05.htm
4.3  
Cape Town, 1 December 2004
The Capetown workshop was initiated with presentations from the local community on IDN initiatives. The following two panels focused on IDN application development and policy issues and processes.

- The workshop was open to the public and was web-cast. 

- Real-time captioning is provided online at: http://icann.org/meetings/capetown/captioning-idn-workshop-01dec04.htm 
- Further details regarding the program is available online at: http://icann.org/meetings/capetown/idn-workshop-01dec04.htm 

4.4  
 Kuala Lumpur, 21 July 2004 
This meeting had a focus on educational aspects and concentrated on practical experiences regarding the implementation of IDNs. The morning session contained a tutorial that aimed to address the basic issues necessary for a better understanding of IDNs. The afternoon was divided into two sessions. The first session concentrated on initiatives from the Asian region and was followed by a session focusing on additional international efforts. 

- The workshop was open to the public and was web-cast. 

- Real-time captioning is provided online at: http://www.icann.org/meetings/kualalumpur/captioning-idn-workshop-21jul04.htm 

- Further details regarding the program are available online at: http://www.icann.org/meetings/kualalumpur/idn-workshop-08jul04.htm 
5
Guidelines for Implementation of Internationalized Domain Names
In October 2002, the Internet Engineering Steering Group approved the publication of a standardized way of integrating IDNs into the DNS. After the proposed technical standard was published in March 2003, the ICANN Board endorsed (resolution posted in Section 2.3 above) an approach for implementation of the technical standard that had been developed cooperatively by ICANN and leading IDN registries. Following on from the Board's endorsement, ICANN and the leading IDN registries finalized an agreed text of the principles to be followed in IDN registration activities, labeled the Guidelines from implementation of IDNs (“IDN Guidelines”). 
The IDN Guidelines version 1.0, were posted on 20 June 2003. http://icann.org/general/idn-guidelines-20jun03.htm 
As the deployment of IDNs proceeds, ICANN and the IDN registries agreed to review the Guidelines and revise them as necessary based on experience.
Following the Luxembourg workshop, a group of ccTLD and gTLD registries was formed to perform the first review of the guidelines. After reaching an agreed draft revision of the Guidelines on 20 September 2005, ICANN opened a 30-day public comment period in order to receive and incorporate commentary from the global community with IDN interest. The current draft reflects the experiences of the IDN registries in the implementation of Version 1.0 of the guidelines.  Particular attention has been paid to concerns that have arisen about the deceptive use of visually confusable characters from different scripts in individual IDN labels.

Communication concerning the draft revision has gone out to the broader community, including the GNSO, ccNSO, ALAC, GAC, SSAC, IAB, IETF, UNESCO, browser community, registry constituency, and a list of all individuals who have participated in the ICANN IDN Workshops, or have in some other way been involved in IDN-related work.

The draft IDN guidelines v.2.0 are available at: http://icann.org/general/idn-guidelines-20sep05.htm 

On 20 September 2005, a French-language version of the draft revised IDN Guidelines was posted in response to a request from the ALAC, and the comment period was extended to 23 October 2005, 23:00 UTC.
Following the comment period, the working group will reconvene and incorporate the received comments as deemed necessary, after which the final revision will be submitted to the ICANN Board for endorsement. An explanatory document showing actions taken on the specific comments will also be provided.
Received comments are available at: http://forum.icann.org/lists/idn-guidelines/ 

6
IANA IDN Table Registry

The IANA Registry for IDN Tables was launched to provide the community with a single repository where IDN tables can be uploaded and hence shared. The registry does not verify the content in these tables and is hence not responsible for the accuracy of these tables, but have an administrative role in enabling the registration and availability.

In September 2005, the first revision of the IANA registry for IDN Tables was performed. In particular a revision process for tables that need to be removed or otherwise updated is now in place. Removed tables can be tables where the authority that originally submitted the table has decided that for one reason or another no longer should be displayed as an active table. Such tables will be moved to an archive dedicated for this purpose.

Additional functionality will be added in connection with the revision of the IDN guidelines. While the exact details have not been agreed to or approved,  it is anticipated that this will include search functionalities, comment option for draft tables, and a notification list that all interested parties can sign up to to receive information when new tables are added into the registry, as well as other changes.

IANA IDN language table registry

http://www.iana.org/assignments/idn/
IANA IDN list of language tables

http://www.iana.org/assignments/idn/registered.htm
IANA list of archived IDN language tables

http://www.iana.org/assignments/idn/archived.htm
7
GAC work on IDNs
GAC IDN Working Group
This group is in the development phase of a document describing the GAC initiatives in relation to IDNs, with a focus on issues of importance for governments globally. http://gac.icann.org/web/home/GAC_IDN_status_paper_Oct-05.doc 

GAC Status Paper for the Deployment of IDN
Prepared by GAC Working Group 2 on IDNs, for discussion at the Vancouver IDN Workshop:
The GAC ”recognizes that the development and introduction of IDN requires the collaborative and coordinated efforts of various stakeholders such as ICANN, various governments, linguistic experts, ccTLD and gTLD registries, WIPO etc. GAC has encouraged ICANN to ensure that IDN standards and language tables take full account of the input from all stakeholders, including the local language communities concerned.”

GAC Communiques: 
http://gac.icann.org/web/communiques/index.shtml 
8
GNSO/ccNSO policy development initiative
Consultation is taking place to determine the process and parameters for how the ccNSO and GNSO could work together on IDNs.  

9
UNESCO

ICANN and UNESCO have had initial meetings concerning UNESCO’s potential role regarding IDNs. Two sectors within UNESCO have a particular focus on language documentation, which will be of value in relation to the IDN Table development being performed by the registries to prepare for implementation of IDNs. 
At the time of writing, UNESCO is holding its General Conference in Paris, where decisions will be made regarding projects and resources for the next few years. Following this conference ICANN will continue these discussions with UNESCO.

UNESCO has also held several conferences with a partial focus on internationalization and globalization of the internet, these include:

Multilingualism for Cultural Diversity and Participation of All in Cyberspace:

Bamako, Mali, 6-7 May 2005, 
http://portal.unesco.org/ci/en/ev.php-URL_ID=17688&URL_DO=DO_TOPIC&URL_SECTION=201.html
Cultural Diversity in Knowledge Societies:

St Petersburg, Russian Federation, 17-19 May 2005

http://portal.unesco.org/ci/en/ev.php-URL_ID=17689&URL_DO=DO_TOPIC&URL_SECTION=201.html 

Finally, the following recommendation was adopted by UNESCO at its General Conference at its 32nd session (October 2003):

UNESCO, Recommendation concerning the Promotion and Use of Multilingualism and Universal Access to Cyberspace 

http://portal.unesco.org/ci/en/ev.php-URL_ID=13475&URL_DO=DO_TOPIC&URL_SECTION=201.html 

10
References and Documentation
This section contains Internet RFCs and related documents regarding IDNS:

10.1  
RFC 3490 - Internationalizing Domain Names in Applications (IDNA)

http://ietf.org/rfc/rfc3491.txt
This document describes how to prepare internationalized domain name

(IDN) labels in order to increase the likelihood that name input and name comparison work in ways that make sense for typical users throughout the world.  This profile of the string-prep protocol is used as part of a suite of on-the-wire protocols for internationalizing the Domain Name System (DNS).

10.2  
RFC 3491 -  Nameprep: A Stringprep Profile for IDN

http://ietf.org/rfc/rfc3490.txt
This document defines internationalized domain names (IDNs) and a mechanism called Internationalizing Domain Names in Applications (IDNA) for handling them in a standard fashion.  IDNs use characters drawn from a large repertoire (Unicode), but IDNA allows the non-ASCII characters to be represented using only the ASCII characters already allowed in so-called host names today.  

10.3  
RFC 3492 – Punycode: A Bootstring encoding of Unicode for IDN in Applications (IDNA) 

http://www.rfc-editor.org/rfc/rfc3492.txt
Punycode is a simple and efficient transfer encoding syntax designed for use with Internationalized Domain Names in Applications (IDNA). It uniquely and reversibly transforms a Unicode string into an ASCII string.  ASCII characters in the Unicode string are represented   literally, and non-ASCII characters are represented by ASCII    characters that are allowed in host name labels (letters, digits, and hyphens).  This document defines a general algorithm called Bootstring that allows a string of basic code points to uniquely represent any string of code points drawn from a larger set. Punycode is an instance of Bootstring that uses particular parameter values specified by this document, appropriate for IDNA.

10.4  
RFC 3454 – Preparation of Internationalized Strings ("string-prep")

http://ietf.org/rfc/rfc3454.txt
This document de scribes a framework for preparing Unicode text strings in order to increase the likelihood that string input and string comparison work in ways that make sense for typical users throughout the world.  The stringprep protocol is useful for protocol identifier values, company and personal names, internationalized domain names, and other text strings.

10.5  
RFC 3743 - Joint Engineering Team (JET) Guidelines for IDN Registration and Administration for Chinese, Japanese, and Korean

http://www.rfc-editor.org/rfc/rfc3743.txt
Achieving internationalized access to domain names raises many complex issues.  These are associated not only with basic protocol design, such as how names are represented on the network, compared, and converted to appropriate forms, but also with issues and options for deployment, transition, registration, and administration.

10.6  
Suggested Practices for Registration of IDNs 

http://www.ietf.org/internet-drafts/draft-klensin-reg-guidelines-08.txt 

This document explores the issues in registration of internationalized domain names (IDNs).  The basic IDN definition potentially allows a very large number of possible characters in domain names, and this richness may lead to serious user confusion about similar-looking names.  To avoid this confusion, it is necessary for the IDN registration process to impose rules that disallow some otherwise-valid name combinations.  This document suggests a set of mechanisms that registries might use to define and implement such rules, including adaptation of methods developed for Chinese, Japanese, and Korean domain names to other languages and scripts.

Further resources are available at http://nameprep.org/, an unofficial site for collecting issues and information regarding Nameprep (RFC 3491), IDNA (RFC 3490) and Stringprep (RFC 3454).  Nameprep.org was created when it became difficult to keep track of all the issues discussed on the IETF's Internationalized Domain Name Working Group mailing list archived at http://www.imc.org/idn/mail-archive/maillist.html :

11 
Resources on IDNs and security
The following resources detail work done by a variety of organizations regarding the security aspects of IDN.

ICANN Statement on IDN Homograph Attacks and Request for Public Comment: http://icann.org/announcements/announcement-23feb05.htm
APTLD statement regarding phishing using homographs among IDNs: 

 http://www.aptld.org/newsite/meeting/2005/02_Kyoto/file/idn-phishing.html
 CENTR statement on IDN homograph attacks
http://www.centr.org/docs/2005/02/homographs.html
The Homograph Attack described by Evgeniy Gabrilovich and Alex Gontmakher:  http://www.cs.technion.ac.il/~gabr/papers/homograph.html
gTLD Registry Constituency of the ICANN GNSO – measures agreed to clarify the situation, and substantially reduce the risk for deceptive IDN registration

http://icann.org/topics/news022305.html
Further information on IDN and security is available at http://www.nameprep.org . 
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