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Dear GNSO Council,

Thank you for referring the following resolution adopted by the GNSO Council on 3 February 2011 to ICANN’s Contractual Compliance department:

RESOLVED #1, the GNSO Council instructs ICANN Policy Staff to forward the two issues identified by the RAP IDT as having low resource requirements, WHOIS Access recommendation #2 and Fake Renewal Notices recommendation #1, to ICANN Compliance Staff for resolution. ICANN Compliance Staff is requested to provide the GNSO Council with its feedback on the two recommendations and proposed implementation in a timely manner.
ICANN Policy Staff has forwarded the GNSO’s request for feedback to the Compliance department on 4 February 2011.  
Please find below Compliance department’s response to the two recommendations made by the Registration Abuse Policies Working Group (RAPWG) in its final report to the GNSO Council on 29 May 2010 (see http://gnso.icann.org/issues/rap/rap-wg-final-report-29may10-en.pdf). 
Response to Recommendation # 1 (Fake Renewal Notices)
Recommendation #1 
The RAPWG recommends that the GNSO refer this issue to ICANN’s Contractual Compliance department for possible enforcement action, including investigation of misuse of WHOIS data.
ICANN understands the RAPWG’s concern over fake renewal notices and its attempt to address the issue. The Compliance department had some small number of cases brought to our attention in the past. 
According to the RAPWG's report, “Fake renewal notices are misleading correspondence sent to registrants from an individual or organization claiming to be or to represent the current registrar. These are sent for a variety of deceptive purposes”. 

ICANN is not a law enforcement entity or a consumer protection agency. ICANN is a private not-for-profit organization whose authority with respect to registrars is contractual. As such, ICANN’s Contractual Compliance department may only pursue enforcement action concerning a fake renewal notice if the following pre-conditions are met: 

1. The act of sending such notice violates the terms (express or implied) of the RAA, an ICANN consensus policy or any applicable laws and regulations (see Section 3.7.2 of the RAA); and

2. An ICANN-accredited registrar is directly or indirectly responsible for sending such renewal notice.

To be clear, ICANN’s Contractual Compliance department will investigate cases of alleged violation of the RAA or ICANN consensus polices arising from a “fake” renewal notice” and will pursue enforcement actions against the non-compliant registrar, if appropriate. However, each “fake” renewal notice needs to be examined on a case by case basis in order to determine the legality of such notice and whether there is a violation of the RAA or ICANN policies.

It is also worth noting that ICANN cannot take enforcement actions directly against a registrar’s resellers or any other third party if the fake renewal notices are sent by the resellers or the third party in violation of the terms of the RAA, an ICANN policy, or any local laws or regulations. Under the current RAA framework, any ICANN enforcement action in relation to the conduct of a reseller or third party acting under a commercial contractual arrangement with an accredited registrar can only be directed to that accredited registrar if supported by non-compliance with the provisions of the RAA.

The above equally applies to misuse of WHOIS data, as ICANN can only take enforcement actions against contracted parties. 

In sum, ICANN’s Contractual Compliance department does not have the authority to enforce or act against “Fake Renewal Notice” abuse in all cases but we will investigate cases that are brought to our attention that concern ICANN-accredited registrars and take enforcement actions, if appropriate.  

Response to Recommendation #2 (WHOIS Access)
Recommendation #2:

The GNSO should request that the ICANN Compliance Department publish more data about WHOIS accessibility, on at least an annual basis. This data should include a) the number of registrars that show a pattern of unreasonable restriction of access to their port 43 WHOIS servers, and b) the results of an annual compliance audit of compliance with all contractual WHOIS access obligations. 
ICANN’s Contractual Compliance department welcomes the opportunity to report on compliance activities and publish data about WHOIS accessibility, on at least an annual basis.

In fact, the Compliance department has been monitoring registrar compliance with their obligation to provide a port 43 WHOIS service to the public for some time, using an in-house developed port 43 WHOIS monitoring tool. The WHOIS monitoring tool uses a set of heuristic pattern matches and rules to highlight registrars that may be having problems relating to WHOIS service availability. A Compliance staff member would then review and investigate issues highlighted by the monitoring tool and follow up with registrars in accordance with the department’s escalated compliance process.
We note part (a) of Recommendation 2 seeks publication of data on:
a) “the number of registrars that show a pattern of unreasonable restriction of access to their port 43 WHOIS servers,” 
However, what constitutes "reasonable" or “unreasonable” restriction of access can be a difficult and fact-intensive determination and this is one of the challenges the Compliance department constantly faces in enforcing this RAA provision, as there are no service levels specified in the RAA. Indeed, this specific issue was duly noted in the RAPWG's report:
“There are no service levels (SLAs) in the Registrar Accreditation Agreements (RAAs). A registrar-provided WHOIS service is not required to be online for any particular amount of time, nor provided with any particular response speed.”

With regard to part “b)” of Recommendation 2, the RAA requires that registrars provide an interactive web page and a port 43 WHOIS access.  As mentioned above, the Compliance department uses an automated tool to monitor registrar port 43 access obligations.   However, the monitoring tool does not monitor web-based WHOIS obligations. Monitoring registrar compliance with web based WHOIS access requires a manual check of each the 970+ registrars’ websites, as the Compliance department currently does not have an automated monitoring tool.  
If you have questions or require further information, please feel free to contact me at pam.little@icann.org.
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