Chairman Lamar C. Smith

Ranking Member Howard L. Berman

Subcommittee on Intellectual Property and the Courts

Judiciary Committee

House of Representatives

Rayburn HOB

Washington, D.C.

Dear Chairman Smith and Congressman Berman,

I am writing to you as the Chair of the ICANN Registrar Constituency to respectfully submit the views of the Constituency for the record of the Hearing on ”_____” that you held on September 4, 2003.

You are to be commended for holding a timely hearing on an issue of importance to the ICANN community and to the interests of U.S. and world-wide consumers and businesses.  We in the Constituency take our obligations in our ICANN agreements very seriously.  Likewise, we take very seriously our relationships with our customers, the registrants, and their interests in privacy and avoiding spam.  While admittedly there are always those in any industry whose business practices do not live up to the community standard, I believe that a review of our practices would demonstrate the Registrars Constituency’s members’ compliance with both ICANN obligations and customer considerations.

In order to illustrate such practices, allow me to provide a few examples of the various means that Registrars use to help maintain an accurate Whois database.

1. Some registrars filter registration data by running programs to cull out patently inaccurate data.  Examples of registrations that stand out are: addresses missing zip codes, addresses missing the street number, and phone area codes that do not match the country of origin. 

2. Registrars generally also verify Whois data upon notification of inaccurate data.  Upon receiving such notice, a registrar typically sends an email to the client to ask the client to verify its data.  In some cases in addition, the registrar requests proof of the address.  

3. Recently, as you know, ICANN has issues a Whois Data Reminder Policy (WDRP).  This policy must be implemented by most registrars by October 31, 2003 (a few recently accredited registrars may have a longer period for compliance).  The notice requires registrars to remind their customers on an annual basis, beginning on October 31st of the requirement to maintain accurate Whois data and the severe consequences associated with false data.  Namely, the notice must state that “the provision of false Whois information can be grounds for cancellation of a domain name registration.”  This notice is expected to serve as an important tool in fostering the updating of the Whois database.
These methods and practices are not an insignificant burden on the registrar community. 

The cost of even implementing a small change to procedure can be significant for a Registrar.  Designing and implementing procedures, programs and systems that run automatically day after day is not trivial.  The complexity is not to be underestimated. For example, one small registrar spent almost two months verifying clients’ address and phone number data.  In the end, only the US and Canada portion of their database could be verified.  The costs rise with the size of the client base. Another large registrar spends approximately $50,000 per year on the resources to comply with the various Whois accuracy requirements.

Just to comply with the WDRP notice requirement, registrars are experiencing significant costs.  A mid-size registrar reports devoting full time staff to contact the registrant, get answers to follow up questions, track and follow up as necessary, and then close the case file with ICANN.  A large registrar reports devoting several staff for over 2 months to craft the Whois notice, and the process for periodically sending the notice.  Additional customer service personnel must be devoted to responding to customer questions and to helping customers update their data.  All of this takes time and eats into already very thin margins.
Mandating additional or different forms of verification contact would contain additional unanticipated costs, such as drafting new legal agreements, designing software systems, implementing new processes, and increased customer service costs.

Just as important, registrars hear complaints by their registrants regarding the lack of privacy in the Whois database.  In order to avoid spam and fraud, and to generally preserve their privacy, many registrants – as well as various jurisdictions – want to screen contact data, such as phone numbers and email addresses.  This leads to the appearance of false Whois data.  Many registrars strive to balance the privacy and accuracy interests by instituting programs to protect against the harvesting (bulk copying) of Whois data by spammers and masking Whois data.  But even in cases of data masking, registrars cooperate with legitimate interests such as law enforcement and intellectual property holders to reveal data in appropriate circumstances.

Despite all these efforts, it must be recognized that unfortunately clever cyber squatters can and do subvert accuracy measures.  They can simply enter apparently legitimate contact information, by for example, simply finding an address on a site such as www.infospace.com and using it to register even if such registrant does not actually reside at such address.  It is impossible to check every registrant prior to completing registration to see if such registrant actually resides at such address.  

Furthermore, registrants reside in so many countries, that it is impossible to have a high degree of confidence about the potential legitimacy of all of the addresses.  In one example encountered by a registrar, a registrant’s address was listed as “120 meters past McDonald’s on Rue Flat Road.”  While this may appear fake, the registrar notes that a hotel that is also on the same street is :”240 meters past McDonald's.”  The registrant can re-iterate such address in response to a query such as the Whois accuracy notice.  This does not guarantee that such registrant can be found at such address.

This is not to imply that registrars should not continue to uphold their ICANN obligations.  As illustrated above, such processes are used today by the registrars responsible for the majority of gTLD domain name registrations.  We thought it useful, however, to illustrate not only what we already do, but also the difficulties and costs in our doing so, and the continuing problems despite these efforts.  We hope that this information is helpful to setting out a full record for the Subcommittee.

With your indulgence, we would appreciate your including this letter in the record of the hearing.  Please do not hesitate to call on me or my colleagues in the Constituency for any questions that you might have.

Sincere Regards,

Elana Broitman

