The undersigned registrars commend the Subcommittee for highlighting the issue of Whois accuracy.  It is a complex topic of importance to governments, intellectual property interests, the Internet sectors, and individuals and organizations registering domain names.  Because Whois data must be available to third parties under current ICANN policies, both privacy and accuracy concerns are involved.  Registrars respectfully submit the information below to round out the various issues related to data accuracy.

The Bill

The current draft of the bill seems to impose additional liability on persons who knowingly provide false data who register a domain name, the “registrants” or their representatives acting on their behalf.  It does not, as we understand it, impose new or additional liability on registrars; rather, it seems to target bad actors who have already been found by a court to have violated provisions of the Lanham Act and the Copyright Act.  Therefore, given our understanding of the bill, we are not taking a position to oppose the bill.  In fact, we support the bill’s goal of improving data accuracy.

What is the Whois

Essentially, the Whois is a database of contact information about domain name registrants.  It is accessed through the websites of registrars or registries, as well as through technical means by the registrars and registries, themselves.  Due to vigorous competition in the registrar market, the provision of Whois data may vary among different registries - the operators that maintain the list of available domain names within their extension – and registrars – the organizations, such as the undersigned, that maintain contact with the client and act as the technical interface to the registry on the client’s behalf.  

Currently for the generic top-level domains (gTLDs) .com and .net, the registry holds a ‘thin’ Whois, which has a limited subset of the Whois information in the registrars' Whois database (registrar name, name servers and expiry date).  The registrar for each domain name holds the ‘thick’ Whois, which contains more detailed information.  A lookup for the same name at the registrar will also include details of the registrant, administrative, technical and billing contacts.

 

In the case of the country code top-level domains (ccTLDs) such as .uk for the United Kingdom and .de for Germany, and the new gTLDs such as .biz and .info, both the registries and registrars generally hold the ‘thick’ Whois.  However, the level of detail kept by the registries will vary. While gTLDs hold full information, some ccTLDs have no information immediately available. The ccTLDs’ rules are often shaped by their jurisdictions’ privacy and other laws. 

Over the last couple of years there has been a debate within ICANN (the domain name oversight body) and among various governments over Whois information, with intellectual property owners on one side arguing for greater access and more Whois details, and privacy advocates arguing for greater privacy protection of and less publicly available personal data.  Full and accessible Whois details are important to IP owners for the monitoring of trademark infringements and to determine whether a particular individual has developed a pattern of cyber squatting activities.  Consumers have grown increasing more concerned about the privacy of their personal contact information as they are increasingly victimized by bad actors, which include spammers, fraudsters, and stalkers who mine the Whois database for unscrupulous purposes. 

The broad interest in Whois privacy protection and accuracy has prompted a policy development process within ICANN.  ICANN’s counsel wrote a report regarding the issues and processes surrounding Whois and privacy.  The GNSO Council reviewed the report and voted to launch three task forces, which are currently working on these matters.  The goal of the process is to  identify the experiences and interests of the relevant stakeholders – providers, users, and consumers – and arrive at a technical and policy solution that balances these interests and concerns.  The results and education from these processes can feed into improved ICANN policies, helping to hasten a solution.

Current Safeguards

Even while working through this process, various registrars already use accuracy processes, including:

· updating a registrant's data upon notice;

· taking down a registration if inaccurate information is not cured in a timely manner;

· sending notifications to all customers reminding them to update their data or face the risk of the registration being taken down or put on hold; and

· checking credit cards prior to registration to minimize fraud.

Despite such precautions, the savvy cyber squatter can sneak through.  He can use stolen credit cards or credit cards that are in good standing; provide apparently valid information, and update it to other seemingly valid addresses when prompted.  But, credit card companies’ privacy rules prohibit use of their data for other purposes, such as Whois verification. There simply is no guarantee that persons intent on registering a domain name with invalid data can be stopped and anyone who offers automated filters cannot claim to have found a comprehensive solution. 

Privacy

What seems to help, actually, is increased privacy protection on the Whois database.  Many individuals and even corporations today seek greater privacy - to avoid spam, to safeguard addresses, and for many other valid reasons (illustrated below).  Recent legal cases illustrate the great harm caused by the unscrupulous taking and use of openly available Whois data.  

Such efforts to increase privacy should not be confused with complete anonymity, however.  A responsible registrar that increases its customers’ privacy would also be able to provide legitimate interests, such as trademark holders and law enforcement, with access to the information they need.  The benefit for all parties is that greater privacy would encourage registrants, who are justifiably concerned about unfettered free-for-all access to their emails or phone numbers, to provide accurate data if it is protected.

While we do not oppose this bill, we believe that its goals would be strengthened if paired with legislation facilitating greater privacy.

Illustration of Fraud Problems Associated with Mining the Whois Database

Registrants have been hit by fraudulent, abusive and annoying solicitations directed at their contact information mined from the public Whois database. Below is only a sample of the many instances in which scam companies have mined the Whois database.

The issues span the gamut from outright fraud to steal credit card information, to fear-instilling “renewal” notices, to annoying and unwanted spam solicitations.  Few instances of Whois abuse involve simple, non-deceptive transfer solicitations.  Too many registrants have fallen victim to credit card schemes, or have paid registration fees to unscrupulous marketers who pass themselves off as the registrar, using deceptive marketing techniques, only later to learn that they have paid a non-refundable fee to a shady company.   

Highlights (or more accurately, low points) include:

· Credit Card Fraud: Perpetrators of a credit card fraud scheme mined the automated Whois database to obtain a registrar’s customer contacts and sent deceptive “renewal” notices to its customers.  There is reason to believe that tens or hundreds of thousands of customers received the fraudulent email.  There was no way of knowing how many of the customers fell prey to the scam and provided their credit card information, but suspect that the number may be in the hundreds.  The dollar value of the harm inflicted on the customers could range from the hundreds of thousands of dollars to the millions of dollars, depending on whether their credit cards were charged prior to cancellation, and on whether the above scam is a part of a larger identity theft ring.  The perpetrators of the fraud repeatedly circumvented efforts to shut down the site's operation and re-launched it with the same or different hosting providers.  
· These types of scams, known as “phishing,” are increasing in popularity among fraudsters, and are particularly difficult to locate and stop, especially given the global nature of the Internet.

· Renewal Scams: Another scheme relies upon Whois information that has been mined to inundate registrants with misleading “renewal” solicitations.  These solicitations do not explain that registrants who accept the solicitation will actually be transferring their domain name registrations away from their current registrar.  To the contrary, the solicitations are designed to induce customers to falsely believe that the solicitations were sent by or on behalf of their registrar, and/or that they were required to “renew” their registrations with the sender of the notices or they will risk losing the ability to use their domain names altogether.

· Customers may believe they are simply “renewing” their existing registrations and unwittingly pay and transfer their domain names. In many instances, customers who seek to unwind these transactions are unable to recover their money. 

· Customers induced to “renew” their registrations have lost email records, contact directories, and other benefits attached to their accounts. 

· Other customers, believing that the reseller is affiliated with their registrar complained that their privacy has been violated by the aggressive solicitation campaign and even erroneously accused their registrar of selling their contact information.  

