Dot net – first comment period 2004 -  Comparison of certain criteria suggested by Neulevel and Verisign typically in appendices to their letters – differences to draft report v6
	Neulevel
	Verisign
	Action

	Criteria intro

Given the technical nature of the .net registry contract and that technical expertise and experience will be essential to successfully executing its functions, award of the contract should require further consideration of each bidder’s technical expertise beyond the mere achievement of minimum thresholds. Accordingly, ICANN should use the absolute criteria collectively to separate the bidders into classes of technical competency. Only those bidders earning the highest class of technical ranking should be further evaluated based upon the relative criteria. Once bidders in the highest technical class are identified, their individual technical scores should no longer be considered and selection should be made only on the basis of their scores on the relative criteria. 


	Meeting or exceeding the minimum criteria should allow a bidder to be subsequently judged according to the relative criteria.  However, the degree to which a bidder exceeds the minimum criteria must be taken into account in the subsequent evaluation.  That is to say, the minimum criteria establish the baseline for competing bidders.  If one bidder far exceeds the baseline, according to the identified performance metrics, that bidder’s “score” on absolute criteria should be factored into the bidder’s overall performance in the relative criteria evaluation.  
	

	Targeting – no change
	
	

	Continuity – no change
	
	

	Policy Compliance  - no change
	The proposed requirement for  registry operators to treat registrars “equitably” would be inappropriately broad and ambiguous.  The established concepts of “equivalent access” and “preferential treatment” should be used in lieu of the term “equitably.”


	

	Absolute criteria related to stability, security, technical and financial 
competence 

The .net registry operator should meet or exceed the following specifications: 


	1. Internet Stability:  Internet stability should be the key evaluation criterion when deciding upon a Registry Operator.  Additional criteria relating to Internet stability are set forth below.  
	

	Nameserver Functional Specifications and Patch, Update and Upgrade Policy. Applicants should comply with appendices C.4 and C.5 of the current .net Agreement;
	
	

	Performance specifications. Applicants should have a track record of performance sufficient to demonstrate their ability to measure and perform against industry standard Service Level Requirements (SLRs). Because each of the registries currently have different SLRs and different measurement methodologies, registry performance should be measured against the average of all unsponsored registry SLRs rather than measuring each registry against its own SLRs. For example, the incumbent Registry Operator for .net currently has an SLR of approximately 99.4% for SRS availability, while .info has an SLR of 99.45% and .biz has an SLR of 99.95% for SRS availability (each measured differently). At first glance, the track record of a registry with a lower SLR (99.4%) may appear to be better than the track record of one with a higher SLR (99.95%) in terms of meeting its own SLRs, even though the registry operator with the higher SLR may have, in actuality, achieved a higher level of performance. Any measurement of SLRs should be made with consistent criteria. Examples of appropriate SLAs to measure include: 

o Shared Registration System 

􀂃 SRS Availability 

􀂃 SRS Processing Time (Add, Modify, Delete) 

􀂃 SRS Processing Time (Query Domain) 

􀂃 SRS Planned Outage (Duration) 

􀂃 SRS Extended Planned Outage (Duration) 

o Nameserver Performance Specs 

􀂃 Nameserver Availability 

􀂃 Nameserver Resolution Processing Time 

􀂃 Nameserver Update Frequency 

􀂃 Cross-Network Nameserver Performance 

o Whois Performance Specs 

􀂃 Whois Availability 

􀂃 Whois Processing Time 

􀂃 Whois Update Frequency 

􀂃 Whois Planned Outage (Duration) 

􀂃 Whois Extended Planned Outage
	2. Stability of Resolution System:  The successful resolution of .net domain names is critical to the stability of the Internet.  Applicants should be required to demonstrate past and current performance against key metrics of performance.

Key metrics of .net performance, by way of standards, should include:

· Response times from .net authoritative servers measured from various points around the globe. This should be measured in accordance with current ICANN DNS Registry Operator Specifications. However, in order ensure that current performance is maintained, the performance target set should correspond to performance levels currently being achieved on .net.

· Response times should be equal to current performance, which is averaging 40ms. 

· Packet loss target should be less than 1% 

· 100% availability of .net authoritative name servers. 75% of name servers should be available at any given time.

· 100% accuracy of .net zone data for resolution (no data corruption). The data that resolves is an exact replica of data in the data base. Applicant should demonstrate processes, tools and automated monitoring in place to ensure this is continuously achieved.

· Diversity of DNS resolution infrastructure with no single point of vulnerability due to vendor equipment, design, implementation methodology or zero-hour security exploits.

· Demonstrated diversity and redundancy of network and DNS infrastructure to handle bandwidth congestion and network failure of ISPs and host providers.

4. Stability of Registration System:  The applicant must possess the capability and infrastructure to support equivalent access to the shared registration system by all Registrars with response times equal to those that Registrars currently experience.  Among other things, applicants should be required to demonstrate past and current performance against key metrics of performance in terms of such factors as:

· The availability of the system with specific focus on unplanned outage time. This should not exceed 99.99% for unplanned outage time.

Response time performance – the time to check the availability of a requested name and to add a requested name. The target should be less than 100ms for a check and 150ms for an add command.


	

	Service-Level Agreement. SLA measurements and credits should be commensurate with the current industry standards amongst all unsponsored gTLDs.
	11. Standards Compliance:  Applicants should have a demonstrated commitment to compliance with applicable standards designed to improve the user experience on the Internet.

9. Demonstrated Commitment to Performance:  Applicants should have a track record of performance sufficient to demonstrate their ability to measure and perform against appropriate SLAs.
	

	Whois Specification – Public Whois. Requirement that the entity operating .net shall act as the authoritative Whois service for all second-level Internet domain names registered in the .net top-level 

domain and for all hosts registered using such names). The Whois service should offer the ability to search by “Domain Name”, “Registrar” and “Nameserver.” 

o Similar formats to Appendix O of .net Agreement if “Thin Registry Model” 

o Similar formats to Appendix O of .org, .info or .biz Agreements if “Thick Registry Model”
	
	

	Whois Data Specification – Independent Whois Provider. Registry Operator shall provide bulk access to up-to-date data concerning domain name and nameserver registrations maintained by Registry Operator in connection with the Registry TLD on a daily schedule, only for purposes of providing free public query-based access to up-to-date data concerning domain name and nameserver registrations in multiple TLDs to a party designated from time to time in writing by ICANN. The Content, Format and Process shall be as set forth in: 

o Appendix P of .net Agreement if “Thin Registry Model” 

o Appendix P of .org, .info or .biz Agreements if “Thick Registry Model”
	
	

	Whois Data Specification – ICANN. Registry Operator shall provide bulk access by ICANN to up-to-date data concerning domain name and nameserver registrations maintained by Registry Operator in connection with the Registry TLD on a daily schedule, only for purposes of verifying and ensuring the operational stability of Registry Services, the DNS, and the Internet. The Content, Format and Process shall be as set forth in 

o Similar to Appendix Q of .net Agreement if “Thin Registry Model” 

o Similar to Appendix Q of .org, .info or .biz Agreements if “Thick Registry Model”
	
	

	Data Escrow Specification. The Data Escrow requirements should comport with the latest industry standards as reflected in Appendix R of the .org, .biz and .info unsponsored gTLD agreements.
	
	

	Security, Stability & Scalability. The entity chosen to operate the .net registry must: 

o Be able to demonstrate that they possess the capability to maintain.net registry functions in an efficient and reliable manner while at the same time be scalable to support future growth, including: 

􀂃 Scale sufficient to handle the existing number of names and projected growth. 

􀂃 Scale to handle existing DNS query loads including normal peaks and projected growth. 

􀂃 Scale to handle events such as DDoS attacks and traffic generated by viruses, worms and spam. RFC 2870, “Root Name Server Operational Requirements”, requires excess query capacity of three times the measured peak rate for those critical name servers. 

􀂃 Demonstrated capability of restarting from complete outage to avoid prolonged outage due to initial overload. 

􀂃 Multiple geographically dispersed points of presence to handle simultaneous attacks across the network. 

o Commit to 100% accuracy of .net zone data for resolution 

o Demonstrate a diversity of DNS resolution infrastructure to prevent single points of failure 

o Make registration, assistance and other registry services available to ICANN, accredited registrars in different time zones and different languages.
	3. Scale of Resolution system:  The operational system must be scalable to support ongoing performance of .net at all times.  Applicants should be required to provide specific volumes and performance measures that they will be capable of supporting, such as:

· Scale sufficient to handle the existing number of names and projected growth.

· Scale to handle existing DNS query loads including normal peaks and projected growth.

· Scale to handle events such as DDoS attacks and traffic generated by viruses, worms and Spam. RFC 2870, “Root Name Server Operational Requirements”, requires excess query capacity of three times the measured peak rate for those critical name servers.  In our opinion, this value would be the very minimum for any critical authoritative name servers in light of modern-day threats.  Attacks and malicious activity are on the increase and can generate as much as 10x -20x peak load. It is expected that these events will continue to grow in frequency.  A DDoS attack resulting from a worm infecting thousands of computers with access to high-bandwidth Internet connections is a very real possibility and must be anticipated.  The operator should have the scale to handle increase traffic caused by these attacks.  Excess capacity of at least ten times sustained average query rate is required.  

· Demonstrated restart capability from complete outage to avoid prolonged outage due to initial overload.

· Multiple geographically dispersed point of presence to handle simultaneous attacks across the network.
5. Scale of Registration Systems:  Applicants should be required to demonstrate their capability to support a scaleable registration system, including demonstrating such capabilities as:

· Scale to handle current volumes and projected growth.

· 2x name base capacity to withstand a “registration add attack” from a compromised registrar system.

· Scale to handle through-put rates currently achieved by .net Registry 


	

	Migration/Transition Plan. If applicable, applicants should document their plan for migrating .net from the current registry operator with specific attention paid to maintaining functional capabilities existing at the time the RFP is issued, performance specifications and protocol interfaces (i.e. registry registrar protocol RRP to extensible registry protocol EPP migration). Applicants should demonstrate that the 

migration will have a minimal impact on performance of the registration system and no impact on the resolution of existing .net domain names.
	10. Migration Plan:  Applicants should be required to demonstrate a clear and sufficient plan to migrate from the existing operator, including a plan demonstrating that the migration will have:

· No impact on performance of registration system.

· No impact on performance of resolution system.

· Minimal impact and cost to Registrars. 


	

	Security of Infrastructure. Applicants should be required to demonstrate their capability to establish the following: 

o A secure environment in which the registry infrastructure is to be operated. 

o Their Failure/ Disaster Recovery Capability, including a plan and assets to support failure of any or all of the infrastructure
	6. Security of Infrastructure:  Applicants should be required to demonstrate their capability to establish the following: 

· A secure environment in which the registry infrastructure is to be operated.

· Failure/ Disaster Recovery Capability, including a plan and assets to support failure of any or all of the infrastructure, with a 4 hour disaster recovery time for registration and a 1 hour disaster recovery time for a gTLD site.

An independent annual security audit (SAS 70 or comparable).
	

	Operational Expertise. Subject to the provision of the following data to the Applicants, Applicants should demonstrate that they have staff in place with technical skills, expertise and experience to operate the Registry in order to maintain current levels of performance, including: 

o To operate at current volume and expected growth volumes . 

o To maintain operation during periods of increased traffic or activity such as DDoS. 

o To minimize vulnerabilities in infrastructure. 

o To manage any planned outages to minimize impact to Registrars and end users. 

o To contribute to standards creation and other issues of Internet development.
	7. Operational Expertise:  Applicants should have staff in place with technical skills, expertise and experience to operate the Registry in order to maintain current levels of performance, including: 

· To operate at current and projected volume.

· To maintain operation during periods of increase traffic or activity such as DDoS.

· To identify and diagnose unusual activity such as DDoS attacks targeted at either the Registry operator or other critical Internet infrastructure.

· To minimize vulnerabilities in infrastructure.

· To completely mitigate security vulnerabilities before they are publicly announced.

· To manage any planned outages to minimize impact to Registrars and end users.

To contribute to standards creation and other issues of Internet development.

8. Track Record:  Applicants should possess a record of proven performance to handle operations comparable to .net, including: 

· Comparable performance levels.

· Comparable scale.


	

	Customer Service. 
Applicants should possess: 

o Skilled staff operating 24x7 to support Registrars’ hours of operation. 

o Sufficient staff to support current and expected registrar volumes. 

o International language skills. 

o Technical on-site assistance available (engineering) on 24x7 basis.
	14. Customer Service:  Applicants should possess: 

· Skilled staff operating 24x7 to support Registrars’ hours of operation.

· Sufficient staff to support current and projected registrar volumes.

· International language skills.

· Technical on-site assistance available (engineering) on 24x7 basis.


	

	Financial Stability: Significant investment will be required to establish the initial registry system to support the scale and performance levels of .net. The applicant should be required to demonstrate resources sufficient to make an investment at levels required to scale the operation initially and maintain and grow the domain base and infrastructure. The applicant also should possess substantial cash reserves and a record of sustained growth in revenue and profitability.
	17. Financial Stability:  Significant investment will be required to establish the initial registry system to support the scale and performance levels of .net. This includes the people and capital required to establish a global resolution footprint, capable of handling traffic spikes caused by DDoS attacks and other non standard operational events. The applicant should be required to demonstrate resources sufficient to make an investment at levels required to scale the operation initially and maintain and grow the domain base and infrastructure.  The applicant also should possess substantial cash reserves and a record of sustained growth in revenue and profitability.


	

	
	12. Support of New and Emerging Technologies:  Applicants should have the technical expertise and resources to support new technical initiatives, such as IPv6, designed to improve usability, performance and security of the Internet. A focus should be given to technologies which have a demonstrable demand and measurable user benefit. 


	

	
	13. Network Coverage / Geographic footprint:  Applicants should demonstrate capability with respect to the following measurement standards:

· Number of name servers and points of resolution sufficient to provide 100% availability. Analysis has shown that this number should be a minimum of 8 physically diverse sites plus a minimum of two swing or hot standby sites for maintenance.

· Network coverage of key geographic centers of the Internet in the Americas, Europe and Asia Pacific, and providing .net resolution close to the end user. 

· The support of growing and emerging markets so that those people in these markets experience the same levels of performance as those in the developed world.

· Demonstrated efforts to expand stability in underserved markets.


	

	
	15. Feature Functionality:  Applicants should possess the following: 

· Ability to support current feature functionality of .net to avoid any feature regression. This includes

· Internationalized Domain Names

· Support of IPv6

·  Ability to provide real time updates

· DNSSEC.

· Demonstrated ability to support key product features and capabilities demanded by Registrars and end users, including IDNs.

· Demonstrated flexibility of system to incorporate new rules/ standards/ business practices with minimum negative impact on Registrars.


	

	
	16. Track Record of Opening New / Underserved Markets:  The applicant should have a track record in successfully investing in underserved markets and new geographies even if financial return does not justify investment. For example, VeriSign has continued to expand the geographic footprint of its network outside the North American market.  In addition, the applicant should have a demonstrated willingness to support initiatives driven by market demand.


	

	Relative Criteria  of competition 

• Maximization of consumer choice. For the purpose of this criteria, the consumers or customers of the .net registry operator are the registrars. 


	
	

	Innovation and Value. Once the absolute criteria are met, the entity selected should be the one that presents the greatest value to ICANN, the Registrars and Registrants.
	
	

	Industry Relations. Consideration will be given to the applicant's track record in constructively contributing to the competitive nature and smooth functioning of the Internet through participation in the ICANN policy development process and through its dealings with other industry players.
	
	

	2. Relative criteria relating to stability, security, technical and financial competence 

• Consideration should be given to technical stability based on diversity of suppliers and vendors in order to reduce the impact of any one provider failure.
	
	

	• Industry Standards. In the operation of the .net domain name registry, including any proposed registry services, the registry operator must demonstrate a commitment to abide by industry best practices and standards as they affect the technical stability of the DNS. 


	
	

	 3. Relative criteria related to existing registry services 

Delete reference to WLS. 


	This category should be weighted higher than promoting the concerns of consumer choice and registry price because discontinuance of existing services would have a direct impact on consumers whereas:  1) consumers have little or no choice with regard to the registry operator except in the selection of the TLD; and 2) there is not a documented correlation between registry price and the registrar price that consumers pay.
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