Recommendations relating to improving notification and consent for the use contact data in the WHOIS system

1. Registrars must ensure that disclosures regarding availability and third-party access to personal data associated with domain names actually be presented to registrants during the registration process.  Linking to an external web page is not sufficient.
2. Registrars must ensure that these disclosures are set aside from other provisions of the registration agreement if they are presented to registrants together with that agreement.  Alternatively, registrars may present data access disclosures separate from the registration agreement. The wording of the notice provided by registrars should, to the extent feasible, be uniform.
3. Registrars must obtain a separate acknowledgement from registrars that they have read and understand these disclosures.  This provision does not affect registrars' existing obligations to obtain registrant consent to the use of their contact information in the WHOIS system.
