ccTLD registry or registrar agreements with registrants – stated purpose for collection of personal data
GNSO resolution, 20 July 2006 

..” (1) The ICANN staff will review a representative sample of cctld registry or cctld registrar agreements with registrants, taking into account the issues of geographical diversity and rule of law variances, to identify some of the purposes for which registrars collect Personal Data in the course of registering a domain name for their customers.”

	ccTLD
	Stated purpose(s) for collection of personal data
	Source documentation

	United Arab Emirates, .ae

Registry: UAEnic 

Registrar: Etisalat
	Etisalat’s statement of purpose:

“The Whois search facility shall be used by a choice of Registrants/Users for multiple purposes, including:
1. to determine if there are similar domain names already in use

2. to identify the availability of a particular domain name in which registrant/applicant/someone is interested

3. to identify online infringes for enforcement of intellectual property rights

4. to source unsolicited email and sites that may be inappropriate for children

5. to identify contacts in theinvestigation of illegal activity, including consumer fraud, child pornography, etc.

6. to identify and verify online merchants.


	http://nic.ae/english/pdf/registration/privacy_policy_ae.jpg
http://www.uaenic.ae/_terms_conditions.html


	Australia, .au

Registry: www.AUDA.org.au 
Registrar: Melbourne IT

	AUDA WHOIS Policy (2003 – 08)

“2. WHOIS POLICY PRINCIPLES 
2.1 The public WHOIS service is a standard feature of domain name systems around the world. The purpose of the WHOIS service is to allow users to query a domain name to find out the identity and contact details of the registrant.” 

Melbourne IT Privacy Policy

“Why and when Melbourne IT collects your information
Personal information you give us: 
Melbourne IT collects the information you give us, either online or by email, post or facsimile. In most cases, the personal information Melbourne IT will collect from you is the personal information we are required to obtain and pass on to the relevant registry when you apply to register a domain name with or transfer a domain name to Melbourne IT.” 


	AUDA WHOIS Policy (2003 – 08)
http://www.auda.org.au/policies/auda-2003-08/ 
Melbourne IT Privacy Policy

http://www.melbourneit.com.au/privacy/ 

	Bermuda, .bm
	Only the registry takes registrations. 

No purpose for data collection is stated.
	BermudaNIC Instructions and Agreement: 
http://www.bermudanic.bm/dnr-text.txt 

http://www.bermudanic.bm/domain_registration.htm


	Canada, .ca

Registry: Canadian Internet Registration Authority (CIRA)

Registry: www.cira.ca
Registrar: www.fastwebserver.ca

	CIRA Policies, Rules And Procedures:CIRA Privacy Policy 
(Version 1.2)

“3. Purpose 
Our primary business is to operate the Canadian country-code top-level domain (.ca). This entails the management of personal data. Historically, much of the information about Registrants that has been collected by domain name Registries, whether the Registrants are natural or legal persons, has been made available over the Internet through the WHOIS database and we too offer certain Registrant information via the WHOIS. Notwithstanding that, we are committed to ensuring that our practices comply with PIPEDA.

Personal information about Registrants may be collected and used for the following purposes:

· To register a dot-ca domain name; 

· To manage a dot-ca domain name registration; 

· To enable others to check a registration; 

· To contact Registrants about CIRA member issues, domain name registration issues, and in order to facilitate the resolution of any kind of dispute (be it via the CIRA dispute resolution process or any other judicial process); 

· To ensure good customer service, in the event a Registrant requires support or makes inquiries; 

· To identify the individual(s) to law enforcement agencies, competent courts, and other competent judicial bodies under appropriate legal circumstances; and 

· To enable us to manage the dot-ca registry in accordance with our by-laws.” 

CIRA Registrant Agreement, Version 1.5
“4.2 Personal Information of Registrant.  Except as set forth in this Agreement or the applicable Registry PRP, personal information pertaining to the Registrant belongs to the Registrant and shall not be collected or used by CIRA except for the reasonable purposes of the operation of the Registry and the implementation, execution, and enforcement of the applicable Registry PRP or in accordance with Applicable Laws or the terms of an order, ruling, decision or judgment of a court, tribunal, board, administrative body or commission.”

	CIRA Policies, Rules And Procedures: CIRA Privacy Policy 
(Version 1.2)

http://www.cira.ca/en/privacypolicy.html#q3 

CIRA Registrant Agreement, Version 1.5

http://www.cira.ca/en/documents/q2/RegistrantAgreement-1.5-en.doc  

FastWebServer.ca

http://www.fastwebserver.ca/en/html/terms.htm 

FastWebServer.ca links directly to the CIRA Registrant Agreement. 



	Switzerland, .ch
	SWITCH operates the registry for .ch. 

“SWITCH will collect and process personal data of the contact persons in the context of compliance with its tasks as registry according to the statutory provisions and the following special provisions. SWITCH can also process personal data for other purposes or pass them on to third parties, in so far as the contact person concerned has given his permission for this, or this can be concluded to exist.” 
	Switch General Terms and Conditions:

https://nic.switch.ch/reg/terms/AGB_v7_en.pdf
 

	Germany, .de
Registry: DENIC

Registrar: could not locate English / French language website of German-based registrar. 
	DENIC, the registry for .de states:

“This data has to be made publicly available for several reasons. One evident reason is that it must be possible to contact domain holders if ever their domains as such or the use of them cause technical difficulties that might lead to hindrances for others. 

These particulars also have to be publicly accessible in order to be able to establish whether, through registering the domain, its holder might perhaps have infringed the rights of others. In such cases, the crucial consideration is often whether or not the domain is derived from the holder's actual name. Finally, rendering the data public makes it possible to establish who is responsible, should the domain be suspected of possibly breaking the law. …

DENIC's aim is to strike an equitable balance between the interests of domain holders and those of others who may be affected by technical and/or legal problems. Therefore, it only discloses the data that is strictly necessary for the purpose described or whose publication has been explicitly accepted by the domain holder.” 

None of the small number of DENIC registrars checked (http://www.netnames.com, ) either displayed their privacy policy / terms and conditions for registrations in .de or explicitly identified purposes for the collection of personal data. 


	http://www.denic.de/en/domains/recht/datenschutz/index.html


	Ecuador, .ec

Registry: www.Nic.ec
Registrar: n/a


	No purpose for data collection is stated. 

	http://www.nic.ec/info/eng/policies4.htm#p4-10

	Egypt, .eg

Registry: none listed

Registrar: n/a
	No url for registration services.
	

	Fiji, .fj

Registry: www.domains.fj

Registrar: n/a


	No purpose for data collection is stated.
	http://domains.fj/public/regagreement.php 



	Georgia, .ge

Registry: The Georgian Domain Name Registry

Registrar: n/a 


	No purpose for data collection is stated. 
	http://www.nic.net.ge/index_en.html


	India, .in

Registry: INRegistry

 http://www.registry.in 
Registrar: GoodLuckDomain, 


	No purpose for data collection is stated.
	http://www.goodluckdomain.in/agreement.php 
 http://www.registry.in 
 

	Ireland, .ie

Registry: IE Domain Registry 


	No purpose for data collection is stated.
	https://www.domainregistry.ie/RegistrationPolicy.php

	Israel, .il

Registry: Israel Internet Association


	No purpose for data collection is stated. 
	http://www.isoc.org.il/domains/ 



	Japan, .jp
	“At the time of making allocation, JPNIC must properly register all information related to the allocation in the whois database of APNIC, which is the upper-level organization. The information in the whois database is necessary for Internet troubleshooting and provides for a level of reliability and transparency that is of benefit to the entire Internet community.”
	JPNIC terms and conditions:

http://www.safenames.net/regulations/JP.html 



	Maldives, .mv

Registry: n/a

Registrar: n/a 


	No url for registration services


	

	Malaysia, .my

Registry: www.mynic.net

Registrar: Emerge


	No purpose for data collection is stated. 
	http://www.mynic.net.my/ 
http://www.com.net.my 


	United Kingdom, .uk

Registry: www.nominet.org.uk
	Nominet Terms and Conditions of Domain Name Registration 

“Personal data
11 We will make your personal data available in the following ways, but not release it for any other purpose to any other person. We may:

11.1   include it on the register;

11.2   include it on the WHOIS (which is also available outside the EEA) and PRSS. For these purposes we will publish your name and (unless you are a consumer and choose to opt out) your address, but not your phone or fax number or e-mail address;

11.3   if they ask in writing, give your personal data to people with a legitimate reason for asking for it (based on the exemptions in the Data Protection Act 1998 or similar laws that replace or follow it), including government or law enforcement agencies;

11.4   give your personal data to your current or proposed agent (or both); and

11.5  use it as set out in the DRS (dispute resolution) policy and DRS procedure.”

Legal Information / Data Protection
“What we use your personal information for
We need your personal data for various reasons, including those necessary for the purposes of the contract such as internal administration, billing, storage on the register database etc.”

	Nominet Terms and Conditions of Domain Name Registration 

http://www.nominet.org.uk/registrants/legal/terms/
Legal Information / Data Protection

http://www.nominet.org.uk/registrants/legal/dataprotection/ 


	
	
	

	United States, .us

Registry: www.nic.us, NeuStar

	No purpose for data collection is stated. 
	.US Privacy Statement, V.2

http://www.neustar.us/policies/docs/us_privacy.pdf


