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1. Executive Summary

1.1 Background
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1.2 Deliberations of the Working Group
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1.3 The Working Group’s Final Recommendations
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1.3.1 Summary of the WG’s final consensus recommendations
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1.5 Conclusions and Next Steps
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3.1 Process Background
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3.2 Issue Background

3.2.1 The Outcome of the 2013 RAA Negotiations
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3.2.2 Related Work by the GNSO and ICANN Community
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3.2.3 Recommendations from the WHOIS Policy Review Team

E/FCS=$SS+I=A) ) "+a$ U 2MCHIC6+ Y 160 21§==At | G +#1 204G Si<#"" (U4 $56+16 214G HL 1 62 (A=16 216CHGSL, - - Eid>>1
J$B6#"#162=H" 22106+ ) $PUHCHI*"'=1=CBHHCH 7 7<>UKMLI G H$HHG  HS =1 55+68F 24+ I CHMI<NEN 6A2 (14126N (#6* St
,—-Ek

36 <SHIGHES=HYYB" (S$*0L(*'2206+BY?6 S 236" ?YIY K c Ni<m5+12 (153$=052C0ik

012" HA$56+H16247+18" (9% = 1746 ; U< BHB1($=4> ((+$ 214416 2ii==A%=1

7"'BS$t, MEUDE
|


http://whois.icann.org/sites/default/files/files/pp-abuse-study-final-07mar14-en.pdf
http://gnso.icann.org/issues/whois/whois-pp-survey-final-report-22aug12-en.pdf
https://gacweb.icann.org/download/.../WHOIS_principles.pdf

Privacy & Proxy Services Accreditation Issues Policy TUABHT T S($) *$H
Development Process )

|
FGIKCNi<i76(%Z Al A d u ~"t,K/N Zd_sUs Yw&EPE§ / EE[ ((]JEuU 3]}v }(
16) ) 1#) $2#=ISHCHCSIW 1S 1< #$=IME8$+2) $24M5A*I=CS 24#=1012" " %4 S56+5 1120~ "0k, - . , (IFGH012""3
4$56+#1G" 2UGIBCIBCHS 2GS (LIGCL(3S " H""224(62=1=#$ 24+ Al$=1+$B" '+ 212Bi7 Y 7i=$+8L($=Hi+$=A12BL1 24
A25+$?1(#"*IBI6AH(6) $=i06+=#"LSCO3?S+=UFCHIK CNI<I4FI264$ 4G " # ' 55+6 5+ #Bi+SBAI 416212 2%
68%$+=1BGH68$+H=A(Cl=$+81($=4SOAI"" ?2+$==l=#"LSCOI?7$H2$$?=4"" 224 (62 ($+2-H""2?4+$(6 ) ) $227$ 4G "#
11>JIU(62=128H" 20" ((+$21H1620=9=4$) U A15Z 8Z P} o }( % E}A] JVP ~ 0 EU }ve]+s v3§
t$PAL+S) $24={06+HACHE 5B+ #16 216G H-$i=$+8L($=4(62=1=#S2H SIHGI2""#16 2" %3 S=H""2 2W#6E=H+1L S 20
"B5+65+ " #BI* Y2 (S SIS $S21=#""LSCOI?$+={SHGI(6 ) SHHI2BI* AHISBLL) "#U2#S+$=H=01>H"1D) 121D A Ki#GL=E
S6AI2 (BA?$5+8" (M? "4 I5+GHS (HIB2M3" SIS206+($)) $2HHHGHU22A=#+9L"+6A2263"" Si$206+($) $2#"" 224G S
Zpu v E]JPZSe }bupv]SCX_
&
dz t,K/* Zd o<} E }uu v §Z 8§/ EE }ve] & ™~ ulZ& }(]v V3]JA e« v P
$2(6A+"BSI5H8" (9Y5+6 ; 9l=$+81(SI5+6812$+=16I*$ (6 B (+S S H 2 2U6IS2=A+SHG H+SBI=#+"+=126126H
IViIA]vPoC %3S E P]*3E 3]}ve (E}u pv E ]85 % E}A] E+ X &}E £ |
B+ 2A"#$ 24" 2245 206+($" " *I1Bi=$+1$=4605$2 " #1$=IC6+5+6 ; 9Y5+8" (A=$+8L($t5+681?$+=4SG648163" # G S
1$PAIS) $24=HSHGI (IS HE"4CH6I?$T E 15 §]}v (JE E % 3SU » €] 0 }E NS8Z EA]s + C
!
FGHK CNi<t4FiS$2#6 26#6131=#=$8$+"" %=5$ (ICL((56==1*3$i6 *I$ (#185=4""22i+$(6) ) $27""#162=106+
(62=17%+"416 2H""=(6336 S=4
o 13$"+308"*$RI2BIK CNi<i$24+1$=(#6412 21 (" #PUHG H+SBI=#1"#162=1G""8$I*$$2L) "' ?$i* 91" 15+18" (946
5+6; 9i=$+81($hi
o 7+681?12BICARK CNI<i(62#" (#27$#" 3=I06+#CH5+18" (9Y5+6 ; %=$+81($I5+681 2$+HES G (GL'+$t
(624" (#"*3$1"220+$=562=18$hi
o >765#2BI"B+$$ A=A 27"+ 21a$ 24+ $3 O 220+ $8S S +6 ($==$=1"" 27441 0+ ) SM[HCS=$=GOAI %4+ St
(3% +39I5A*Y=CH " 2215+6T"" (HIB8HIN' " 781=$ 2i#6(564$ 241" UA=-$+=(6C1HGS=-$i=$+8] ($=1=6#CHA(""26) LSt
1206+ $24(G61($=1*""=$ U6 204GHIH122181 A U1+ (A =#"2($=]hk
o A$BI=#+"+=i=GOAIU?1= (36=BHHCPI+$3 416 2=GIDISHGL" 29456 ; 9Y5+18" (9i=$+81($i5+681 7S+t
o T UI24™I212BI2$21(" 424+ A=SIS6124=I60L(6 24" (06 HS" (GI5+6812$Hi
o 162?A(#12BI5$+621(1?ASI?BIBS2 (SU(GH(L=46 24(A=46) $H(624" (#1206+) 1162

B i< SSIGHH5=HYYSSSI(*' 2206+BYS$2Y" *BA#Y "6 (T+$8ISSYSG61=YCI2"TT+$56+41. . ) "9 , T$20
012" HA$56+H16247+18" (9% = 1746 ; U< BHB1($=4> ((+$ 214416 2ii==A%=1

7"B$t, "460iDEL
|


https://www.icann.org/en/about/aoc-review/whois/final-report-11may12-en

Privacy & Proxy Services Accreditation Issues Policy TUABHT T S($) *$H
Development Process _h

|
o T UI24#"1212BHGHISHI8" (9" 22U 2#$B+ANOCI+SBI=#+ " H16 2=( 2 CHSBS 2#HC #) 16H5+6*35 ) =" +=$l
SHGI"I5+18" (9Y5+6; 9%5+681 7S+ 2%
o  71681?12BI(3$"+''226A2") *IBABA=IBAL?""2 (L6 214GHi+BCH=L" 224t $=56 2= * 13141 $={6CL+$BI=#$+$ 262" ) $i
G6I?$+=H" 22ICE SHGH-$i=COAI?i*$t) ""2"" B LI 214GH5+8" (9Y5+6 ; 9i$281+62)) $2#k

3.2.4 Recommendations of the EWG on gTLD Data Directory Services
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4. Approach taken by the Working Group

4.1 Working Methodology
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5. Deliberations of the Working Group
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5.3 Maintenance of Privacy/Proxy Services (Charter Questions Grouping Category B)
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5.4 Registration of Privacy/Proxy Services (Charter Questions Category C)

!

FGHIC6R6S12BiI G +#$+PAS=#162=(S $+$iB+6A5$ (1 264G =t | "#$B6+A IS HGHCHIK ML B+S$I2BIS ' +946 204G #

"2 ]13]}v 0 "SZE +Z}o _ <p *8]}v A o v $§} UJ&E (pooC }vs A3 o]l §7Z
Vv “vllyuu E J] o_ pe X « AlJ§8Z18Z E Z ES E § P}E] U 8ZTt' o0} PE

PA$=#162=(06+?1=(A==16 2(SHGI2MG1=L (" #$B6+90%

!

012" HA$56+H16247+18" (9% = 1746 ; U< BHB1($=4> ((+$ 214416 2ii==A%=1
7"'BS{EDIGCIDEL
|



Privacy & Proxy Services Accreditation Issues Policy TUABHT T S($) *$H
Development Process )

!
FG$=GOI2ATAS-HO20ik | A++$2430K5+6 ; 9Y5+8" (AU=$+81($=4""+$4"'8" 13" *I$i#6L(6 ) 5" 21$=H262T(6 ) I $+(1"%
6+B""21a"#162=("" 2241271817 A" -Il<GOAI?HCH+SI*$i' 201(G " 2BSIH6HGI=L""=5S (HOCHC L (A++$2#=9=#$ ) 1124
HOBI2$SH" ((+$?1 #1621=#"2?"+?2=k"

!
L0 <GBAUI>IIT" ((+$?1$245+18" (9516 ; %i=$+81($I516817$+=1?1=#2BAI=Gi*$#S$$2176 ) ""12(2™) $=t
A=$2106+(6) ) $+(1"%8=05%$+=62"%5A+56=3=ki<5$ (1CL ("' BOMI=#CHIA=-$I6i5+8" (9Y5+6 ; 9i=$+81($=L
"55+65+"#HSCH21"176)) 122" ) $il=i+$BI=#$+$2UC6+(6) ) $+(1"U5AT56=$=Ki
#C 1?) fine “commercial purpose” —\must there be actual “trading”, or does it include any online
9('$%)"1=(0=-)G)H7H!$%,;(:$%7!.-0!$%.-0<#+$-%!-0):(,#+$-%CN

9C 15>-(;:1+>)0)!19)1#!:).$%$+$-%!- |E>#+],-%'+$+(+)'1+0#:$%7N!/(0=-")N!O)1);N

,C Any difference between “personal” vs “noncommercial” e.gFE>#+!1#9-(+!%-%,-<<)0,$#;!
-07#%$P#+$-%'-01%-%,-<<)0,$#;!=(0=-")"1"(,>1#'1=-;$+3$,#;1!>-992110);$7$-("!-0!=#0)%+#;N

:C 1&%,;(:)!E>)+>)0!0)7$'+0#+$-%!$'1.-0!,-<<)0,$#;1=(0=-")1G%-+Q('+!+>) I ()-.1+>)1:-<#3$%!
%#<)C

)C "(+1/3/101$,) '$',;-)#..$;$#+):1$%+)0)'+N

o0 <GBAIUHGHIA=$I6(I5+18" (9Y5+6 ; AU=$+8L($=1*SitS=#+(#$ 216 230M 61+ $BI=#+" 284S 64 "+$I5+18""#$
12?181?A™=IA=12Bi#GHI?76 ) ""12(2") $iC6+262T(6) ) $+(1"%5A+56=$=ki
#C R>#+1#9-(+1%-P60-.$+'1#%:!-+>)01%-%,-<<)0,$#; -0 7#% S P#+$- %' ## 15 % ! %0#<)!.-0!

%-%,-<<)0,$#;!=(0=-")'N!

E0  <GOAI?HHCH+SI*$i 1 210CH+$2 (Ph2iHGHL? 4 (CISIP=4#64* $i?1=53"" 9$ 2UCHGHI?6 ) "1262" ) $il=i+$BI=#$+$ 24
BHA=SVICEH L6 ) S+ (1" UBAB6=SHBH* 9L "L(6) ) $+ (1" US 244U 2=#F" 26" 12" #A+" %55 +=6 2kt
#C 6)7$'+0#+3$-%!BS?!G%-K)NoC
9QID-E!+-1)#; | E$+>19%0-86<<)0,$#;1-07T#%$PH#+$-%'1+>#+1<#219)1$%,-0=-0#+):1#',-0=-0#+$-%'!

-01$%'(0#%,)!-0!;$#9%;$+2!=(0%-")'N

!

FGI=kI G +$H("#$B6+0IBS2$+ #$ 21 =IB21C1("" 24" ) BAHI6LI?1=(A==I6 21 S HGI2HGSIKMASH)) " 41101 PASH6CSE
PUBUIGS HPS2E v YE 18]V §]lv ¢ &} AZ & u]PZ§ }Jvelépdun A & ] o v
SAt56=$=HA=$=1"27161B"20a"#162= X }v @EV A ¢ 0°} A% E ++ A E AZ 3Z & v<pu]E

MBS+ UML) $) *$+=126#$ 244G " #=6 ) $IPAS=#162=(1 204G =L 1 "#$BO+L 1" +$i=6 ) $SC"#(6 2?1162 " HI2MHG  H " Ig$=Y I 61" 2=S$+#616 23t
) 6> 81 #HCHI2$S P61 2= S $HBHCS =0l

XS " =i=ABB$=#$ 24 2 A+ 1 2BHCSIK MI? B3 * S+ 416 2=68$+ | "#$BO+ 1 G # ICAHIGSHHG+$=G6I 2UPAS=#16 2L (6 AL * SIS CHEGH+HS2PALH2BE
Jvs8} Mupe _ 3( Julvvu ]e A]J§Z]v / EE[* *» }% Vv u]ee]}vX

012" HA$56+H16247+18" (9% = 1746 ; U< BHB1($=4> ((+$ 214416 2ii==A%=1
7"B$iX-16CIDEL
|



Privacy & Proxy Services Accreditation Issues Policy TUABHT T S($) *$H
Development Process )

|
1?26 "'1212" ) $1) IBGHI) BI("#P(624$241==AS=lk d Z  t' [« /v ] SpHA(624"12$2#S6I8I$S=6264C!=t
PAS=#162H06+SGCL(CI5A*(L(6) ) $2#S " '=i=631 (14$ 464" ==1=HH#CH K MI12( ?$8$I6 51 2BILH#={C12""%
1$(6) ) $2?"462=lid Z]* &]V 0 Z %} ES E % E ¢ vSe SZ t'[¢ }ve vepus }v §Z]e < 8§
+$8I$SIELHCHISAX(L(6)) ) $24=1+S($18$ 2%
!
FGHKM[s (Jv 0 E }uu (B2#CHRASEH62=(20GC1=41"#$BOLL4(*"2(*BIC6A22H12{<S(#162L"
b
5.5 Provision of Contact Point by a Privacy/Proxy Service (Charter Questions Category D)
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5.6 Relay of Communications to a Privacy/Proxy Service Customer (Charter Questions

Category E)
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6. Community Input and Public Comments

6.1 Request for Input and Public Comments
!
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6.2 Review of Input Received
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7. Working Group Final Recommendations

b
7.1 Recommendations
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CATEGORY A QUESTION 2: Should ICANN distinguish between privacy and proxy services for the
purpose of the accreditation process?i
b
KMl 62(3A=162%Privacy and proxy services are to be treated the same way for the purpose of the
accreditation process.{t
b
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e Registrars are not to knowingly>? accept registrations from privacy or proxy service
providers who are not accredited through the process developed by ICANN. For non-
accredited entities registering names on behalf of third parties, the WG notes that the
obligations for Registered Name Holders as outlined in section 3.7.7 of the 2013 RAA
would apply &

!
CATEGORY B QUESTION 1 - Should ICANN-accredited privacy/proxy service providers be required to

label WHOIS entries to clearly show when a registration is made through a privacy/proxy service?!
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b

KMi162(3A=1624To the extent feasible, domain name registrations involving P/P service providers

should be clearly labelled as such in WHOIS®*.{

b
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CATEGORY B QUESTION 2 - Should ICANN-accredited privacy/proxy service providers be required to

conduct periodic checks to ensure accuracy of customer contact information; and if so, how?¢
4
KMil62(3A=162%The WG recommends® that P/P service customer data be validated and verified in a

manner consistent with the requirements outlined in the WHOIS Accuracy Program Specification of the

2013 RAA (as updated from time to time). Moreover, in the cases where a P/P service provider is
Affiliated with a registrar and that Affiliated registrar has carried out validation and verification of the
P/P customer data, re-verification by the P/P service provider of the same, identical, information

should not be required. &
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CATEGORY B QUESTION 3 - What rights and responsibilities should domain name registrants that use
privacy/proxy services have? What obligations should ICANN-accredited privacy/proxy service
providers have in managing these rights and responsibilities? Clarify how transfers, renewals, and
PEDNR policies should apply.é

!

KMl 62(3A=162%All rights, responsibilities and obligations for registrants as well as those of accredited
P/P service providers would need to be clearly communicated in the P/P registration agreement,
including a provider’s obligations in managing those rights and responsibilities and any specific
requirements applying to transfers and renewals of a domain name. In particular, all accredited P/P
service providers must disclose to their customers the conditions under which the service may be
terminated in the event of a transfer of the domain name, and how requests for transfers of a domain
name are handled. Further details as to minimum requirements for rights, responsibilities and

obligations may need to be developed.it

The WG also recommends that it be mandatory for all accredited P/P service providers to Relay to
their customers any notices required under the RAA or an ICANN Consensus Policy (see the main text
under Category E in this Section 7 for additional recommendations regarding Relay).
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e P/P service providers should facilitate and not hinder the transfer, renewal or restoration of a

domain name by their customers, including without limitation a renewal during a Redemption

Grace Period under the Expired Registration Recovery Policy and transfers to another

registrar.

e P/P service providers should use commercially reasonable efforts to avoid the need to disclose
underlying customer data in the process of renewing, transferring or restoring a domain
name.

e P/P service providers should include in their terms of service a link or other direction to the
ICANN website (or other ICANN-approved online location such as the provider’s own website)
where a person may look up the authoritative definitions and meanings of specific terms such
as Disclosure or Publication.
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CATEGORY C®¢:

“Threshold” Question: Currently, proxy/privacy services are available to companies, non-commercial

organizations and individuals. Should there be any change to this aspect of the current system in the
new accreditation standards®’?
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KMil62(3A=162% The WG agrees that the status of a registrant as a commercial organization, non-
commercial organization, or individual should not be the driving factor in whether P/P services are
available to the registrant. Fundamentally, P/P services should remain available to registrants
irrespective of their status as commercial or non-commercial organizations or as individuals®.
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CATEGORY C QUESTION 1 - Should ICANN-accredited privacy/proxy service providers distinguish
between domain names used for commercial vs. personal purposes? Specifically, is the use of
privacy/proxy services appropriate when a domain name is registered for commercial purposes?
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In view of the fact that the current situation is one where there are no restrictions on uses to which

domain names registered using these services may be put, the WG does not believe that the

accreditation standards for P/P services should require service providers to differentiate between
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CATEGORY C QUESTION 2 - Should the use of privacy/proxy services be restricted only to registrants
who are private individuals using the domain name for non-commercial purposes?

!

KMi162(3A=1621M18$2(#G$i06+$B612Bi?1=(A==162fithe WG does not believe that P/P registrations should
be limited to private individuals who use their domains for non-commercial purposes.t

!

CATEGORY C QUESTION 3 - Should there be a difference in the data fields to be displayed if the
domain name is registered or used for a commercial purpose, or by a commercial entity instead of a
natural person?

!

KMil162(3A=162%A majority of WG members are of the view that it is neither desirable nor feasible to

make a distinction in the data fields to be displayed.i
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CATEGORY D QUESTION 1- What measures should be taken to ensure contactability and
responsiveness of the providers?{

b

KMi62(3A=1624ICANN should publish and maintain a publicly accessible list of all accredited P/P
service providers, with all appropriate contact information. Registrars should be advised to provide a
web link to P/P services run by them or their Affiliates as a best practice. P/P service providers should
declare their Affiliation with a registrar (if any) as a requirement of the accreditation program.

b
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b

CATEGORY D — QUESTION 2: Should ICANN-accredited privacy/proxy service providers be required to

maintain dedicated points of contact for reporting abuse? If so, should the terms be consistent with
the requirements applicable to registrars under Section 3.18 of the RAA?

!

KML162(3A=1624P/P service providers must maintain a point of contact for abuse reporting purposes.
In this regard, the WG agreed that a “designated” rather than a “dedicated” point of contact will be
sufficient for abuse reporting purposes, noting that the primary concern is to have one contact point
that third parties can go to and expect a response from. For clarification, the WG notes that as long as
the requirement for a single point of contact can be fulfilled operationally, it is not mandating that a
provider designate a specific individual to handle such reports. The WG also recommends that the
designated point of contact be “capable and authorized” to investigate and handle abuse reports and
information requests received.

b
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CATEGORY D QUESTION 3 - Should full WHOIS contact details for ICANN-accredited privacy/proxy

service providers be required?

b

KMi162(3A=1624The WG agreed that P/P service providers should be fully contactable through the
publication of contact details on their websites in a manner modelled after Section 2.3 of the 2013
RAA Specification on Privacy and Proxy Registrationst["'=tA5?"#$7?i(+6) i#1) $#6i4 ) $].4

b
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b

CATEGORY D QUESTION 4 - What are the forms of alleged malicious conduct, if any, that would be

covered by a designated published point of contact at an ICANN-accredited privacy/proxy service
provider?

!

KMil62(3A=1624The WG recommends that the requirements in relation to which forms of alleged
malicious conduct would be covered by the designated published point of contact at an ICANN-
accredited P/P service provider include a list of forms of malicious conduct to be covered. These

requirements should allow for enough flexibility to accommodate new types of malicious conduct.
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Section 3 of the Public Interest Commitments (PIC) Specification in the New gTLD Registry Agreement®°
or Safeguard 2, Annex 1 of the GAC’s Beijing Communique®! could serve as starting points for
developing such a list.t

!

The WG recommends that a uniform set of minimum mandatory criteria for the purpose of submitting
abuse reports and information requests be developed. Forms that may be required by individual P/P
service providers for this purpose should also include space for free form text?. P/P service providers
should also have the ability to “categorize” reports received, in order to facilitate responsiveness.

b

CATEGORY E QUESTIONS 1 & 2 - What, if any, are the baseline minimum standardized relay processes
that should be adopted by ICANN-accredited privacy/proxy service providers? Should ICANN-
accredited privacy/proxy service providers be required to forward to the customer all allegations of
illegal activities they receive relating to specific domain names of the customer?

b
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I. Regarding Electronic Communications®:

(1) All communications required by the RAA and ICANN Consensus Policies must be Relayed.
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(2) For all other electronic communications, accredited P/P service providers may elect one of
the following options:
=  Option #1: Relay all electronic requests received (including those received via emails
and web forms), but the provider may implement commercially reasonable safeguards
(including CAPTCHA) to filter out spam and other forms of abusive communications; or
=  Option #2: Relay all electronic requests (including those received via emails and web
forms) received from LEA and third parties containing allegations of domain name
abuse (i.e. illegal activity).
(3) In all cases, accredited P/P service providers must publish and maintain a mechanism (e.g.
designated email point of contact) for Requesters to contact to follow up on or escalate their

original requests.

The WG also recommends that the use of standard forms and other mechanisms that would
facilitate the prompt and accurate identification of a Relay request be explored during
implementation (e.g. drop-down menus in a provider’s web-based forms or fields that would require

the filling in of a Requester’s contact details, specifying the type of request or other basic information).

1. Regarding Further Provider Actions When There Is A Repeated Failure of Electronic Communications

e All third party electronic requests alleging abuse by a P/P service customer will be promptly
Relayed to the customer. A Requester will be promptly notified of a persistent failure of
delivery®® that a P/P service provider becomes aware of.

o The WG considers that a “persistent delivery failure” will have occurred when an electronic
communications system abandons or otherwise stops attempting to deliver an electronic
communication to a customer after a certain number of repeated or duplicate delivery
attempts within a reasonable period of time. The WG emphasizes that such persistent delivery
failure, in and of itself, is not sufficient to trigger further provider obligation or action under

this Category E unless the provider also becomes aware of the persistent delivery failure.
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As part of an escalation process, and when the above-mentioned requirements concerning a
persistent delivery failure of an electronic communication have been met, the provider should
upon request Relay a further form of notice to its customer. A provider should have the
discretion to select the most appropriate means of Relaying such a request. A provider shall
have the right to impose reasonable limits on the number of such requests made by the same
Requester for the same domain name.

When a P/P service provider becomes aware of a persistent delivery failure to a customer as
described herein, that will trigger the provider’s obligation to perform a verification/re-
verification (as applicable) of the customer’s email address(es), in accordance with the
recommendation of this WG under Category B, Question 2.

These recommendations shall not preclude a P/P service provider from taking any additional
action in the event of a persistent delivery failure of electronic communications to a customer,

in accordance with its published terms of service.l

CATEGORY F:

1.

What, if any, are the baseline minimum standardized reveal processes that should be adopted
by ICANN-accredited privacy/proxy service providers?

Should ICANN-accredited privacy/proxy service providers be required to reveal customer
identities for the specific purpose of ensuring timely service of cease and desist letters?

What forms of alleged malicious conduct, if any, and what evidentiary standard would be
sufficient to trigger a reveal?

What safeguards must be put in place to ensure adequate protections for privacy and freedom
of expression?

What circumstances, if any, would warrant access to registrant data by law enforcement
agencies?

What clear, workable, enforceable and standardized processes should be adopted by ICANN-
accredited privacy/proxy services in order to regulate such access (if such access is
warranted)?

What specific alleged violations of the provider’s terms of service, if any, would be sufficient

to trigger publication of the registrant/owner’s contact information?

012" HA$56+H16247+18" (9% = 1746 ; U< BHB1($=4> ((+$ 214416 2ii==A%=1

7"B$IN/i6UDE



Privacy & Proxy Services Accreditation Issues Policy TUABHT T S($) *$H
Development Process )

|
8. What safeguards or remedies should be available in cases where publication is found to have
been unwarranted?
9. What are the contractual obligations, if any, that if unfulfilled would justify termination of
customer access by ICANN-accredited privacy/proxy service providers?
b
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b
e “Publication” means the reveal of a person’s (i.e. the licensee or beneficial owner of a
registered domain name) identity/contact details in the WHOIS system.
o  “Disclosure” means the reveal of a person’s (i.e. the licensee or beneficial owner of a
registered domain name) identity/contact details to a third party Requester without
Publication in the WHOIS system.
e The term “person” as used in these definitions is understood to include natural and
legal persons, as well as organizations and entities.{
e  “Requester”, when used in the context of Relay, Disclosure or Publication, including in
the lllustrative Disclosure Framework described in Annex B, means an individual,
organization or entity (or its authorized representatives) that requests from a privacy
or proxy service provider either a Relay, or Disclosure or Publication of the identity or
contact details of a customer, as the case may be.

b
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“Law enforcement authority” means law enforcement, consumer protection, quasi-
governmental or other similar authorities designated from time to time by the national or
territorial government of the jurisdiction in which the P/P service provider is established or
maintains a physical office. This definition is based on Section 3.18.2 of the 2013 Registrar
Accreditation Agreement, which provision spells out a registrar’s obligation to maintain a
point of contact for, and to review reports received from, law enforcement authorities®; as
such, the WG notes that its recommendation for a definition of “law enforcement authority” in
the context of privacy and proxy service accreditation should also be updated to the extent
that, and if and when, the corresponding definition in the RAA is modified. &
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The WG agreed that none of its recommendations should be read as being intended to alter
(or mandate the alteration of) the prevailing practice among P/P service providers to review requests

manually or to facilitate direct resolution of an issue between a Requester and a customer. It also
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notes that disclosure of at least some contact details of the customer may in some cases be required in

order to facilitate such direct resolution.
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11=(36=A+$0iThe WG therefore recommends that accredited P/P service providers should indicate
clearly in their terms of service when they are referring to Publication requests (and their
consequences) and when to Disclosure requests (and their consequences). The WG further
recommends that accredited P/P service providers expressly include a provision in their terms of
service explaining the meaning and consequences of Publication.{
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that such specific provisions be included in an accredited provider’s terms of service, the WG
nonetheless recommends that accredited providers should indicate clearly in their terms of service the
specific grounds upon which a customer’s details may be Disclosed or Published or service suspended
or terminated" . In making this recommendation, the WG noted the changes to be introduced to the
IRTP in 2016, where following a Change of Registrant a registrar is required to impose a 60-day inter-
registrar transfer lock. The WG also recommends that accredited P/P service providers should include
in their terms of service a link or other direction to the ICANN website (or other ICANN-approved
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online location such as the provider’s own website) where a person may look up the authoritative

definitions and meanings of specific terms such as Disclosure or Publication.

The WG further recommends that, in deciding whether or not to comply with a Disclosure or
Publication request, providers not mandate that the Requester must have first made a Relay request.
!
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b
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"Wd>t*"(LB+6A2?(lIn the event that a Disclosure Framework is eventually developed for LEA requests,
the WG recommends that the Framework expressly include requirements under which at a minimum:
(a) the requester agrees to comply with all applicable data protection laws and to use any information
disclosed to it solely for the purpose to determine whether further action on the issue is warranted, to
contact the customer, or in a legal proceeding concerning the issue for which the request was made;
and (b) exempts Disclosure where the customer has provided, or the P/P service provider has found,
specific information, facts, and/or circumstances showing that Disclosure will endanger the safety of
the customer.}
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IThe WG recommends the adoption of an illustrative Disclosure Framework that would apply to
Disclosure requests made to P/P providers by intellectual property (i.e. trademark and copyright)
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+$=63A#620tPlease refer to Annex B for the full text of this proposed Disclosure Framework.
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|
The WG further recommends that a review of the lllustrative Disclosure Framework in Annex B be
conducted at the appropriate time after the launch of the program and periodically thereafter, to
determine if the implemented recommendations meet the policy objectives for which they were
developed. Such a review might be based on the non-exhaustive list of guiding principles developed by
the GNSO’s Data and Metrics for Policy Making (DMPM) WG, as adopted by the GNSO Council and
ICANN Board. As noted by the DMPM WG, relevant metrics could include industry sources, community
input via public comment or surveys or studies. In terms of surveys (whether or providers, customers
or requesters), data should be anonymized and aggregated.!
b
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All accredited P/P service providers must publish their terms of service, including pricing (e.g.
on their websites). Additionally, the WG recommends that accredited P/P service providers should
indicate clearly, in their terms of service and on their websites, whether or not a customer: (1) will be
notified when a provider receives a Publication or Disclosure request from a third party; and (2) may
opt to cancel its domain registration prior to and in lieu of Publication. However, accredited P/P
service providers that offer this option should nevertheless expressly prohibit cancellation of a domain
name that is the subject of a UDRP proceeding.

!
EKMI4$(6) ) $2?"'#162=16 214 SPAS-#$+ I 64ICL(*"#16 24
!

The WG recommends that accredited P/P service providers should indicate clearly, on their
websites and in all Publication or Disclosure-related materials, that a Requester will be notified in a
timely manner of the provider’s decision: (1) to notify its customer of the request; and (2) whether or
not the provider agrees to comply with the request to Disclose or Publish. This should also be clearly
indicated in all Disclosure or Publication related materials.
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b

J623%4G$i$==Hithe WG recommends that ICANN’s Accreditation Program include a requirement
for all accredited P/P service providers to include on their websites, and in all Publication or
Disclosure-related policies and documents, a link to a either a request form containing a set of specific,
minimum, mandatory criteria, or an equivalent list of such criteria that the provider requires in order
to comply with such requests (including with reference to the proposed Disclosure Framework for
intellectual property-related requests).'The WG also recommends that P/P service providers be
required to state the applicable jurisdiction in which disputes (including any arising under the
lllustrative Disclosure Framework in Annex B) should be resolved on any forms used for reporting and
requesting purposes. &
b
CATEGORY G - What types of services should be covered, and what would be the forms of non-
compliance that would trigger cancellation or suspension?
b
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Principle 1: A P/P service customer should be notified in advance of de-accreditation of a P/P service
provider. The WG notes that the current practice for registrar de-accreditation involves the sending of
several breach notices by ICANN Compliance prior to the final step of terminating a registrar’s

accreditation. While P/P service provider de-accreditation may not work identically to that for
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registrars, the WG recommends that ICANN explore practicable ways in which customers may be
notified during the breach notice process (or its equivalent) once ICANN issues a termination of
accreditation notice but before the de-accreditation becomes effective. The WG recommends that de-
accreditation become effective for existing customers thirty (30) days after notice of termination. The
WG notes that, in view of the legitimate need to protect many customers’ privacy, the mere
publication of a breach notice on the ICANN website (as is now done for registrar de-accreditation)

may not be sufficient to constitute notification.

Principle 2: Each step in the de-accreditation process should be designed so as to minimize the risk that

a customer’s personally identifiable information is made public.

Principle 3: The WG notes that the risk of inadvertent publication of a customer’s details in the course
of de-accreditation may be higher when the provider in question is not Affiliated with an ICANN-
accredited registrar. As such, implementation design of the de-accreditation process should take into
account the different scenarios that can arise when the provider being de-accredited is, or is not,
Affiliated with an ICANN-accredited registrar.

!

20" 2?16 26#6HCHHCSBISH2 (153$=16ARI2$ 21" *68%Hithe WG recommends specifically that, where a
Change of Registrant (as defined under the IRTP) takes place during the process of de-accreditation of
a proxy service provider, a registrar should lift the mandatory 60-day lock at the express request of the
beneficial user, provided the registrar has also been notified of the de-accreditation of the proxy

service provider.

The WG further recommends that the next review of the IRTP should include an analysis of the impact
on P/P service customers, to ensure that adequate safeguards are in place as regards P/P service
protection when domain names are transferred pursuant to an IRTP process.iKGS+$i"i7Y7i=$+81($
(A=#6)) $HI2H1 " #$=0"t#+""2=CH$H601"176 ) "'1212" ) SHHGCHIK Mi+$ (6B21aS=HG"#""i+$BI=#+""+=GOAIIGC " BSHHC St
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#G6=U2M " #$2*" ((+$? WP U7V T1=$+8L($=0tI $8$+C$i$==ithe WG recommends that, in implementing
those elements of the P/P service accreditation program that pertain to or that affect domain name

transfers and in addition to its specific recommendations contained in this Final Report, ICANN should
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perform a general “compatibility check” of each proposed implementation mechanism with the then-
current IRTP.
!
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I
The WG has concluded that the registrar model with its multiple steps, governed by the RAA, may not

be entirely appropriate for P/P services; however, it is a useful starting point from which relevant

portions may be adapted to apply to P/P service providers.

In addition, the WG recommends that ICANN develop a public outreach and educational program for
registrars, P/P service providers and customers (including potential customers) to inform them of the

existence, launch and features of the P/P service accreditation program.

The WG further recommends that providers should be required to maintain statistics on the number of
Publication and Disclosure requests received and the number honored, and provide these statistics in
aggregate form to ICANN for periodic publication. The data should be aggregated so as not to create a
market where nefarious users of the domain name system are able to use the information to find the

P/P service that is least likely to make Disclosures.
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8. Conclusions & Next Steps
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Annex A - PDP WG Charter

Working Group Charter for a Policy Development Process to Address

Privacy & Proxy Services Accreditation Issues arising under the 2013

ICANN Registrar Accreditation Agreement
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Section Il: Mission, Purpose, and Deliverables

Mission & Scope:i

Background
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Section Ill: Formation, Staffing, and Organization
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Section IV: Rules of Engagement
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Closure & Working Group Self-Assessment:
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Section V: Charter Document History

Version | Date Description
b b b
b b b
b b b
b b b
b b b
b b b

Staff Contact: ~ "+IK 6288 Email: | 7631(97=#"CC1(""2206+Bk
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Annex B — lllustrative Disclosure Framework applicable to Intellectual

Property Rights-holder Disclosure Requests

ROIC™ (314" $12BI?1+$ (4(6)) D A2I("#1620) 62BIASPAS=H$+=H7+6812$+=H1"" 22| A=H6 ) $+=HHGI=I5631(9i=$+85=14G S
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Policy Scope:t
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. Provider Process for Intake of Requestst
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Request templates for Disclosure

Where a domain name allegedly infringes a trademarki
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6201#=1+$PAS=#(6+) H=63$39iC6+, ?1=5A#S=1""+1=12BI(+6 ) 1" B$BS 241 ) 5+65F+ ?1=(36=A+$=4 ("' A=$?4*9k
L26S12B3NC " 3=$h=H"4$) $24=1 ) "?H*U4CHA4SPA S EU }E (E}lu Z <pu S E[-
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+$5+$=$2#"#18BL 6L #GC L +IBCH=E GOI?$HH ("5 *IBE "2 2APA IS 2L #EESB A HBL 220 " P 2+$==L 4GS ) "=
128638$ 24120 #C1=4 +SPAS=# "220 G 8I2Bi#GHt " A#GO+#OL#66 ) LI HCHE +$5+$=$24" #1624 274 (3"1) =162¢
*$G"COCHCEIBCH=ICO3 7S HI2MC P+ SPAS=#H12 (BA?12BIGH " AHG OO *12 P4#C P+ BGH-IGOI ?$H#BMHCH
) ' #162=16 2HCHA=$I6CLI A=#6 ) $+12" 4162 ($i?1=(36=$20""t

Z] KGH+$iHGHI=1B2"#6+9il=126#H#GSiHBCH=IGEI 7S+ 206(CL($HO6CAGHIHBCH=ICEI?SH[1Ch "4(6+56+" #$iS 241491t
6+ 20" HB6+2$ABLHCHIHBCHIGOI?SHE" "2 LGP 7+6812$H G =1 "1+$"'=62" *IBi*"'=1={#6L * $IUBBUHC " #IHC B
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Domain name resolves to website where copyright is allegedly infringedt

ABPAS-#$+5+681?$={#6(7+681?$+BH+IC" *I$i$B81?$2 ($I6CiS+62B7612BH12 (3A?12BH

b

.] FGS$L$;"(# WAUL SCH+$L #GHi "13SBS?39k 120+12B12Bk S6+LE 6+ 120+12B12Bk " (#1814 1=k 36 ("#$2H 6+ "
+$5+5=$24"#18%i="") SIBI6LUSCH+SI=A(GIS 6+Li6H"" (#181#911=436 (*"#$ b

$Q H[DPSOH RI VXFK DQ DWWHVWDWLRQ 3, DWWHVW WKDW , DP
holder, capable and qualified to evaluate and address the matters involved in this request, and have the authority to
PDNH WKH UHSUHVHQWDWLRQV DQG FODLPV LQ WKLV UHTXHVW ~
arising under Section II1.B(8) and Section II1.C(7), below.
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Annex 1 To Disclosure Framework: Resolving Disputes Arising From Disclosures Made As A Result Of
Allegedly Improper Requestst
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